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ABSTRACT The increasing popularity of cloud computing has led to a significant rise in the use
of container technology. Docker and Kubernetes have emerged as the de facto standards for container
orchestration frameworks due to their reliability, flexibility, and ease of operation, supported by scalable,
HTTP-based interfaces. Given the critical nature of infrastructure systems, container components within such
orchestration frameworks should adhere to strict security levels. However, administrative misconfigurations
can introduce serious vulnerabilities, exposing security-critical container components to external networks
and allowing adversaries to discover and exploit them as attack vectors. In this paper, we investigate the
security threats posed by misconfigured container components (MCC) that are exposed to the Internet.
Through an Internet-scale measurement, we identify a total of 1,003,947 MCCs, with the majority operating
under default configurations and outdated software versions. Our analysis reveals that renowned institutes,
governments, and enterprises that are operating exposed MCCs, suggesting significant security risks.
In addition, we conduct a real-world experiment within multi-branch campus network, scanning 150,235 IP
addresses to uncover actual vulnerabilities in MCCs. We identify five distinct vulnerabilities that either leak
sensitive information or allow remote code execution, demonstrating the real-world feasibility and potential
impact of exploiting these misconfigured container components.

INDEX TERMS Cloud computing security, network security, internet security.

I. INTRODUCTION17

Recent advancements in cloud computing have significantly18

contributed to the widespread adoption of container tech-19

nologies. Containers enable the execution of applications20

in isolated environments, optimizing deployment, scalabil-21

ity, and management processes. Notably, Docker [1] and22

Kubernetes [2] have emerged as industry standards due to23

their robustness and versatility in orchestrating these envi-24

ronments [3], [4]. Docker encapsulates applications within25

The associate editor coordinating the review of this manuscript and
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containers, providing customized environments tailored to 26

specific application requirements. Meanwhile, Kubernetes 27

automates the deployment, scaling, and management of 28

containers, substantially reducing operational overhead. 29

Together, these technologies empower developers and admin- 30

istrators to improve productivity and operational efficiency. 31

Effective management and coordination within a container 32

environment require the seamless integration of various con- 33

tainer components. In Docker, this is facilitated by the Docker 34

daemon and Docker API server, while in Kubernetes, the 35

key components include kube-apiserver, kubelet, and etcd. 36

These elements communicate via HTTP-based interfaces 37
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(e.g., REST APIs), providing the system with flexibility and38

scalability [5], [6], [7]. Although this architecture streamlines39

development and management, its inherent openness can40

introduce critical security vulnerabilities if not properly41

secured [8], [9]. The trade-off between ease of use and42

security highlights the need for robust security strategies and43

meticulous configuration in containerized environments.44

Misconfigurations, often resulting from administrative45

errors or oversight, can lead to severe security breaches46

within container environments. Core infrastructure com-47

ponents, such as those in Docker and Kubernetes sys-48

tems, should be strictly protected from external access.49

However, misconfigurations can inadvertently expose these50

components, providing adversaries with direct entry points51

for intrusion [10]. Moreover, critical security controls,52

including authentication mechanisms and access controls,53

can be disabled due to configuration errors [11]. Such54

vulnerabilities enable the exfiltration of sensitive informa-55

tion, such as server versions, credentials, and privileges.56

Given the simplicity of the HTTP-based interface and57

its central role in container environments, these breaches58

can escalate to full compromise of the entire container59

ecosystem [12], resulting in the complete theft of container60

data and resources. Empirical evidence indicates that a61

substantial number of container components are misconfig-62

ured, thereby significantly undermining their overall security63

posture [13].64

In this paper, we define Misconfigured Container Com-65

ponents (MCCs) as container components that are exposed66

to the Internet due to configuration errors. These MCCs67

render other components within the container system sus-68

ceptible to various attacks, including information leakage69

and remote code execution. Adversaries can discover these70

MCCs in target container systems over the Internet and71

compromise them to gain unauthorized access to sensitive72

data or deploy malicious applications [14]. Additionally,73

compromised MCCs can act as stepping stones for further74

attacks, enabling adversaries to move laterally within the75

system [15], [16], [17] and compromise other accessible76

containers.77

Therefore, identifying and mitigating existing MCCs78

within containerized environments is of critical importance79

for security practitioners. To this end, we aim to address the80

following research questions:81

• RQ1: Are MCCs prevalent in the wild? If so, which82

container components are most common, and where are83

they typically found?84

• RQ2: Do MCCs provide adversaries with opportunities85

to launch attacks? If so, how severe are the associated86

vulnerabilities?87

To answer these questions, we conduct a measurement study88

consisting of two parts: (i) evaluating the prevalence of89

MCCs on an Internet scale (RQ1) and (ii) identifying security90

vulnerabilities in these components through real-world case91

studies (RQ2).92

First, to demonstrate the prevalence of MCCs in the wild, 93

we conducted a comprehensive survey to assess their global 94

distribution and status. Our findings revealed over onemillion 95

exposed IP addresses associated with MCCs. We classified 96

these components by analyzing protocol-specific attributes, 97

such as HTTP response headers and content, to accurately 98

identify each MCC. Second, to evaluate the vulnerabilities 99

of MCCs, we conducted a real-world experiment within a 100

campus network to identify active MCCs and assess their 101

security posture. This process involved scanning all 150,235 102

IP addresses within the network and determining whether 103

these MCCs could be feasibly exploited in potential attacks. 104

Our findings indicate that a significant number of MCCs 105

operate with default configurations and outdated software 106

versions, making them susceptible to known threats. Fur- 107

thermore, we identified several well-known organizations 108

deployingMCCs, and some ofMCCs are already blocklisted, 109

suggesting prior exploitation. In our campus network study, 110

we uncovered five critical vulnerabilities among 57 MCCs 111

and demonstrated the feasibility of two types of attacks: (i) 112

information leakage and (ii) remote code execution. 113

A. CONTRIBUTIONS 114

To the best of our knowledge, this is the first comprehensive 115

investigation intoMCCs conducted at a large scale. Addition- 116

ally, we have successfully quantified the potential risks and 117

malicious exploitation opportunities associated with these 118

components. Our key findings are summarized as follows: 119

• We conducted an extensive investigation and identified 120

container components exposed due to misconfigurations 121

across the Internet. A total of 1,003,947 MCCs were 122

discovered, each of which is publicly accessible and 123

presents a potential attack vector. 124

• We revealed that the majority of MCCs operate with 125

default configurations and outdated software versions, 126

creating significant security vulnerabilities and making 127

them particularly susceptible to known threats such as 128

1-day attacks (Finding I, II). 129

• We identified over 1,700 MCCs deployed within orga- 130

nizations with extensive user bases, posing a substantial 131

risk to sensitive information (Finding III). Furthermore, 132

over 1,000 of these MCCs have been blocklisted, 133

indicating prior compromise and malicious exploitation 134

(Finding IV). 135

• We demonstrated the presence of MCC vulnerabilities 136

in a real-world campus network, identifying 57 MCCs 137

out of 150,235 IP addresses and uncovering five distinct 138

vulnerabilities. Our findings show that it is possible 139

to access sensitive information and compromise these 140

vulnerable container components (Finding V). 141

II. BACKGROUND AND MOTIVATION 142

Containerization and orchestration technologies, such as 143

Docker and Kubernetes, streamline the deployment and 144

management of applications across different environments. 145
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Docker is a platform that leverages containerization tech-146

nology to encapsulate an application and its dependencies147

within a Docker container, ensuring consistent operation148

across different computing environments [1]. Kubernetes,149

an open-source container orchestration tool, facilitates the150

management of containerized applications through the ini-151

tialization of clusters consisting of worker machines, known152

as nodes, which host these applications [2], [18]. The cluster153

is managed by the Control Plane, also referred to as the154

master, which oversees both the worker nodes and the con-155

tainers within the cluster. Each worker node, under the156

supervision of the Control Plane, executes the containerized157

applications [19]. REST API is an architectural style for158

web-based applications that enables stateless information159

exchange between client and server using standard HTTP160

methods. Its simplicity and scalability make it widely used161

for cloud resource management and service integration.162

To protect container components from adversaries, various163

security mechanisms are employed within cloud environ-164

ments to mitigate data leakage risks. Initially, container165

components that oversee cloud operations are configured by166

administrators to prevent external exposure. Subsequently,167

authentication among nodes is facilitated through token168

usage, which verifies the authenticity of messages originating169

from trusted nodes within the cluster. Moreover, when170

administrators access a component, robust access control is171

enforced via Role-Based Access Control (RBAC), predicated172

on precise administrative configurations.173

Nonetheless, if these component settings are inadequately174

configured due to administrative oversight, unauthorized175

third parties may gain access to components exposed to the176

Internet, thereby obtaining unfettered access to the resources177

of the cloud cluster. In such instances, the inherent simplicity178

and flexibility of the REST API could paradoxically become179

detrimental, elevating the risk of significant exposure of180

resource and system data.181

A. MOTIVATION182

We define Misconfigured Container Components (MCC)183

as components with erroneous configurations that, when184

exposed to the Internet, facilitate unauthorized access and185

potential data exfiltration from the container system. The186

exposed container components such as Kube-apiserver,187

Kubelet, and Docker daemon pose significant security188

risks, as they provide adversaries with potential attack189

vectors. Exploiting their HTTP-based interfaces can allow190

unauthorized access to systems and resources [13], [17].191

For instance, inadequate security configurations may enable192

adversaries to leverage vulnerabilities in the REST API193

components, resulting in privilege escalation, unauthorized194

access to sensitive information, or execution of privileged195

commands within the container environment [20], [21].196

Moreover, adversaries can use these attack paths to move197

laterally and extract data or install ransomware within cloud198

FIGURE 1. Attack vectors in misconfigured container components (MCCs).

environments they cannot directly access [15], [16], [17]. 199

Adversaries may also target MCC for Denial-of-Service 200

(DoS) attacks, potentially disrupting services and causing 201

significant damage to organizations. Thus, it is critical 202

to understand the characteristics of MCC and configure 203

container components securely to reduce exposure to the 204

Internet. 205

B. ATTACK VECTORS OF CONTAINER COMPONENTS 206

Our research targets container components that are exposed to 207

the Internet and publicly accessible due to misconfigurations 208

within the container environment. Specifically, we focus 209

on components utilizing the REST API within Docker 210

and Kubernetes environments. These components include 211

the Docker daemon, Docker registry API, kube-apiserver, 212

kubelet, and etcd. Each of these components presents unique 213

attack vectors (A1-A5) to adversaries, as shown in Figure 1. 214

1) A1. DOCKER DAEMON 215

Anonymous access might be enabled when initializing the 216

Docker daemon by manually. Adversaries may gain access 217

to the Docker commands as if they were operating their 218

own Docker daemon. For example, they can list images 219

and containers and even run commands on containers. This 220

component may contribute to a remote code execution (RCE) 221

vector. 222

2) A2. DOCKER REGISTRY API 223

The Docker Registry API provides interfaces for accessing 224

Docker images. If misused, adversaries can extract private 225

images from unauthenticated registries, allowing them to 226

analyze configurations and identify vulnerabilities in the 227

applications contained within the images. 228

3) A3. KUBE-APISERVER 229

Kube-apiserver serves as the central control plane for a 230

Kubernetes cluster and provides a REST API for managing 231

the cluster state. It does not exist on the worker node, 232

only on the control plane. By attacking the Kube-apiserver, 233
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adversaries can enumerate all of the running containers in a234

cluster.235

4) A4. KUBELET236

Kubelet, operating as a node agent on each node in the cluster,237

is primarily responsible for managing containers on their238

respective nodes. Kubelet servers provide adversaries with239

RCE vector. System commands can be executed inside the240

containers that permit anonymous authentication. As Kubelet241

runs on each node, every misconfigured Kubernetes node has242

an RCE vector.243

5) A5. ETCD244

etcd is a key-value store that serves as the fundamental245

backing repository for all cluster data within the Kubernetes246

system. It is commonly used to store and distribute passwords247

and configuration settings. Adversaries may exploit exposed248

etcd servers to access or disclose Kubernetes configurations,249

secret values, and authentication data, potentially revealing250

server credentials.251

C. THREAT MODEL252

When configuring a containerized system, administrators253

may inadvertently misconfigure component settings due254

to oversight. Such misconfigurations, particularly involving255

authentication mechanisms or access controls, can create256

significant security vulnerabilities. MCCs can serve as poten-257

tial attack vectors for adversaries. Since these components258

often provide a REST API, adversaries can readily access the259

servers and invoke the API over HTTP once a misconfigured260

server is identified.261

The goal of attacking misconfigured MCCs is to distribute262

malicious applications by executing code on Kubernetes pods263

(i.e., a group of containers sharing the same resources).264

The attack method is straightforward: adversaries can attack265

servers by calling REST API via HTTP using web browsers266

or command-line tools such as curl [22]. To worsen the267

situation, Kube-apiserver and Kubelet servers are exposed268

to the Internet by default. In other words, an adversary only269

needs to identify a misconfigured and exposed server, gain270

unauthorized access, and execute malicious code through the271

REST API.272

D. MOTIVATING EXAMPLE273

Figure 2 shows a real-world example attack scenario targeting274

a Kube-api-server (A3). In this scenario, the Kube-api-275

server has no authentication and is publicly accessible276

due to misconfiguration. Adversaries begin by gathering277

information about active containers within the target system,278

exploiting the Kube-apiserver (1). Using the obtained data,279

they identify a vulnerable container and proceed to exploit280

the known vulnerabilities. This is achieved by executing281

malicious commands through API requests directed at the282

compromised Kube-apiserver (2). In order to target the283

FIGURE 2. An example of REST API attack.

exposed servers, adversaries first need to attain the necessary 284

information, including the open ports of the targeted servers. 285

This can be achieved by scanning or searching for open ports 286

on the targeted servers. For example, adversaries may scan 287

all open ports of the targeted servers or the whole network 288

address of targeted organizations using port scanning tools 289

like nmap [23]. Afterward, adversaries can visit the ports via 290

HTTP to gather HTTP information to determine whether the 291

services of open ports are Kubernetes or not. 292

III. MEASUREMENT METHODOLOGY 293

This section describes the preliminary steps undertaken to 294

measureMCC along with the methodology of data collection, 295

the approach to component identification, and the ethical 296

considerations that must be taken into account. 297

A. DATA COLLECTION 298

Shodan [24] is a search engine that enables its users to 299

conduct searches for diverse categories of internet-connected 300

servers. They provide an API which helps access to the 301

comprehensive Shodan dataset. This API enables users to 302

selectively obtain specific information aimed at their require- 303

ments from the data stored within the Shodan. Utilizing 304

the Shodan API, we systematically collect data regarding 305

externally exposed components. Specifically, we gather 306

information on open ports, HTTP headers, HTTP content, and 307

various protocols. By processing this data, we do not need 308

to access the servers directly. In our comprehensive dataset, 309

1,003,947 IP addresses are compiled, and we can classify 310

them through the distinct signatures of each component type. 311

The data we collect reflects the state of the server on January 312

03, 2023. Table 2 shows the overview of our collected data. 313

B. COMPONENT SIGNATURES 314

Our approach is grounded in the observation that each 315

container component exhibits distinct characteristics. For 316

instance, the Kube-apiserver and Kubelet components gen- 317

erate different HTTP messages. We leverage three key 318

features: i) HTTP response headers, ii) HTTP content, and 319

iii) HTTP/HTTPS usage. By extracting unique signatures 320

from these features, we can accurately identify each compo- 321
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FIGURE 3. Examples of HTTP response headers of server signatures.
Some of x-kubernetes headers are redacted.

TABLE 1. Allowed protocols for each server.

nent. However, to adhere to ethical considerations outlined in322

Section III-C, we avoid directly accessing these components.323

Instead, we utilize the Shodan API, which provides both324

HTTP header and content information for each component,325

allowing us to identify them without direct interaction. The326

rationale behind each feature is as follows:327

1) HTTP RESPONSE HEADERS328

The Kubernetes API server, Kube-apiserver, includes329

two additional HTTP response headers: x-kubernetes-330

pf-flowschema-uid and x-kubernetes-pf-prioritylevel-uid.331

These headers provide details about the flow schema that332

matched the request and the priority level assigned to333

it, respectively. In the case of the Docker Registry API,334

the HTTP response includes the Docker-Distribution-Api-335

Version header, indicating the API version of the Docker336

Registry API component. Figure 3 illustrates how these337

HTTP headers appear in practice.338

2) HTTP CONTENT339

Exposed components exhibit distinct HTTP content340

depending on the specific component. For example, the341

Kube-apiserver returns results in JSON format, which include342

keys such as kind, apiVersion, and metadata, among others.343

In contrast, when accessing the Kubelet server throughHTTP,344

it responds with the message: ‘‘The client has sent an HTTP345

request to an HTTPS server’’. Similarly, the etcd component346

responds with a 404 page not found page, while the Docker347

daemon returns a JSON format containing only a single key:348

message. Lastly, when accessing the Docker Registry API,349

it returns a blank page with an HTTP status code of 200.350

3) HTTP/HTTPS USAGE351

Although each component is exposed to the web, each uses352

two different protocols unique to it: HTTP and HTTPS. For353

instance, while the kube-apiserver permits HTTPS protocol354

to access, it does not provide access through HTTP protocol.355

TABLE 2. Distribution of MCCs. The data collected represents the status
of the server as of January 3, 2023.

Table 1 summarizes the protocols that are available for each 356

component. 357

C. ETHICAL CONSIDERATION 358

In this paper, our measurement is divided into two parts: 359

(i) measuring MCCs at Internet scale (Section IV) and (ii) 360

measuring vulnerable servers in real-world case (Section V). 361

For the first part, we aim to identify the number of exposed 362

servers on the Internet. However, conducting direct scans on 363

unauthorized servers can raise ethical concerns, as it may 364

lead to the collection of more information than is necessary. 365

To address this, we rely on the Shodan API to gather only the 366

required information, such as open ports and HTTP headers, 367

without directly interacting with the servers. Importantly, 368

we do not exfiltrate any data or compromise personal privacy 369

during our measurements. This approach allows us to identify 370

server types without direct access. In other words, we avoid 371

accessing or collecting sensitive data and do not engage in 372

any intrusive actions during our Internet-scale measurement. 373

In the latter case, to gain a deeper understanding of exposed 374

Kubernetes threats, we conducted our experiments within an 375

institutional environment. To evaluate vulnerabilities, we col- 376

laborated with the institution’s network and information 377

security teams. An official document was issued to these 378

teams to support our study and ensure its safety. We adhered 379

to their guidelines and obtained formal permission before 380

proceeding with our assessments. 381

Throughout our experiments, we ensured that no privacy 382

was breached and no sensitive data was compromised. Our 383

objective was solely to confirm the presence of vulnerabilities 384

without impacting any services. For example, we used 385

non-intrusive commands, such as the date command in 386

Linux, to verify that remote code execution was possible 387

without affecting server operations. At the conclusion of 388

our study, we disclosed our findings to the relevant teams 389

via email, resulting in all identified vulnerabilities being 390

patched. Consequently, no harm was done in any of the 391

cases. 392

IV. INTERNET SCALE MEASUREMENT 393

This section discusses our findings regarding worldwide 394

exposed Kubernetes and Docker components. Our measure- 395

ment uncovers how many they are, what they are, and who 396

they are. We also discover the attributes of the identified 397

servers. 398
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FIGURE 4. The number of cloud service providers running MCCs.

A. EXPOSURE FROM MISCONFIGURATION399

The empirical evidence presented in this section quantita-400

tively demonstrates the prevalence of a significant number of401

components exposed to the attacks discussed in Section II-C.402

1) DISTRIBUTION OF MCCS403

We identified a total of 1,003,947 MCCs, with their404

distribution summarized in Table 2. Of these, approximately405

three-quarters are Kube-apiserver instances, followed by406

Kubelet instances. Specifically, we found 1,000,403 exposed407

Kubernetes components, consisting of 744,612 Kube-408

apiserver, 252,326 Kubelet, and 3,465 etcd components. For409

Docker, we identified 2,680 exposed Docker Registry HTTP410

APIs and 844 Docker daemons.411

2) MCCS IN PUBLIC CLOUDS412

To identify the cloud services that have MCCs, we utilize413

a dataset of public IP addresses [25], [26], [27]. Consistent414

with cloud service market share, AWS occupies the highest415

proportion about 38%, followed by Google and Azure.416

Approximately 6.5% of the exposed servers cannot be417

determined to a specific cloud service provider. Figure 4418

illustrates the distribution of servers across various cloud419

service providers. This result highlights that MCCs are420

pervasive in public clouds, allowing adversaries to target a421

large amount of exposed hosts.422

3) DEFAULT PORT USAGE423

Each container component has its own default service ports.424

For example, Kube-apiserver and Kubelet typically operate425

on ports 6443 and 10250, respectively. These defaults can426

be manually altered during Kubernetes initialization, such427

as by using the -secure-port flag when starting the428

Kube-apiserver. However, we observe that administrators rely429

on default ports in the wild. The ‘‘Open Ports’’ column430

in Table 2 lists the actual ports identified in our findings431

for each server component. For instance, the predominant432

port used by Kube-apiserver is port 443, accounting for433

FIGURE 5. Difference in HTTP content between a server with anonymous
access allowed and one with anonymous access not allowed.

approximately 89.3% of the observed instances, followed by 434

ports 6443 (7.7%) and 10250 (2.7%), with other observed 435

ports including 8443 (0.1%), 31337 (0.05%), and 7443 436

(0.04%). Similarly, for Docker, the default port 2375 has 437

the highest proportion of usage, observed in 91.1% of 438

instances, followed by ports 4243 (3.5%) and 2376 (1.7%). 439

The remaining 3.8% of Docker instances utilize other ports, 440

such as 5000 (0.95%), 5555 (0.83%), and 80 (0.6%). 441

4) ANONYMOUS ACCESS IN KUBERNETES 442

Kubernetes handles unauthenticated requests as anonymous, 443

assigning them the username system:anonymous. If this user 444

is granted access to *, it can access all resources within 445

the cluster, making it possible for an adversary to leak the 446

entire list of pods and nodes through the REST API. Thus, 447

detecting this misconfiguration can be as simple as checking 448

for the presence of the system:anonymous string in the HTTP 449

content, as shown in Figure 5. The HTTP content will differ 450

depending on whether anonymous access is permitted or not. 451

Unfortunately, in the Kubernetes Role-Based Access 452

Control (RBAC) model, anonymous access is enabled by 453

default [28]. As a result, the number of Kubernetes servers 454

allowing anonymous access is over six times higher than 455

those that do not. Approximately 86% of servers allow anony- 456

mous access, while only 14% have this feature disabled. This 457

disparity is due to the default configuration, which can be 458
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TABLE 3. Top 10 exposed versions of Kube-apiservers, Docker daemon, and etcd.

TABLE 4. List of CVEs by exposed version.

mitigated by manually setting the -anonymous-auth flag459

to false during Kubernetes server initialization.460

Finding I. We found that over 86% of MCCs operate with
default configurations (e.g., ports, anonymous access), and
many are hosted onmajor public cloud platforms, providing
adversaries with opportunities to exploit these components.
Although administrators can modify these settings during
deployment, secure configurations are often not applied in
practice. The key to reducing the risk of attack is to ensure
these components are not exposed to the Internet.

461

B. DISTRIBUTION OF EXPOSED VERSIONS462

Identifying the software version of a target is cru-463

cial for adversaries, as it enables them to pinpoint464

exploitable vulnerabilities. An attack that leverages a known465

vulnerability in a specific software version is referred to as a466

‘‘1-day attack.’’467

1) FEASIBILITY OF 1-DAY ATTACKS468

To evaluate the feasibility of such attacks in MCCs,469

we analyzed the distribution of exposed Kubernetes and470

Docker versions. Table 4 summarizes major CVEs affect-471

ing popular container components such as Kube-apiserver,472

Docker Daemon, and etcd. To determine if software versions473

are a major factor, we conducted an in-depth analysis of474

exposed versions for each MCC. Table 3 lists the top 10 most475

exposed versions for each MCC.476

2) EXPOSED VERSIONS IN KUBE-APISERVERS477

The Kube-apiservers column in Table 3 presents the top478

10 most exposed Kubernetes versions. The latest release as of479

January 2023 is v1.25 [29], which was released in December480

2022. However, our dataset reveals that the most commonly481

operating versions are v1.21.14 and v1.22.15, both of which 482

were released before October 2022 and together account 483

for over 50% of all observed instances. Notably, v1.21.14, 484

the most widely used version, is vulnerable to CVE-2022- 485

3294 and CVE-2022-3172, while v1.22.15, the second most 486

prevalent version, also has known vulnerabilities, including 487

CVE-2022-3294 [9], [30]. By exploiting CVE-2022-3294, 488

adversaries can bypass security restrictions, redirecting 489

requests to private networks [31]. Similarly, CVE-2022- 490

3172 can be leveraged to perform URL redirection attacks, 491

potentially resulting in credential theft or leakage of sensitive 492

information [32]. 493

3) EXPOSED VERSIONS IN DOCKER DAEMON 494

The Docker Daemon column in Table 3 shows the top 495

10 most exposed Docker daemon versions. The latest 496

version as of January 2023 is v20.10.22 [33], released in 497

December 2022. However, our dataset indicates that the 498

most commonly used versions are v18.09.7 and v18.05.0, 499

both of which were released before October 2022 and are 500

known to have security vulnerabilities. Specifically, these 501

versions are susceptible to several CVEs. For instance, 502

by exploiting CVE-2019-5736, adversaries can achieve 503

privilege escalation by overwriting the host runc binary, 504

allowing an adversary with access to the host file system to 505

gain root privileges [34]. Similarly, CVE-2019-16884 allows 506

adversaries to modify Docker images without detection [35]. 507

Additionally, exploiting CVE-2021-21284 enables privilege 508

escalation within Docker instances running with the –userns- 509

remap option enabled [36]. 510

4) EXPOSED VERSIONS IN ETCD 511

The etcd column in Table 3 lists the top 10 most exposed 512

etcd versions. The latest release as of January 2023 is v3.5.7, 513

which was released in December 2022 [37]. However, our 514

dataset shows that the most commonly operating versions 515

are v3.3.12 and v3.3.8, both released prior to October 516

2022. These versions are vulnerable to several CVEs, 517

such as CVE-2018-16886 [38] and CVE-2023-32082 [39]. 518

By exploiting CVE-2018-16886, adversaries can bypass 519

the authentication mechanism [38], while CVE-2023-32082 520

allows unauthorized access to key names even when read 521

permissions are not granted [39]. 522
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TABLE 5. Reverse DNS lookup results. The abbreviation Gov. denotes
governmental organizations, Edu. represents educational institutions,
F500 refers to Fortune 500 companies, and Orgs. signifies other
organizations.

Finding II. We found that MCCs are susceptible to known
vulnerabilities, often referred to as ‘‘1-day attacks.’’ The
primary cause is that administrators frequently fail to update
MCC software versions, even six months after a new
release. This allows adversaries to exploit known CVEs to
escalate privileges and access sensitive data.

523

C. MCCS FROM KNOWN ORGANIZATIONS524

We now analyze which entities are operating the MCCs. For525

this, we aim to reveal their domain names by resolving IP526

addresses of the identified MCCs.527

1) OBTAINING DOMAIN NAMES528

The acquisition of special domain names is restricted to529

a specific group; therefore, identifying a particular domain530

can serve as a means to determine who they are. For531

example, the.gov domain can only be used by governmental532

institutes. For this, we examine the methodology of retrieving533

DNS information based on an IP address. Our proposed534

approach involves utilizing the PTR record type to query535

the reverse DNS database of the Internet. By leveraging536

this reverse DNS database, IP addresses can be mapped to537

their corresponding domain names. We use getaddrinfo538

and gethostbyaddr functions from Python socket539

library [40] to perform this process. We also use ipinfo [27]540

service to obtain DNS information for an IP address.541

Through these methods, a total of 748,674 IP addresses are542

successfully converted out of the collected IP. We categorize543

the domains that are operating MCCs into three groups: (i)544

governments, (ii) educational institutions, (iii) enterprises,545

and (iv) organizations. The results are summarized in Table 5.546

2) MCCS IN GOVERNMENTS547

Government web pages often use domains ending in548

.gov or gov.xx. Our investigation uncovered a total of549

21 government-related MCCs exposed on the Internet across550

15 institutions. These components span various government551

servers, including municipal websites, ministry portals,552

regional government sites, and climatology websites. Since553

these servers are frequently part of confidential networks,554

administrators must exercise special care when managing555

MCCs to mitigate potential security risks.556

3) MCCS IN EDUCATIONAL INSTITUTIONS 557

In the case of educational institutions, such as universities or 558

schools, commonly use domain names that end with either 559

.edu or .ac.xx. As research institutes or research groups 560

are often affiliated with universities, they frequently have 561

this type of domain names. In a total of 38 educational 562

institutes, 284 MCCs have been identified, each of which 563

is exposed to the Internet. These institutions encompass a 564

broad range of academic institutions, including Ivy League 565

universities, national universities, Institute of Technology, 566

and supercomputer research institutes. 567

4) MCCS IN ENTERPRISES 568

Enterprises are also vulnerable to the risks associated 569

with misconfigured servers. A notable example is Tesla’s 570

incident [41], where hackers exploited their AWS instances 571

for cryptojacking. To identify companies running MCCs, 572

we compiled a list of Fortune 500 companies and their 573

domain names [42]. The Fortune 500 is an annual ranking 574

published by Fortune magazine, listing the top 500 largest 575

U.S. corporations based on total revenue for their respective 576

financial years [43]. Our analysis revealed that four enter- 577

prises are operating a total of 36misconfigured servers. These 578

companies are large corporations listed on the NYSE and 579

NASDAQ stock exchanges, each with a market capitalization 580

in the multi-billion dollar range. Additionally, we found one 581

company exposing both development and storage containers 582

to the Internet. 583

5) MCCS IN ORGANIZATIONS 584

The use of the .org domain encompasses a wide range of 585

organizations, including sole proprietors, small businesses, 586

large corporations, and nonprofit organizations, and even 587

for personal purposes such as running a personal blog. 588

Our investigation has revealed that organizations using this 589

domain operate a total of 1,333 MCCs. 590

Finding III. Even widely recognized web domains,
including 21 government-related entities, 284 educational
institutions, and 36 leading enterprises, are operating
MCCs. As these containers likely store sensitive user
information, such as authentication data, attacks on these
MCCs could result in significant real-world consequences.

591

D. BLOCKLISTED MCCS 592

An IP blocklist is a list of IP addresses that have been 593

flagged as sources of spam, malware, or other malicious 594

activities. These lists are used to facilitate collaboration and 595

knowledge-sharing among security experts. For example, 596

Computer Emergency Response Teams (CERTs) use IP 597

blocklists to enhance their incident response capabilities 598

and strengthen their cybersecurity posture. In this context, 599

we aim to leverage this knowledge to determine whether the 600

identified MCCs are associated with any IP blocklists. 601
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1) ANALYZING BLOCKLISTED IP ADDRESSES602

We collected a total of 3,380,903 IP addresses associated603

with malicious activities from publicly available IP block-604

lists [44], [45]. We then examined whether any MCC IP605

addresses matched those on these blocklists. Our analysis606

revealed that 1,071 MCC IP addresses were listed on the607

blocklists, indicating potential links to servers that may608

have been compromised and exploited in cyberattacks,609

such as serving as command-and-control (C2) botnets or610

being utilized by cyber threat actors. Notably, Kubelet611

was the most frequently listed component, appearing in612

707 instances (69.4%), followed by Kube-apiserver (24.9%),613

Docker Registry API (2.5%), and Docker (2.4%). Given that614

Kubelets offer vectors for remote code execution (RCE),615

their frequent appearance on the blocklist suggests they may616

have been leveraged as entry points to compromise additional617

servers.618

Finding IV. The blocklists include a total of over
1,000 MCCs. These components are of significant concern
as they may have already been compromised or exploited in
cyberattacks. This observation is supported by the fact that
there are a higher number of Kubelet components serving
as RCE vectors compared to Kube-apiserver.

619

V. REAL-WORLD CASE STUDY620

Although MCCs are acknowledged as susceptible to attacks,621

the presence of actual vulnerabilities within MCCs warrants622

further investigation. Therefore, we engaged with organi-623

zations operating container environments and conducted624

empirical research to assess the real-world vulnerability of625

MCCs and acquire a comprehensive understanding of the626

identified MCC threats. In order to evaluate the potential627

vulnerabilities, we established a working relationship with628

the institution’s campus network and information security629

teams.630

The aforementioned institute is a prestigious national631

research and higher education institution with an extensive632

infrastructure including hundreds of laboratories. It serves633

as a hub for a significant workforce of over ten thousand634

members, including employees, students, and professors.635

To ensure the maintenance of a robust security posture, the636

institute is subject to periodic security audits. These audits637

play a vital role in evaluating and enhancing the security638

measures implemented within the operations.639

A. ETHICAL CONSIDERATIONS640

To guarantee the safety of our research, our works were sup-641

ported by an official document issued to the aforementioned642

teams. We followed their guidelines and obtained permission643

from them. Throughout the duration of our experiments,644

we ensured that neither privacy was breached nor any645

sensitive data was compromised, non-invasive manner had646

been done. As our primary objective was only to ascertain the647

existence of vulnerabilities, we did not conduct any impact 648

on the servers. For instance, by using commands unrelated to 649

server sensitivity, such as the Linuxdate command, wewere 650

able to confirm the possibility of remote code execution. 651

B. SCANNING METHODOLOGY 652

The institute’s network comprises four branches with a 653

total of 157,082 IP addresses, encompassing dormitories, 654

servers, and personal computers. Our scanning methodology 655

is divided into three high-level stages: (i) identifying open 656

ports for each IP address, (ii) determining the type of 657

server, and (iii) verifying vulnerabilities and potential attack 658

scenarios. 659

1) STAGE I: PORT SCANNING 660

To assess the online status and accessibility of endpoints 661

on the Internet, we utilize zmap [46], a high-speed, single- 662

packet scanning tool that can efficiently cover large IP 663

address ranges. Our scanning methodology targets the default 664

ports of each component, as well as additional port numbers 665

identified in Section IV-A. To reduce the risk of false 666

negatives, we perform multiple scans across various time 667

zones, including both morning and evening hours, and on 668

different days of the week. 669

2) STAGE II: SERVER IDENTIFICATION 670

Not all servers with open ports correspond to container 671

components, so we must ensure that our scanning results are 672

within the defined scope. To achieve this, we use the server 673

signatures described in Section III-B to accurately identify 674

and classify each component. For instance, port 443 may be 675

used for hosting an HTTPS web server, and port 5000 could 676

serve as a network-attached storage (NAS) server rather than 677

a Docker Registry API server. This method helps eliminate 678

false positives from our results. 679

3) STAGE III: VULNERABILITY ASSESSMENT 680

After identifying and classifying the servers, we assess 681

their vulnerabilities by making HTTP REST requests to 682

determine if the attack scenarios outlined in Section II-B are 683

feasible. For example, we send specific payloads to exposed 684

Kubelet instances to disclose a list of pods (i.e., sets of 685

containers) or execute remote commands. Each component 686

is tested with tailored payloads to accurately verify potential 687

vulnerabilities. 688

C. DISCOVERED VULNERABILITIES 689

We found that 57 MCCs within the institute are exposed, and 690

three of them are vulnerable. Three vulnerable components 691

are the Kubelet, Docker daemon and Docker Registry API 692

server. Table 6 summarizes the MCCs and vulnerabilities 693

discovered from the institute. Overall, we revealed five 694

critical vulnerabilities (V1-V5): 695
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TABLE 6. Summary of MCCs and vulnerabilities identified in the institute through our analysis.

FIGURE 6. The information leakage vulnerability (V2) in the Kubelet MCC.
Note that the privileged mode is turned on as highlighted by the red box.
Some sensitive information has been redacted.

1) V1. INFORMATION LEAKAGE IN KUBE-APISERVER696

We identified seven exposed Kube-apiserver components,697

none of which were found to be directly vulnerable.698

However, four of these instances permit anonymous access699

(Section IV-A), enabling us to extract their versions:700

v1.17.17, v1.25.3, and v1.24.8 (with v1.24.8 appearing701

twice). Adversaries may utilize this knowledge to exploit702

vulnerabilities that are associated specific software versions.703

FIGURE 7. Vulnerabilities in the Docker daemon MCC, with some
sensitive information redacted.

2) V2. INFORMATION LEAKAGE IN KUBELET 704

Among 42 Kubelet servers, we identified one vulnerable 705

server that allows sensitive information to be leaked, includ- 706

ing container names, image versions, environment variables, 707

pod internal IP addresses, and currently running applications. 708

Figure 6 shows the outcome of exploiting this vulnerability. 709

Several critical attributes were exposed by sending a request 710
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FIGURE 8. The information leakage vulnerability (V5) in the Docker
Registry API MCC. Some sensitive information has been redacted.

to /pods on the Kubelet server. Additionally, one of the711

identified containers was found to be running in privileged712

mode, which poses a severe security risk. Adversaries could713

potentially exploit this container to execute commands with714

root privileges, compromising the security and integrity of the715

entire system.716

3) V3. INFORMATION LEAKAGE IN DOCKER DAEMON717

We identified one vulnerable Docker daemon that allowed718

both container list disclosure and remote code execution719

due to misconfigured authentication. Figure 7a illustrates720

the results of exploiting this Docker daemon via the HTTP721

RESTAPI.Wewere able to access sensitive information such722

as image IDs, image names, container names, and internal723

IP addresses. Consequently, adversaries could leverage724

image-specific vulnerabilities to carry out further attacks.725

4) V4. REMOTE CODE EXECUTION IN DOCKER DAEMON726

Figure 7b shows the attack on the same server using the727

docker command to extract the various information of the728

container. The exposed container image is busybox,1 and729

the container ID begins with bfd5. We verified that remote730

code execution over the MCC is feasible and the container731

is running in privileged mode, allowing for the execution of732

commands with root permissions.733

5) V5. INFORMATION LEAKAGE IN DOCKER REGISTRY API734

We found one vulnerable, exposed server regarding the735

Docker Registry API server. The registry instance contains736

multiple repositories. Figure 8 shows their list can be737

accessed through the /v2/_catalog. Adversaries may738

exploit the DELETE method to delete an existing repository739

and then use the PUT method to upload a new repository and740

image with the same name, thus promoting the deployment741

of malicious images.742

6) RESPONSIBLE DISCLOSURE743

Upon completing our investigation, we emailed our findings744

to the institute’s security team. Consequently, all discovered745

vulnerabilities have been remediated. Notably, in every746

instance, no harm has been incurred.747

1https://hub.docker.com/_/busybox

Finding V. Although not all MCCs are vulnerable, we have
demonstrated that some exhibit critical security flaws,
allowing adversaries to gain access to sensitive information
and execute arbitrary code by targeting these components.
Thus, if adversaries can identify these servers from external
sources, they may exploit these MCCs to infiltrate target
networks.

748

VI. MITIGATION 749

We now present potential countermeasures for mitigating 750

these threats. 751

A. LIMITING NETWORK EXPOSURES 752

Administrators should ensure that no MCCs are exposed 753

to the Internet to protect Kubernetes components, such as 754

Kube-apiserver, Kubelet, or etcd, from unauthorized access. 755

To further reduce the risk of unauthorized access and security 756

breaches, administrators should establish network security 757

measures, such as implementing firewall rules that permit 758

access only from trusted networks. Additionally, deploying 759

container components in an air-gapped environment or within 760

a DMZ can prevent adversaries from infiltrating internal 761

networks, even if MCCs are compromised. 762

B. AUTHENTICATION ENFORCEMENT 763

Implementing robust identity management practices is essen- 764

tial to strengthen access control and minimize the risk of 765

unauthorized access. Role in RBAC should be enforced to 766

the principle of least privilege. Every role is granted only 767

the permissions that are necessary for its function. Also, 768

no components should not accept or respond to anonymous or 769

unauthenticated requests. All requests must be authenticated 770

to prevent unauthorized access to sensitive information or 771

critical functions. 772

C. FREQUENT SOFTWARE UPDATES 773

Regular updates help address potential security issues and 774

minimize the attack surface. Kubernetes and Docker facilitate 775

update mechanisms, including rolling updates [47]; however, 776

they lack explicit guidelines regarding update frequencies. 777

Administrators should manually ensure that applications and 778

container platforms are maintained to the latest version by 779

updating frequently by their own strategies. Therefore, the 780

provision of official, well-defined security update strategies 781

would significantly alleviate the operational burden on 782

administrators while enhancing the overall security posture 783

of container systems. 784

D. GUIDING SECURITY RECOMMENDATIONS 785

Kubernetes’ official documentation provides best practices 786

for secure configuration [2]. Adhering to these recom- 787

mendations can help organizations strengthen the overall 788

security posture of Kubernetes, Docker, and other container 789

orchestration technologies. Additionally, container platforms 790
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should display appropriate warnings—similar to context791

integrity warnings in the privacy domain—when sensitive792

configurations are enabled during deployments.793

E. CLOUD MOVING TARGET DEFENSES794

The static nature of MCCs—such as fixed IP addresses and795

ports—makes it easier for adversaries to identify and infiltrate796

internal networks. Implementing moving target defenses797

that randomize these attributes can mitigate such threats.798

For instance, port randomization [48] effectively thwarts799

attempts to detect open ports in MCCs, while IP address800

randomization [49] and topology obfuscation [50] complicate801

adversaries’ efforts to gather information about the network,802

disrupting the reconnaissance needed for lateral movement803

attacks.804

VII. DISCUSSION AND LIMITATIONS805

This section discusses various aspects of our findings and its806

limitations that could be enhanced in future work.807

A. BIAS IN KUBERNETES MCCS808

Our investigation reveals that the number of Kubernetes809

MCCs is significantly higher than that of Docker instances.810

This disparity primarily arises due to differences in their811

default configurations. Kubernetes components automati-812

cally expose their web endpoints, whereas Docker requires813

manual configuration to expose and enable the REST814

API function during Docker daemon initialization. This815

fundamental difference in setup contributed to the observed816

imbalance in the number of instances between the two817

platforms.818

B. IMPLICATIONS IN ORGANIZATION DOMAINS819

Additionally, we address misconceptions surrounding .org820

domains. While these domains are typically associated821

with open-source organizations, non-profits, and other insti-822

tutions, they are also used by individuals for personal823

websites or blogs. Therefore, not all .org domains represent824

official organizations, and caution should be exercised when825

interpreting the implications of these domains within the826

scope of our research.827

C. VULNERABILITIES OF UNEXPOSED COMPONENTS828

It is important to recognize that unexposed components,829

which are not directly accessible from the Internet, can830

still harbor critical vulnerabilities. For instance, adversaries831

can exploit Kubernetes’ container runtime interface (CRI-832

O) vulnerabilities to escape containers and execute arbi-833

trary code as root (e.g., CVE-2022-0811 [20], CVE-2022-834

1708 [21]). These vulnerabilities arise not from exposed web835

endpoints but from inherent flaws within the component836

itself. Identifying these potential threats is essential to prevent837

adversaries from stealthily exploiting them for malicious838

purposes.839

D. TRUSTWORTHINESS OF IP BLOCKLISTS 840

Our study relied on IP blocklists to identify potentially 841

malicious IP addresses. However, we cannot ascertain that not 842

all blocklisted IP addresses can be considered compromised. 843

Most of these addresses might be malicious, as expected, but 844

some could be benign IP addresses that were involved in an 845

attack in the past and have since changed their status. This 846

highlights the limitations of relying on blocklists for security 847

assessments, as they may lead to false positives. 848

VIII. RELATED WORK 849

This section reviews existing studies related to our work, 850

which can be categorized into two areas: (i) container security 851

and (ii) vulnerabilities resulting from misconfigurations. 852

Table 7 provides a comparison between these studies and 853

ours. Note that our study is the first to conduct an 854

Internet-wide measurement to discover MCCs in the wild 855

and identify critical vulnerabilities through a real-world case 856

study. 857

A. CONTAINER SECURITY 858

As containers have become a crucial component of cloud 859

systems, there is a wealth of literature that highlights their 860

vulnerabilities and security threats [51], [52], [54]. For 861

example, Duarte and Antunes [51] systematically categorized 862

the vulnerabilities of Docker-based on their causes and 863

consequences and demonstrated the importance of static code 864

analysis in the Docker codebase. In contrast, Brady et al. [52] 865

explored a continuous integration and deployment system 866

that tests the security of Docker containers, particularly 867

in cloud computing scenarios, using dynamic analysis to 868

complement the limitations of static analysis security assess- 869

ment. From a broader perspective, Sultan et al. [54] studied 870

vulnerabilities across the Docker ecosystem and not only 871

considered security threats and vulnerabilities of containers 872

but also presented real-world scenarios illustrating how 873

Docker can be compromised. Aside from the literature on 874

container vulnerabilities, other researchers have investigated 875

network-side attacks on container systems [55], [56], [57], 876

[60], [61]. Li et al. [55] conducted a survey of both academic 877

and industrial literature to systemize security challenges 878

related to serverless computing security, identifying a 879

gap between academic and industrial explanations. As a 880

defense method, Nam et al. [56] analyzed the network side 881

of container security and proposed a security-enforcing 882

network stack, BASTION, which can mitigate attacks against 883

container networks and improve container performance 884

simultaneously. HardWhale [57] further enhances the secu- 885

rity of container networking by employing a programmable 886

hardware NIC. It offloads the entire container network 887

security stack to the hardware NIC and creates an isolation 888

layer between the NIC and the host operating system. This 889

ensures the effectiveness of the offloaded network security 890

stack even under host-compromised scenarios. 891
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TABLE 7. Comparison of previous studies and our work (CNI: Container Network Interface, MCC: Misconfigured Container Component, denotes
fulfillment, and denotes non-compliance).

B. VULNERABILITIES FROM MISCONFIGURATION892

In addition to container security, our study is based on893

the measurement of misconfigured or exposed systems894

in the wild. Cui and Stolfo [58] conducted a pioneering895

study that quantitatively measured the number of vulnerable896

embedded devices on the worldwide web. Their work897

drew attention to the practice of setting embedded devices898

with default authentication by identifying over 500,000899

exposed embedded devices across 144 countries. More900

recently, Karl et al. [59] investigated misconfigured authen-901

tication of web endpoints such as Gitlab, WordPress, and902

Jupyter. Although Kubernetes was among the 25 objects903

considered in their work, they lacked a study focused on904

Kubernetes, including an analysis of exposed organizations905

and corporations missing authentication. Rahman et al. [10]906

specifically focused on Kubernetes systems and identified907

Kubernetes components that could be affected by secu-908

rity misconfigurations. Their work also systematized the909

misconfigurations in Kubernetes manifests. Thanks to this910

systematization, we can address the problem of identi-911

fying misconfigured Kubernetes administrators and their912

locations.913

IX. CONCLUSION914

In this paper, we conducted a thorough investigation into915

the security risks of misconfigured container components916

(MCCs) in Docker and Kubernetes, focusing on their preva-917

lence and vulnerabilities. Using the ShodanAPI, we collected918

a dataset of over a million publicly accessible IP addresses to919

measureMCC exposure. Our findings revealed that numerous920

MCCs used default settings and outdated software, making921

them prone to 1-day attacks. We also found these MCCs922

frequently on institutional servers and some of MCCs were923

already blocklisted which indicates existing compromises.924

A real-world case study further demonstrated the presence925

of vulnerabilities in the MCCs, identifying five critical 926

vulnerabilities within the campus network. 927
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