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Abstract

Cache-based website fingerprinting attacks pose substantial privacy
and security concerns. These attacks can unveil a user’s browsing
behavior by monitoring cache activities without depending on net-
work traces. However, existing studies that monitor the entire cache
often generate noisy data and require large datasets. This study
addresses the limitations of the aforementioned methods by intro-
ducing a novel cache-based website fingerprinting technique, called
AVXProbe, which leverages kernel-level information. In this attack,
an attacker collects timing information from specific regions of the
Translation Lookaside Buffer (TLB) and cache within the address
space of loaded kernel modules by measuring the access time of
AVX masked operations. As AVX operations are commonly used
on x86, our attack is effective on a broad range of modern Intel
and AMD processors. The attacker employs machine learning tech-
niques to identify the website visited by the victim. The evaluation
results show that our attack achieves up to 97.7% accuracy on 100
websites. The attack is robust, achieving nearly 90% accuracy with
3.2 seconds of data collection time and 8 training data per website,
while state-of-the-art attacks demonstrate about 44-70% accuracy
under the same conditions. Additionally, ablation studies reveal that
the attack’s performance depends on combining multiple kernel
module groups rather than a single module. Our attack highlights
the potential of kernel-level side-channel information to enhance
website fingerprinting attacks, posing new challenges to privacy
and security in web browsing.
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1 Introduction

Website fingerprinting (WF) is a technique that allows an attacker
to identify specific websites or web pages accessed by the user. In
classical website fingerprinting attack, the attacker relies on ob-
serving network traffic patterns between the user’s browser and
the server, including features such as packet size, direction, tim-
ing, and other information [3, 12, 21, 46, 49, 51, 58, 64]. By creat-
ing unique fingerprints for each website, this technique can ac-
curately identify the website visited by the user, even when the
actual content is encrypted or hidden. Given the significant privacy
and security concerns involved, researchers are actively working
on strategies to counter network-level website fingerprinting at-
tacks [9, 15, 22, 28, 42, 66].

Additionally, website fingerprinting attacks can exploit microar-
chitectural side-channel information such as cache states [8, 19,
45, 56, 57], system interrupts [7, 68], power consumption [69], and
CPU frequency [11]. These microarchitecture-based attacks can
be particularly effective, even in scenarios where network-based
fingerprinting is prevented, such as when the browser retrieves web-
site contents from its response cache rather than from the network.
The cache occupancy attack [8, 57] collects the cache activities of
the entire Last-Level Cache (LLC) and employs machine learning or
deep learning techniques to classify the collected timing informa-
tion. Shusterman et al. [57] showed that cache-based side-channel
information reflects both networking and rendering activity. They
also demonstrated that the cache occupancy channel can achieve
over 92% accuracy on 100 websites. However, despite its high accu-
racy in website fingerprinting attacks, the existing cache occupancy
channel measures contention across the entire LLC, making it sus-
ceptible to interference from other programs. Consequently, even
though machine learning and deep learning models can tolerate
medium to heavy noise, they require a substantial amount of data
for a successful attack.

In this study, we introduce a novel cache-based website finger-
printing attack technique, called AVXProbe, aimed at achieving
a robust WF attack with a smaller dataset compared to previous
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cache-based methods. As users navigate websites, their devices con-
currently manage various tasks, including networking, rendering,
encryption, and power/frequency management. These operations,
which rely on hardware resources (e.g., network, power, etc.), are
processed on the kernel space. Therefore, analyzing side-channel
information from kernel modules involved in browser rendering
can introduce new and potent techniques for website fingerprint-
ing attack. For example, if attackers can identify the cache regions
corresponding to the kernel modules involved in browser activ-
ity, they can minimize cache access when conducting cache-based
WF attack. We show that by monitoring kernel activity in specific
TLB and cache regions rather than the entire noisy LLC, a more
robust cache-based website fingerprinting attack can be performed,
achieving higher accuracy with significantly reduced dataset.

To monitor kernel activities involved in browser rendering, we
can leverage recently reported side-channel attack techniques [6, 17,
30, 35]. Among these, we utilize the AVX-TSCHA attack [30], which
exploits unprivileged AVX instructions. It is supported by a wide
range of Intel and AMD-based processors, and there are currently
no patches available to mitigate it. With the AVX-TSCHA attack, we
probe the kernel space and collect kernel-level traces that exhibit
browser rendering activity. Specifically, we first identify the loaded
kernel modules and their addresses. Then, we probe the identified
kernel addresses and measure their access times during website
visits. A faster access time indicates that the corresponding kernel
module is more frequently accessed during website loading. We
collect kernel-level traces by repeating kernel probing for a given
time. Finally, the collected data is provided to the Support Vector
Machine (SVM)-based machine learning classifier for evaluation.

Using the attack methodology outlined above, called AVXProbe,
we assess the accuracy of the attack targeting 100 websites. The eval-
uation results show that AVXProbe achieves up to 97.7% accuracy
with only 20 measurements per website, surpassing the accuracy of
other studies that use 100 measurements. In particular, our attack
accurately fingerprints websites with nearly 90% accuracy, even
with only 3.2 seconds of data collection time per instance and 8
training data per website, while state-of-the-art attacks [7, 11, 68]
achieve about 44-70% accuracy under the same conditions. In ad-
dition, we conducted ablation studies to determine which kernel
modules contribute more significantly to attack performance. The
results reveal that website fingerprinting is not solely dependent on
a single functional kernel module group, but rather displays strong
synergy between specific combinations of multiple groups.

In summary, our contributions are as follows:

e We introduce a novel cache-based website fingerprinting
attack, called AVXProbe, that leverages kernel module-level
side-channel information spanning TLB, cache, and memory.

e We demonstrate the efficacy of kernel-level side channels
in website fingerprinting attacks. Our attack shows high
accuracy and strong robustness compared to state-of-the-art
attacks.

e We perform an in-depth analysis to show the relation be-
tween kernel module combinations and attack accuracy. We
report kernel module groups that have more impact on per-
formance, suggesting more valuable information for the at-
tack.

2 Background and Related Work

2.1 Microarchitectural Attacks on Kernel Space

TLB-based side-channel attacks [4, 6, 35, 52] can be used to monitor
kernel activities. The attacker can infer user actions by observing
kernel module events associated with user interactions such as
mouse movements, keystrokes, and network connections. Choi et
al. [6] demonstrated that attackers can monitor user behaviors by
measuring the TLB states of kernel modules, specifically Bluetooth
and psmouse. AVX-TSCHA [30] extended this technique to cover
more scenarios, including Wi-Fi transmissions, and file downloads
through a USB ethernet port. Since access time varies depending
on whether the module is in use, attackers can discern user activity
related to the monitored kernel module.

2.2 Website Fingerprinting

Network-based attacks. In network-level attacks, an adversary
collects traces by monitoring network traffic between the client
and the web server. The attacker then analyzes these traces us-
ing machine learning techniques [21, 46, 64]. These attacks pose
a severe threat to user privacy, as they can bypass traditional se-
curity measures such as encryption. Furthermore, these attacks
can be leveraged by censorship and surveillance systems, expos-
ing individuals to risks by revealing sensitive information, such as
religious beliefs or political views, especially in politically sensi-
tive or repressive environments. Various defense mechanisms have
been proposed to address these attacks, introducing obfuscation
techniques [28], traffic shaping methods [66], and other counter-
measures to disguise the true nature of web traffic and prevent
accurate website identification. However, recent research [51] has
shown that it is still possible to launch website fingerprinting at-
tacks with high accuracy using deep learning techniques despite
the presence of various defense techniques.

Side-channel-based attacks. Website fingerprinting attacks have
been the subject of several studies that exploit local side-channel
information. Researchers have explored various avenues, including
GPU memory dump [41], data usage statistics on Android sys-
tem [59], storage usage statistics [29], shared event loops [63], hard-
ware performance counters [20], acoustic [13], electromagnetic [38],
and CPU frequency [11].

Shusterman et al. [57] investigated a cache-based side-channel
information retrieval technique called the "cache-occupancy” attack,
where they allocate an LLC-sized buffer and measure access time to
the entire buffer. They achieved a 92% success rate in accuracy. They
emphasized that considering rendering alongside network in the
cache improved their attack accuracy, even when response cache
was present. Their follow-up work [56] demonstrated that their
new attack technique, called sweep-counting attack, is feasible even
entirely from CSS and HTML under highly restricted circumstances
where JavaScript execution is completely blocked. However, Cook
et al. [7] argued that the root cause of information leakage when
monitoring an LLC-sized buffer is not because of memory access but
because of system interrupts. They introduced a "loop-counting”
attack that achieves high accuracy by repeatedly incrementing
a counter in a loop without requiring memory access. Zhang et
al. [68] explore a novel method for monitoring fine-grained system



interrupt behavior by abusing segment protection. They adapted the
existing framework from the loop-counting attack to demonstrate
website fingerprinting, with a high classification accuracy.

Dipta et al. [11] introduce DF-SCA, a software-based dynamic
frequency side-channel attack. The CPU core frequency values,
reflecting system utilization, serve as a reliable side-channel for
website fingerprinting, yielding an accuracy rate of 97.6%.

Zhang et al. [67] exploit unprivileged idle-loop optimization
instructions (umonitor and umwait) of recent Intel microarchi-
tectures. These instructions provide architectural feedback of a
specified memory region that can be utilized as an interrupt prov-
ing technique. They demonstrated that interrupt-timing attack can
detect which website a user opens with 78% accuracy. However,
their method differed from other studies that collected side-channel
data via browser, as they relied on network packet characteristics
from downloading resources with curl, making direct performance
comparisons with other works challenging.

Software-based Running Average Power Limit (RAPL) interface
can also be used for website fingerprinting [69]. They achieved a
high accuracy of 99%. Given that they only targeted 37 websites,
it is highly likely that the accuracy would decrease if targeting
the 100 websites as in other works. Thus, comparing their study
with other works may not be fair. Furthermore, the attack can be
easily mitigated by restricting access to it. Recently, most Linux
distributions have restricted RAPL access to the “root” user only.

Gulmezoglu et al. [19] identify dominant features impacting
accuracy by correlating side-channel information with website
request types using browser developer tools. While they focus on
explaining characteristics by correlating side-channel information
with website resources, our research stands out for solely utilizing
collected side-channel information through ablation studies.

Unlike previous literature, our work is distinguished by its us-
age of the timing information directly from the kernel modules’
address space and not the LLC cache. We focus on kernel modules
directly associated with browser rendering, making our approach
a more fine-tuned analysis. In Section 6.3.3, we demonstrate the
potency of our attack on a highly reduced dataset, showing that
our results significantly surpass the accuracy of previous state-
of-the-art attacks [7, 11, 68]. Our methodology resembles cache
template attacks [18, 54], which analyze side-channel information
by constructing templates based on the cache access patterns of
specific operations. However, our attack differs from general cache
template attacks in two key ways: 1) it considers not only the cache
but also the TLB, and 2) it applies a template-based approach at the
granularity of kernel modules rather than the entire cache structure.

Machine learning. Website fingerprinting attacks are primarily
automated through the utilization of advanced Machine Learning
(ML) and Deep Learning (DL) algorithms. These algorithms are
designed to learn unique patterns associated with each website
and to extract distinguishing information from side-channel traces
without relying on intuition and expert domain knowledge. Given
the distinctive features of each attack primitive, it is crucial to
identify appropriate data representation for specific side-channel
information. This emphasizes the importance of selecting an ade-
quate ML/DL algorithm in determining attack performance. To date,

various algorithms have been employed to facilitate feature engi-
neering, including Random Forest [21], Support Vector Machines
(SVM) [46], k-Nearest Neighbors (kNN) [64], Stacked Denoising
Autoencoder (SDAE), Convolutional Neural Networks (CNN), and
Long Short-Term Memory (LSTM) [7, 51, 56, 57, 69].

2.3 Advanced Vector Extensions

AVX is a Single Instruction Multiple Data (SIMD) instruction set
supported by Intel and AMD processors. With AVX, arithmetic
and data transfer operations can be processed simultaneously. One
of the optimizations in AVX involves masked load/store opera-
tions, namely VMASKMOV in AVX and VPMASKMOV in AVX2. These
operations allow for the conditional movement of packed data ele-
ments to/from memory, based on mask bits. During the execution
of the instructions, faults can occur when accessing an illegal ad-
dress. However, if the mask bit is set to “zero”, it does not issue
any exceptions [24]. Previous works [6, 30] demonstrated that the
AVX-TSCHA attack can bypass Kernel Address Space Layout Ran-
domization (KASLR), a technique that randomizes the base address
of the kernel image and kernel modules at boot or driver load time.
In this paper, we repurpose the AVX-TSCHA technique to collect
kernel-level traces for website fingerprinting. Unlike prior studies,
we gather data not only from a single kernel module but from the
entire loaded kernel module. Additionally, we incorporate timing
data from TLB, cache, and memory.

3 Research Goal

Previous works have typically analyzed packet characteristics at the
network level or utilized information obtained from specific single
side channels, as described in Section 2.2. When a browser loads a
website, it performs various functions, including networking, file
system access, memory allocation, in a complex manner. Collecting
side-channel information from each kernel module’s address space
would enable a more comprehensive analysis. Based on this, we
formulate the following first research question:

RQ1) Can leveraging additional microarchitectural information
enhance cache-based WF performance?

To address the first question, we demonstrate the feasibility of
website fingerprinting through a novel attack method, AVXProbe,
capable of collecting side-channel information at the kernel module
granularity in Section 5. We also show high accuracy across various
experimental settings in Section 6.2.

Machine learning and deep learning for automatic feature extrac-
tion often require extensive labeled datasets. However, reducing
training data could offer advantages for attackers. Given that our
dataset is derived from the fine-tuned address space of kernel mod-
ules rather than the entire noisy cache, we hypothesize our attack
is feasible with a significantly smaller dataset than prior works.
Therefore, we derive the following second research question:

RQ2) How potent is the extracted data for WF compared with that
of existing attacks?

To address the second question, we experiment with dataset reduc-
tion along two dimensions: 1) side-channel data collection time per
single measurement, accounting for website loading time, and 2)



Algorithm 1: Collecting traces from module’s address space

1 int Trace[NUM];
2 mask « {0, 0, 0,0, 0, 0, 0, 0}
/* Collect timing information on each module’s address
space */
3 Procedure ProbeAddr()
4 start «— START_ADDR_MODULE;
5 end < END_ADDR_MODULE;
// collect equal traces for each module
6 N « 500 / MODULES SIZE
7 fori=0;i < N;i++do

s while start < end do
9 Trace[start*i] = AccessTime(start);
10 L start «— start + 0x1000; // 1 KB boundary
/* Measure access time for the address x/
11 Procedure AccessTime (addr)
12 mfence;
13 timel « rdtscp();
14 vmaskmovp (addr), mask, dest;
15 time2 « rdtscp();
16 return time2 - timel;

the number of measurements taken per website. Throughout the
experiment, our primary objective is to determine the extent to
which the dataset could be minimized while ensuring the accuracy
exceeded the 90% threshold, as we showcase in Section 6.3. We
also present the comparison results between our attack and the
state-of-the-art attacks in Section 6.3.3.

Finally, we hypothesize that kernel modules directly involved in
website loading yield more meaningful information compared to
unrelated ones. Thus, we pose the following third research question:

RQ3) How do different combinations of grouped kernel modules
contribute to the attack performance?

To address the third question, we categorize kernel modules into
groups according to their respective functionalities. Subsequently,
through ablation studies, we examine which group has a more
significant impact on accuracy in Section 6.4.

4 Threat Model

Hardware assumptions. We assume that the processor supports
AVX or AVX2 instructions, particularly the masked load/store in-
structions. Considering that AVX was introduced with the Intel
Sandy Bridge (2011) and AMD Bulldozer (2011) processors [14, 27],
it is reasonable to expect that most modern mobile, desktop, server
and cloud systems come equipped with default support for AVX.

Attacker abilities. We exploit unprivileged access that attackers
can execute arbitrary instructions on the local machine. This as-
sumption is commonly observed in side-channel based website
fingerprinting attacks [11, 26, 32, 68, 69]. The unprivileged attacker
executes malicious code on the victim’s device to access local sys-
tem resources. To effectively monitor access time patterns across
various levels of the cache structure while a victim process loads a
website, both the attacker and the victim processor are running on

Table 1: Top 15 modules actively used during website loading.

Group Kernel Module Name

Render drm, drm_kms_helper, drm_ttm_helper, ttm
Network ip_tables, x_tables, realtek, r8169

Crypto crc32_pclmul, cryptd, ghash_clmulni_intel
Power/Temp rapl, coretemp

Sound soundcore, snd_seq_device

the same logical core. We use taskset to pin the probing process
and the browser process to the same logical core, similar to the
approach used in [68]. The attacker can determine the kernel ver-
sion, the CPU model, and kernel functions’ constant offsets. Both
the user-level and kernel-level ASLR randomly place the process
(sections and libraries) and the kernel (kernel text and modules).

The attacker maintains the browser window size in its default
setting to replicate typical victim behavior. While network-level
website fingerprinting attacks often disable or clear the browser’s
response cache between page loads [21, 43, 47, 65], we do not clear
the cache before accessing each website, as our attack leverages an
ensemble of browser behaviors in kernel space rather than relying
solely on network traffic patterns.

5 Data Collection and Processing

We introduce our methodology for probing the kernel module’s
address space for website fingerprinting, followed by demonstrat-
ing the feasibility of website fingerprinting attacks. We collect
kernel-level timing side-channel information using the AVX attack
technique [30]. Among the various vulnerable properties of the
AVX masked operations, we leverage the following three properties
for the website fingerprinting attack:

o IP1: The AVX masked operations can suppress exceptions
caused by inaccessible memory access.

o P2: The masked operations can distinguish between mapped
and unmapped pages.

o P3: The masked operations can identify the TLB state.

Based on PP1, we can probe inaccessible kernel space without trig-
gering an exception. Utilizing P2, we can identify the addresses of
currently loaded kernel modules. By leveraging IP3, we can observe
whether more frequent TLB hits occur in a specific kernel module’s
address space, indicating a higher utilization frequency.

Previous study [4, 6, 30, 35, 52] limited their scope to detecting
specific user behaviors by heuristically selecting the kernel module
and demonstrating the increase in TLB hits, presuming a direct
correlation with user actions, but lacked systematic experimenta-
tion. In contrast, we incorporated cache-level data to provide richer
features to apply our attack to the website fingerprinting task. Con-
sequently, we collect timing information reflecting TLB, cache, and
memory accesses from entire loaded kernel modules, allowing for
a more comprehensive analysis compared to previous research.

First, we aim to investigate whether discernible patterns are
monitored in each kernel module’s address space when accessing
different websites. To this end, we collect timing information across
the address space of entire loaded kernel modules while visiting
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Figure 1: Heatmap of side-channel information collected from Bing, Google, and YouTube (each site visited three times). The
x-axis represents traces over 8 seconds, and the y-axis lists the top 15 kernel modules from Table 1, with lengthy names
abbreviated as “Group Name + Sequence Number”. The color scale (150-500 cycles) indicates access time.

Google and YouTube websites. As a result, we observe that the more
frequently used kernel modules vary depending on the visited web-
site. Furthermore, timing information appears in a hierarchical
manner across different cache levels, not limited to TLB hits. We
also identified distinct distributions divided by three access times
(=170, ~208, and ~288 cycles). The fastest threshold value corre-
sponds to TLB hits, the second value to cache hits, and the last value
to memory accesses. These distributions showed unique patterns
for each website, suggesting that kernel module-level timing infor-
mation can serve as meaningful features for website fingerprinting.
We further explain how we collect timing side channel informa-
tion from the memory regions of kernel module. While simulating
the victim’s website visits, we measure execution times by accessing
each kernel module’s address space at 1 KiB intervals. Our objective
is to detect traces in the TLB and cache left by the victim’s website
visits, which allows monitoring of access patterns through distinct
timing information. Since loading times for Alexa Top 100 websites
can take up to approximately 8 seconds [1], we collect side-channel
information within this time frame in a single measurement.

Kernel modules vary in size, ranging from the largest module,
Nvidia, at 52 MiB, to the smallest module, crypto_simd, at only 4
KiB. Simply collecting data from the entire address space of each
module would introduce significant bias due to the size discrepancy.
Therefore, we ensure an equal amount of data collection per mod-
ule, regardless of size. For instance, when collecting 500 traces for
each module, we revisit the addresses of smaller modules until this
count is reached (e.g., revisiting the addresses up to 125 times to
accumulate 500 traces for a 4 KiB module). For large modules, we
select addresses within the first 500 intervals of 1 KiB. The detailed
procedure can be found in Algorithm 1.

To counteract the effects of hardware prefetching, which could
be triggered by a sequential data probing method, we randomize
the access pattern. This approach ensures that timing differences
remain observable. However, if the kernel module size is small,
even with random accesses, all entries might remain in the TLB,
resulting in TLB hit every time. To prevent this, we periodically
evicted TLB entries while collecting data [16, 31, 62].

In summary, our dataset collection process consists of three steps:



Table 2: Results of AVXProbe attack for different experimental settings.

Traces

Num Traces Measurements

Browser Processor Time per module of modules per instance per website Accuracy
Chrome 112 Intel Alderlake (i5-12400F) 8 sec 500 127 63,500 20 97.7%
Firefox 112 AMD Zen+ (RYZENS5 2600) 8 sec 500 75 37,500 50 96.6%

Tor browser 12 Intel Rocketlake (i7-11700K) 24 sec 1,500 107 160,500 20 74.5%

Step 1: Module detection- Probe the kernel module’s address space
and derive mapped pages of loaded modules.

Step 2: Data collection- Probe the addresses of each loaded kernel
module at 1 KiB intervals (during 8 seconds, we collected
500 traces per module).

Step 3: TLB flushing- Periodically flush the TLB entries while data
collection for each module.

We collect side-channel information using the methods described
in Steps 1 to 3 while visiting Bing, Google, and YouTube three
times each. Our objective is to determine whether there is sufficient
similarity within the same site and significant differences between
different sites at the module level.

Experimental setup. We utilize an AMD Zen+ processor with 16
GiB of memory, running Ubuntu 20.04.4 LTS with kernel version
5.15.0 and a Chrome 112 browser without any extensions installed.
To automate website visits, we rely on the Selenium library [2].

Result. On Zen+ machine, we identified 75 loaded kernel modules
and collected 37,500 traces (500 per module in a single measure-
ment). By comparing traces from website loading and idle state, we
identified the top 15 modules with increased TLB and cache hits, in-
dicating more frequent access during website loading. This process
pinpointed kernel modules related to Rendering, Networking, Cryp-
tography, Power/Temperature, and Sound functionalities as the most
distinctive features, as shown in Table 1. The traces collected from
Bing, Google, and YouTube, each loaded three times, are depicted
as a heatmap in Figure 1. Darker colors indicate faster access times,
indicating that the kernel module’s address was accessed during
website loading.

When comparing data from Bing, Google, and YouTube, there
are noticeable differences between each site. Specifically, we ob-
served differences at the individual module level, even for the same
functional group. For example, in the Network group modules of
Google, the net4 module (r8169 in Table 1) was accessed more fre-
quently, while the net1 module (ip_tables) showed less activity.
Meanwhile, net3 module (realtek) was accessed more frequently
in Bing compared to Google. These results suggest that the side-
channel information collected from each kernel module can be a
meaningful feature for website fingerprinting.

6 Evaluation

This section demonstrates the efficacy of our novel kernel-level
traces for website fingerprinting, evaluated on a highly reduced
dataset to showcase robustness. We compare our attack with state-
of-the-art side-channel based methods [7, 11, 68] and conduct ab-
lation studies to systematically analyze the impact of individual
kernel modules on attack performance.

6.1 Evaluation Setup

We collect data from machines equipped with three processors: Intel
Alder Lake (i5-12400F), Intel Rocket Lake (i7-11700K), and AMD
Zen+ (RYZENS5 2600). We target browsers Chrome 112, Firefox 112,
and Tor browser 12, all without any extensions. All machines run
Ubuntu version 20.04 LTS desktop with Linux kernel 5.15.0. For the
target websites, we use the 100 most visited websites of Alexa Top
list to follow a method similar to previous research [7, 11, 68]. The
list of target websites is available in Appendix A Table 7.

Previous side-channel research [7, 11, 56, 57, 69] typically fol-
lows similar evaluation settings regarding website loading time
(10 seconds to 50 seconds) and the number of measurements (100
samples for each website). The number of traces varies, ranging
from 1,000 to 30,000, depending on the side channel’s sampling rate.
To account for these factors potentially affecting attack accuracy,
we design various experimental settings, as shown in Table 2. The
settings differ regarding browsers, processors, data collection time
(i.e., traces per measurement), and the number of measurements.
The number of loaded kernel modules varies across machines due to
hardware differences, ranging from 75 to 127 in the three processors
we tested. Notably, no artificial loading or unloading of modules oc-
curred. Traces per instance are calculated by multiplying predefined
traces by the number of loaded kernel modules.

We perform a website fingerprinting attack as the task of trace
classification; given a group of module traces, we determine its
website label out of 100 websites. As listed under ‘Measurements
per Website’ of Table 2, the dataset for each environment setting is
very limited (less than or equal to 50 per website label). For each
dataset, 80% of data per website are randomly sampled for training,
with the remaining 20% reserved for testing. Given the restricted
nature of our attack setting, the small amount of training data is
insufficient for training deep learning models and is likely to cause
overfitting with limited generalization [60]. Hence, we opt for SVM
for classification due to its effectiveness in handling smaller data
and resistance to overfitting [61].

6.2 Evaluation Results

On an Intel Alder Lake processor with Chrome browser, we achieved
the highest accuracy of 97.7%. On an AMD Zen+ processor with
Firefox browser, accuracy was slightly lower at 96.6%, despite col-
lecting more number of measurements per website. This decrease
can be attributed to two factors. First, on the Zen+ processor, we
identified only 75 kernel modules, which is approximately 60%
lower than the 127 modules identified on the Alder Lake processor.
Consequently, the total number of traces per instance was approx-
imately twice as high on the Alder Lake processor. Second, the
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Figure 2: Correlation between accuracy and data collection
time per measurement (training data = 16).

access time granularity on the Zen+ processor was 34, significantly
coarse-grained than the value of 3 on the Alder Lake processor.
Since the introduction of Zen architecture, AMD-based CPUs have
had a reduced resolution of timestamp counters [37]. This differ-
ence in timing information granularity likely resulted in the Zen+
processor providing less informative data, potentially negatively
affecting the overall accuracy.

In the Tor browser on an Intel Rocket Lake processor, the success
rate reached 74.5%, which was lower than that of other browsers.
This discrepancy may be attributed to the routing behavior of the
Tor network. To provide a more comprehensive evaluation for the
Tor browser setting, we also consider the Top-5 accuracy!, which
is a commonly used metric in side-channel-based WF attacks [7,
11, 56, 57, 68]. By applying the Top-5 metric to the Tor browser
environment, we attained a success rate of 95.25%.

Our next evaluation goal is twofold: first, to assess the efficacy
of side-channel information by reducing data collection time and
the quantity of measurements per website (Section 6.3); and second,
to examine the relative impact of side-channel information from
different kernel modules on attack performance (Section 6.4). Specif-
ically, our aim is to identify which kernel modules’ side-channel
information has the most significant effect on attack performance
among all kernel modules.

6.3 Reduction of Dataset Size

Aside from measuring website fingerprinting accuracy, we evaluate
how valuable the extracted timing information is by seeing how
robust the attacks remain when subject to limiting conditions such
as data collection time per single measurement, and the number of
measurement per website. Furthermore, we compare the robustness
of our attack with state-of-the-art attacks and confirm the efficacy
of our fine-tuned kernel-level timing information.

6.3.1 Data Collection Time. In previous studies, researchers as-
sume website loading times ranging from 10 to 30 seconds for
standard browsers and 30 to 50 seconds for Tor browsers. Based
on these assumptions, side-channel information is collected during
the specified durations. Initially, we referenced website resource
loading times from the Google PageSpeed Insights (PSI) service [1]

Top-k accuracy is a metric used to assess whether the correct class is among the
top-k predictions. In a Top-5 scenario, the attacker can guess up to 5 possible websites,
and if the correct website is among these guesses, it is considered a success.
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Figure 3: Correlation between accuracy and the number of
training data per website.

for the Alexa Top 100 websites to determine proper data collection
time. The longest loading time was 7.6 seconds, the shortest time
was 0.8 seconds, and the average time was 2.48 seconds. Based on
the results, we collect data for 8 seconds in Firefox browsers, and
16 seconds for Chrome to assess accuracy over time further. To
account for longer loading times, we set the data collection time to
24 seconds for Tor browser.

We measured the changes in accuracy as we reduced the data col-
lection time from the default setting down to 3.2 seconds, as shown
in Figure 2. For Firefox, an accuracy rate of 90.3% was achieved
after 4.8 seconds. Chrome exhibited a remarkable accuracy rate
of 95.5% within just 3.2 seconds. For the Tor browser, an accuracy
rate of 54.75% was achieved after 9.6 seconds, with a substantial
increase to 69.5% after 14.4 seconds. In settings where the duration
is shorter than 3.2 seconds, the accuracy decreases significantly
across all browser configurations. This underscores the necessity
of at least 3.2 seconds to effectively collect timing information, as
target websites take an average of 2.48 seconds to load resources.

6.3.2  Quantity of Measurements per Website. Previous studies typ-
ically collect 100 measurements per website [7, 56, 57, 68]. We
hypothesize that leveraging robust kernel-level side-channel infor-
mation would allow us to achieve sufficient accuracy with fewer
measurements than prior work. Therefore, we start with 50 mea-
surements per website for Firefox and 20 measurements per website
for Chrome and Tor browsers, which is fewer than the 100 mea-
surements commonly used. Meanwhile, we utilize the optimal data
collection time determined in Section 6.3.1. For Firefox, we trun-
cate data at 4.8 seconds, for Chrome at 3.2 seconds, and for Tor at
9.6 seconds. We split the data into an 80/20 ratio for training and
testing. For instance, we conduct 20 measurements per website for
Chrome and Tor, with 16 for training and 4 for testing. For Firefox,
we collected 50 measurements per website, with 40 allocated for
training and 10 for testing. The testing data are then fixed, while
the number of training data was gradually reduced from 16 to 14,
12, 10, and 8 to evaluate the impact on accuracy, obtaining the
results shown in Figure 3. We include only 16 training data for each
browser setting to maintain graph scale consistency. On an Intel
Alder Lake processor using Chrome, we achieved 95.5% accuracy
with 16 training data and maintained 91% accuracy with just 8
training data, demonstrating that high accuracy can be achieved
even with less than 10 training data.



Table 3: Classification accuracy obtained with our attack and
the baselines while reducing the data collection time, with
the number of training data fixed at 16.

‘Work 16s 12.8s 9.6s 6.4s 3.2s
Loop-Counting [7]  79.55% 78.85% 78.50% 78.15% 74.50%
DF-SCA [11] N/A N/A 89.99% 87.99% 81.00%
SegScope [68] 68.30% 67.80% 67.50% 66.75% 66.50%
AVXProbe 97.75% 97.50% 96.75% 96.50%  95.50%

Table 4: Classification accuracy obtained with our attack and
the baselines while reducing the number of training data per
website, with the data collection time fixed at 3.2 seconds.

Work 16 14 12 10 8
Loop-Counting [7] 74.50% 71.76% 71.73% 65.50% 58.00%
DF-SCA [11] 81.00% 80.66% 77.99% 75.99% 69.99%
SegScope [68] 66.50% 64.33% 60.13% 48.33% 44.80%
AVXProbe 95.50% 94.25% 93.75% 91.00% 89.25%

6.3.3 Comparison to the state-of-the-art Attacks. Our attack achieves
over 95% accuracy with just 20 measurements, performing similarly
to previous works that required 100 measurements. Therefore, we
aim to determine whether other works could still maintain high
accuracy with smaller datasets, similar to our research. We compare
our attack with the state-of-the-art work in the field of side-channel-
based website fingerprinting attacks [7, 11, 68]. We selected these
baselines from the most recent studies that have publicly avail-
able source code. The Loop-Counting attack [7] uses a malicious
JavaScript-based threat model, while the others [11, 68] employ a
threat model similar to ours, collecting side-channel information
with unprivileged native code execution.

Experimental setup. All the attacks target Alexa Top 100 websites.
Each attack employs different side-channel attack primitives and
utilizes distinct machine learning classifiers such as LSTM, CNN,
k-nearest-neighbors. The attack method and the ML/DL technique
in each study are used without modification. For fair comparison,
we standardized the default setting of the works to align with
our experimental setup, including the number of measurements
(e.g., 20 per website) and the data collection time (16 seconds).
For classification, we divided the dataset into 10 subsets for cross-
validation, with 80% of the data used for training and 20% for testing.
We conducted experiments using chrome browser on Intel Alder
Lake processor for the Loop-counting and SegScope attack. For the
DF-SCA attack, we utilize the publicly available datasets from their
original work conducted on Intel Tiger Lake.

Result. We matched the number of measurements to 20 per web-
site, then gradually reduced the data collection time to 3.2 seconds
following the method described in Section 6.3.1, while measuring
accuracy. We present the results in Table 32. When we reduced
the data collection time to 3.2 seconds, AVXProbe maintained a

ZSince we use a public dataset for the DF-SCA attack, collected only for ten seconds
per measurement, we marked accuracy for time exceeding ten seconds as N/A.

Table 5: Ablation study results: the left column shows out-
comes after excluding one of ten groups, while the right
shows results with only one group retained. Baseline accu-
racy is 97.7%.

Group Acc.  Group Acc.

w/o Sound 93.5% W/ Sound 85.7%
w/o Crypto 94.0% W/ Bus 85.2%
w/o Render 94.2%  w/ Misc 75.7%
w/o Misc 94.5% w/ Power/Temp 75.5%
w/o HID 94.5%  w/ Filesystem 75.0%
w/o Data 95.0% W/ Render 73.5%
w/o Power/Temp  95.0% w/ HID 69.2%
w/0 Bus 95.0% w/ Crypto 65.5%
w/o Filesystem 95.2% w/ Data 57.7%
w/o Network 95.5%  w/ Network 53.0%

high accuracy of 95.5%, while the accuracy of other works declined
between 81% to 66%. Using the method of Section 6.3.2, we further
reduced the datasets by limiting training data. The results are pre-
sented in Table 4. When we used eight training samples per website,
AVXProbe maintained an accuracy of nearly 90%. In comparison,
other works experienced a significant drop in performance, falling
below 70%. These results demonstrate the resilience of AVXProbe
compared to the state-of-the-art attacks under constrained condi-
tions. This can be attributed to the fact that we collected timing
information only from each kernel module, which is less noisy than
the entire LLC cache.

6.4 Impact of Kernel Module Groups

Unlike prior research, which focuses on single side-channel infor-
mation, we collect data at the granularity of kernel modules. As
discussed in Section 5, various kernel modules are accessed dur-
ing website loading. Modules handling rendering, encryption, and
power functions, which are closely related to website loading, are
accessed more frequently than others. Intuitively, we predict that
the data from these modules are likely to be more informative. To
identify which kernel module’s trace provides more meaningful
information, we categorize 127 loaded kernel modules running
on the Intel Alder Lake processor into ten groups based on their
functionality, using kernel path information as shown in Appen-
dix B Table 8. Then, we conduct ablation studies to analyze the
impact of group of kernel modules on accuracy, starting from a
baseline of 97.7% accuracy with all ten groups included. If there is
a significant accuracy drop when a specific kernel module group
is excluded, this group can be considered an important factor that
contains more meaningful information compared to other groups.

We systematically excluded every combination of one to nine
groups. The results, obtained by excluding one from ten groups, are
presented in the left column of Table 5. In contrast, the results from
retaining only one and excluding the remaining nine are shown
in the right column. Comparing these two sets of results reveal
similar trends but not complete alignment. We speculate that certain
activities may involve the interaction of multiple functionalities,
and combining data collected from various module groups may



Table 6: Top 5 group combinations (two to four groups) with the highest drop in accuracy. The units for ratio and accuracy are
in percentage (%). Ratio signifies the proportion of identified combination groups within the filtered dataset results and Acc. is
the respective average accuracy. Delta indicates the decrease in accuracy from the baseline (97.7%).

2 Groups Ratio  Acc. (A) 3 Groups Ratio  Acc. (A) 4 Groups Ratio  Acc. (A)
Sound+Power/Temp  16.0 84.1(13.6]) Sound+Power/Temp+Crypto 8.0 83.9 (13.8]) Power/Temp+Crypto+Sound+Misc 6.0 83.4 (14.3])
Render+Sound 8.0 90.2 (7.5])  Power/Temp+Sound+Misc 6.7 84.1(13.6]) Render+Power/Temp+Sound+Misc 4.0 83.8 (13.9])
Crypto+Render 6.7 88.8(8.9])  Render+Crypto+Sound 3.3 90.1(7.6])  Power/Temp+Sound+Misc+Data 2.0 84.3 (13.4))
Crypto+Sound 5.3 90.7 (7.0])  Sound+HID+Filesystem 3.3 89.9(7.1])  Render+Crypto+Sound+Misc 2.0 84.9 (12.8])
Render+HID 4.7 90.0 (7.7])  Crypto+Sound+Bus 2.7 90.5(7.2])  Sound+HID+Filesystem+Bus 2.0 90.0 (7.7])
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Figure 4: CDF graph showing frequency containing best combination of 2 (Sound+Power/Temp), and 3 (Sound+Power/
Temp+Crypto) groups among entire dataset. The best combination of groups prominently occupy the top ranks within
each group number of the ablation test results, where 5, 6, and 7 groups have been excluded.

improve accuracy. Thus, our next goal is to identify combinations
of groups that generate synergistic effects on accuracy.

For groups containing 2, 3, and 4 members, we aim to discover
the combinations with the most significant impact on accuracy. To
achieve this, we conduct ablation studies for a total of 912 scenarios,
consisting of cases where we excluded 3 to 7 groups from a total
of 10 ((1,?) combinations for exclusion of n groups). For each of
the ablation studies where 3, 4, 5, 6, or 7 groups were excluded,
we selected the 30 combinations that led to the largest decrease in
accuracy. This process resulted in a total of 150 group combinations
being selected. Within the selected dataset, we identify the top five
combinations, each containing modules of sizes 2, 3, and 4, that
appeared most frequently, as shown in Table 6. Unlike in Table 5, the
Power/Temp group consistently appeared in the best combination

in all group sizes. Among the groups listed in Table 1, the Network
group was the only one not to appear in a top-ranking position.
This is likely due to its smaller size, as it only contains five modules.
This makes it challenging for the Network group to be compared on
equal footing with other groups, which have up to 30 modules. As a
result, the best combination of two groups was Sound+Power/Temp,
and for three groups, it was Sound+Power/Temp+Crypto.

To evaluate the significance of the best combination groups of
size two and three, we analyze their impact on accuracy across the
entire dataset. Specifically, we consider all possible combinations of
excluding 5, 6, and 7 groups out of 10, resulting in 252, 210, and 120
combinations, respectively. We then compare the accuracy distribu-
tions when the best combination groups of size two and three are
excluded or not. As shown in Figure 4, we present the Cumulative



Distribution Function (CDF) of accuracy, by highlighting whether
these groups are counted among the excluded 5, 6, and 7 groups.
Removing the best combination groups results in notable accu-
racy degradation, reaffirming their crucial role in fingerprinting
performance across the entire dataset.

In summary, our analysis revealed that website fingerprinting
relies on the combined effects of multiple functional kernel module
groups rather than a single kernel module. We leave further ex-
periments for directly discerning the causal impact of each kernel
module for future work.

6.5 Characteristics of Side-channel Dataset

Since adopting of ML/DL techniques has ensured high accuracy in
cache-based website fingerprinting attacks lately, there has been
comparatively less focus on research utilizing domain knowledge or
expert intuition for feature selection. In the domain of application
fingerprinting, Li et al. [34] leveraged expert domain knowledge
to extract 123 features due to the lack of sufficient training data
for deep learning techniques. These features enabled high accuracy
even without relying on ML/DL techniques. Similarly, our attack
technique achieved high accuracy through automated feature ex-
traction using machine learning. However, we aim to analyze which
characteristics of our side-channel dataset served as key features.
We explored the characteristics of our timing-based side-channel
information in Section 5. We identified that the timing informa-
tion represents a dataset characterized by hierarchical distinctions
based on access time to TLB, cache, and memory. We speculate that
despite the conversion of timing information, initially ranging from
150 to 500, into much simpler values based on each hardware access
time, sufficient information for classification would still be retained.
To demonstrate the feasibility of our assumption, we converted
timing information into values of 1, 2, 3, or 4 based on the range in
which the timing information fell (~170, 171~207, 208~287, 288~). If
the timing information for a specific module is [nvidia, 170], it is
transformed into [nvidia, 1]. Similarly, if the timing falls within the
range of 171 to 207, it becomes [nvidia, 2], and so forth. Employing
the SVM model, we achieved an impressive accuracy of nearly 80%
with just a single feature on 100 websites. This result highlights the
validity of our intuition regarding the efficacy of utilizing timing
information from diverse hierarchical levels.

7 Discussion

7.1 Analysis of Misclassification Factors

To explore avenues for further enhancing the classification success
rate, we investigated instances of false positives and negatives,
aiming to identify common factors hindering website fingerprinting.
This analysis revealed three following cases, some of which could
be considered as countermeasures.

Similar login UL In over half of the cases, occurrences were ob-
served across six websites displaying a login screens: Instagram,
LinkedIn, Twitter, VK, Zhihu, and Zoom. These websites immedi-
ately redirect users to the login page upon accessing the website. As
depicted in Figure 5, these login interfaces share a similar design,
featuring common elements such as account information input
fields, a login button, a company logo, and social login options. As
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Figure 5: Login screens from six websites with similar Uls.
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Figure 6: Heatmap of five types of user activities on Twitter.
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a result, the resources required for logging in these websites exhibit
similarities. Recognizing and classifying these similarities under
the same category would likely lead to a better success rate.

JavaScript developed by the same company. A notable mis-
classification rate was observed on Instagram, with four out of
ten samples identified as WhatsApp. This can be attributed to the
common JavaScript code that handles the login, authentication, and
security functions. Instagram and WhatsApp utilize JavaScript de-
veloped by Facebook (Meta), leading to a similar browser rendering.
The utilization of third-party JavaScript and libraries, commonly
employed for user tracking and advertising, could potentially di-
minish the accuracy, as observed in the cases of Instagram.

Displaying dynamic content. Websites like Dropbox, igiyi.com,
and qq.com automatically play media upon access. They also fre-
quently change their dynamic content during the data collection
period, leading to high rates of false positives and negatives. These
characteristics could be leveraged as effective countermeasures
against website fingerprinting attacks.

7.2 Fine-grained User Activity Inference

A common limitation of website fingerprinting is that attackers can
only identify the main homepage without knowing the internal



pages visited by the user. Recent research [34] demonstrates that
finer-grained user actions in Android applications can be identified
using app fingerprinting techniques assisted by reverse engineering.

A similar approach could be adopted in the domain of website
fingerprinting. For instance, once attackers identifies the website
visited by a victim, they could track specific actions on the site, such
as logging in or navigating to sub-pages. We conduct a small-scale
experiment involving two popular websites: Twitter (now known as
X) and Github. We simulate five representative user actions for each
website alongside three common actions that apply to all websites:
1) visiting the main homepage, 2) logging in, and 3) logging out.
For Twitter, we include the following activities additionally: “check
notifications” and “click the like button”. As for GitHub, we add
the activities of “navigate to a project” and “create a new file”. We
automate the activities using Selenium.

In the Intel Kaby Lake processor (i7-7700), we collect 500 traces
for 90 modules, resulting in 45,000 traces for a single measurement.
We collect only 10 measurements for each of the ten activities, the
smallest in our experiments. Figure 6 shows the heatmap of five
user activities on the Twitter website. The x-axis represents traces
over 8 seconds, while the y-axis denotes 90 kernel modules without
labels. The height of the y-axis is minimized, making the differences
between kernel modules less pronounced and highlighting overall
trends. Different burst patterns are noticeable, particularly in the
login and logout activities. Unlike visiting the main website, login
and logout involve multiple behaviors, such as entering account
information, pressing the login/logout button, and being redirected
to another page after authentication. Using SVM, we achieved a
100% accuracy in identifying user behaviors, surpassing the 10%
accuracy of random guess. A more realistic portrayal of user be-
havior could be achieved by targeting a wider range of websites
and user actions using techniques like site mapping. We leave this
exploration for future work.

7.3 Security Implications

Side-channel attacks have been proposed for various use cases such
as keystroke monitoring [36, 39], cache attack on OpenSSL AES
T-table implementation [25], implementing covert channel [6, 48],
breaking KASLR [17], and leaking kernel memory with Spectre
gadgets [35, 67]. Recent applications of side-channel attacks have
expanded into the realm of model stealing [10, 23, 40, 44, 50, 68].
While they are primarily utilized to extract model architectures,
some attacks focus on other elements such as hyperparameters or
learned model parameters. The AVX-TSCHA attack primitive we uti-
lized has been exploited in previous studies to break KASLR [6, 30].
We repurposed and tailed this technique for launching a website fin-
gerprinting attack, called AVXProbe. With fine-grained, information-
rich traces at the kernel module level, we built a robust side-channel
dataset. We showed that even with reduced data collection time and
fewer measurements per website, the accuracy did not significantly
decrease compared to the state-of-the-art attacks. AVXProbe can
be adapted for other side channel attacks, such as keystroke moni-
toring, building covert channels, and inferring model architecture.
Future work will focus on exploring additional applications.

7.4 Attacks on Other Operating Systems

AVXProbe is OS-independent and works on machines equipped
with Intel or AMD processors released after 2011. Although we
demonstrated our attack on Linux, it is highly likely feasible on
other popular operating systems.

Windows. In Windows 10 (ver. 21H1), the kernel and drivers are
located between Oxfffff80000000000-0xfffff8800000000, with
a 2 Mib boundary if KASLR is enabled. Thus, the base address of
the kernel image and kernel modules has 262,144 possible offsets
(i.e., 18 bits of entropy). By probing the kernel address space with
AVX/AVX2 instruction, we could derandomize the addresses of
kernel modules even on Kernel Virtual Address Shadow (KVAS,
windows implementation of KPTI)-enabled Windows. Then, it will
be straightforward to collect side-channel information for website
fingerprinting using the same method we applied on Linux.

macOS. The kernel is mapped between 0xffffff8000000000 and
oxffffff8020000000, with 2 Mib alignment, resulting in 256 possi-
ble offsets. We could identify the kernel’s address on macOS version
10.13.1 without Double Map feature (the macOS implementation
of KPTI). However, on macOS 10.13.2 with Double Map enabled,
even if we locate the Double Map region, we were unable to find
the kernel base address since it is implemented separately from
the kernel image. Consequently, our attack may face challenges on
macOS with the Double Map feature enabled.

7.5 Limitations

Beyond closed-world scenario. The concepts of “closed-world”
and “open-world” have been extensively used in previous website
fingerprinting researches [7, 55-57, 69]. In the closed-world sce-
nario, the assumption is that the victim visits one of the 100 sensitive
websites of interest to the attacker. In the open-world scenario, the
attacker additionally collects data for 50 non-sensitive websites. The
sensitive sites are labeled into 100 classes, while the non-sensitive
websites are labeled as a single label of “non-sensitive”, resulting
in a total of 101 classes. However, this concept is impractical, as
covering the myriad of websites a victim may visit is challenging.

In another scenario explored in [5], termed “monitored vs. un-
monitored”, the attacker seeks to determine whether test data are
part of the monitored set. They utilized three classifiers: synthetic
traffic, synthetic traffic with updates (hybrid), and genuine traffic.
Despite targeting just five websites, the synthetic-trained model
exhibited an accuracy of only 0.03%, highlighting the challenges of
website fingerprinting attacks in real-world scenarios. Note that
this study focused on Tor network traffic, not side-channel-based
data. However, addressing these challenges from a side-channel
perspective would be worthwhile in future research.

Automated website testing detection. During data collection,
we encountered several websites that employed various methods
to detect and block automated access. These methods included
CAPTCHA challenges and dynamic URL generation during login,
where users are prompted to enter passwords on a newly generated
URL. Overcoming these defenses requires tailored manual efforts
for each specific method. Thus, we exclude these websites from the
current scope of our analysis.



Native code. Due to the absence of support for AVX masked oper-
ations in JavaScript and WebAssembly (WASM), our attack cannot
be executed within browsers. However, WASM provides partial
support for AVX extensions, and ongoing efforts to adapt AVX in-
structions may enable future attack possibilities. Additionally, if an
alternative side-channel vulnerability within JavaScript or WASM
capable of monitoring kernel activity is discovered, conducting
attacks on browsers could become feasible.

8 Countermeasures

This section presents countermeasures against the AVXProbe at-
tack. We consider hardware-level mitigation by disabling the AVX
extension [30] and software-level measures such as adding noise
to mask timing differences in browser rendering. We encourage
stakeholders to consider and implement applicable methods.

8.1 Hardware

Remove/restrict access to AVX instruction. There is currently
no known patch available to mitigate our attack. One of the most
straightforward countermeasures is to disable or restrict vulner-
able features effectively making them privileged methods inac-
cessible to attackers. Given that AVXProbe utilizes the vulnerable
features of the AVX/AVX2 extensions, we can consider replacing the
masked load/store instructions with no operations (NOPs) when the
mask bits are all set to zero. We assessed the prevalence of masked
load/store instructions to evaluate the impact of this mitigation.
On Ubuntu 20.04 LTS with the default installation, we found only
6 out of 4,104 executables containing masked load/store instruc-
tions. Therefore, we concluded that limiting or replacing masked
operations does not significantly affect the system.

Modifying CPU architecture. The vulnerable feature of the AVX
instructions that we exploit lies in cache translations in TLBs when
attempting an unprivileged AVX memory load on inaccessible ker-
nel addresses, allowing us to infer the TLB state using timing infor-
mation. If unprivileged instructions are prevented from changing
the TLB state when accessing kernel addresses, this vulnerability
would be mitigated. We discovered that the latest AMD Zen2/Zen3
processors are not vulnerable to our attack because they do not
cache inaccessible addresses in the TLB. This suggests that other
processors could benefit from a similar strategy. However, applying
microarchitectural level patches to already deployed systems is chal-
lenging, as evidenced by previous cases like the MDS attack [53],
where successful patching took over 18 months from disclosure.
Moreover, patches are often circumvented by other variants.

Even if AVX masked operations are disabled or patched, attackers
may still utilize other techniques, such as prefetching [35], to mon-
itor kernel address space with user privilege. We leave the detailed
performance evaluation for future work.

8.2 Software

Adversarial patch. To defend against ML/DL based website finger-
printing attacks, adversarial patch techniques [33, 55] have been
proposed. These systems modify user network traffic by injecting
dummy packets into random locations, perturbing the patterns of
real-time network traffic. Cook et al. [7] introduced a countermea-
sure by adding spurious interrupts using a Chrome extension. They

implemented noise by incrementing counter values and sending net-
work pings to a bunch of websites at random intervals. We suggest
enhancing the effectiveness of the countermeasure by increasing
the noise related to the functions outlined in Table 1. However, we
did not consider rendering functions due to security policies that
prohibit modifying rendering or adding overlays to websites not
owned by the attacker. Instead, we suggest using the existing imple-
mentation as a basic template [7] and adding more noise features,
such as encrypting a random string and playing audio at random
intervals in the background. This method will effectively obfuscate
the pattern of browser rendering in various aspects. From the per-
spective of web server administrators, adding dynamic content that
changes in a short time can be an effective defense strategy.

KPTI separation. Our attack remains effective even on KPTI-
enabled Linux systems. Despite KPTI’s protection, we can still
locate minimal kernel areas, such as the trampoline code, and cal-
culate the kernel base address using OS-specific offsets. However,
when these regions are separated from the rest of the kernel image,
as seen with macOS’s Double Map feature, identifying the kernel
base address becomes impossible. To mitigate our attack on Linux
and Windows, a similar approach of segregating KPTI regions, as
implemented in macOS, could be considered. Additionally, Function
Granular KASLR (FGKASLR) could enhance security by rearrang-
ing individual kernel functions, making it difficult for an attacker
to pinpoint specific functions even if the kernel’s base address is
exposed. Furthermore, adopting a more robust fine-grained KASLR,
such as address space re-randomization, would provide additional
protection against our attack.

9 Conclusion

We introduce a novel attack method, called AVXProbe, for ana-
lyzing side-channel information in the kernel space for website
fingerprinting. We collect timing information from loaded kernel
modules instead of the noisy entire LLC cache. We demonstrate that
our approach can achieve high accuracy in various experimental
settings, highlighting the efficacy of our method. We also show
the potency of our attack compared to state-of-the-art attacks on
highly reduced datasets. Finally, ablation studies on grouped kernel
modules revealed synergistic effects among certain combinations.
Our study could motivate further research for finding potential
novel side-channels considering kernel module functions related
to website loading. As the first kernel-level side-channel attack for
website fingerprinting, we highlight the potency of our attack and
suggest disabling vulnerable features to mitigate our attack.
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A Targeted Website List

We collected side-channel information from the Alexa Top 100
websites following the methodology outlined in Section 6. Table 7
lists the target websites.

B Grouped Kernel Module List

As shown in Table 8, we categorize 127 loaded kernel modules on the
Intel Alder Lake processor into ten functional groups by referring to
the path information of kernel modules. Our classification resulted
in different numbers of kernel modules in each group. The “Bus”
group has the highest count with 23 kernel modules, whereas the
“Network” group has the fewest with only 5 modules.

If all kernel module groups consisted of the same number of kernel
modules, it would have allowed for a more equitable analysis of
each function’s impact on accuracy. However, adjusting the number
of modules in other groups to match the group with the smallest
number of modules carries the risk of introducing unwanted bias.
Therefore, we opted to keep the modules unchanged.

Group (Num)

Kernel Module Name

Bus (23)

soundwire_bus, i2c_algo_bit, parport_pc,
parport, i2c_i801, i2c_smbus, xhci_pci_renesas, ppdev,

intel_lpss_pci, ahci, xhci_pci, libahci

Crypto (8)

xor, blake2b_generic, cret10dif_pclmul,
ghash_clmulni_intel, aesni_intel, crypto_simd, cryptd,

cre32_pclmul

Filesystem (13)

xfs, ufs, qnx4, ntfs, msdos, minix, jfs,

hfsplus, hfs, btrfs, nls_is08859_1, binfmt_misc, autofs4

Render (13)

amdgpu, gpu_sched, drm_ttm_helper, ttm,
drm_kms_helper, cec, rc_core, fb_sys_fops,

syscopyarea, sysfillrect, sysimgblt, drm, video

Hid (9)

ledtrig_audio, input_leds, joydev, intel_hid,
mac_hid, sparse_keymap, hid_generic, usbhid, hid

Misc (16)

zstd_compress, cpuid, kvm_intel, kvm,
gigabyte_wmi, wmi_bmof, mei_me, pmt_telemetry,

mei, pmt_class, msr, Ip, efi_pstore, intel_lpss, wmi

Network (5)

sch_fq_codel, ip_tables, x_tables, r8169, realtek

115.com 3dmgame.com adobe.com
alibaba.com apple.com archive.org
avito.ru aws.amazon.com  baidu.com
bbc.com bing.com bilibili.com
booking.com canva.com chase.com
cnn.com csdn.net deepl.com
digikala.com discord.com douban.com
doubleclick.net douyu.com dropbox.com
duckduckgo.com ebay.com espn.com
etsy.com fandom.com fc2.com
fiverr.com force.com freepik.com
github.com godaddy.com google.com
grammarly.com  huya.com ilovepdf.com
imdb.com imgur.com instagram.com
instructure.com  intuit.com iqiyi.com
jd.com linktr.ee linkedin.com
live.com mail.ru mega.io
medium.com microsoft.com msn.com
naver.com netflix.com nicovideo.jp
notion.so nytimes.com office.com
okta.com onlyfans.com openai.com
pinterest.com qq.com quora.com
rakuten.co.jp researchgate.net savefrom.net
shopify.com sogou.com sohu.com
spotify.com stackoverflow.com taboola.com
taobao.com telegram.org tiktok.com
tmall.com tradingview.com trello.com
twitch.tv tumblr.com twitter.com
udemy.com upwork.com vimeo.com
vk.com w3schools.com weather.com
weibo.com wetransfer.com whatsapp.com
wikipedia.org wordpress.com yahoo.com
youdao.com youtube.com zhihu.com

Zoom.us

Table 7: Websites list.

Power/temp (13)

snd_soc_acpi_intel_match, snd_soc_acpi,
intel_rapl msr, intel_rapl common, intel_tcc_cooling,
x86_pkg_temp_thermal, intel_powerclamp, coretemp,

snd_intel_sdw_acpi, rapl, intel_cstate, acpi_tad, acpi_pad

Sound (22)

snd_sof_intel_hda_common, snd_sof _intel_hda,
snd_sof_xtensa_dsp, snd_sof, snd_soc_hdac_hda,
snd_hda_ext_core, snd_soc_core, snd_hda_codec_realtek,
snd_compress, snd_pcm_dmaengine, snd_intel dspcfg,

snd_hda_core, snd_hwdep, snd_pcm, snd_seq_midi,

snd_seq_midi_event, snd_rawmidi, snd_seq, snd_seq_device,

snd_timer, snd, soundcore

Data (5)

raid6_pq, libcre32c, iommu_v2, ee1004, idma64

Table 8: Group information of Kernel Modules.
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