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This paper introduces BEACON, a novel tool for the automated generation of adjustable container security poli-
cies. Unlike prior approaches, BEACON leverages dynamic analysis to simulate realistic environments, uncovering
container execution paths that may remain hidden during the profiling phase. To address the challenge of explor-
ing vast profiling spaces, we employ efficient heuristics to reveal additional system events with minimal effort.
In addition, BEACON incorporates a security and functionality scoring mechanism to prioritize system calls and
capabilities based on their impact on the host OS kernel’s security and the functionality of containerized appli-
cations. By integrating these scores, BEACON achieves a customized balance between security and functionality,
enabling cloud providers to enforce security measures while maintaining tenant availability. We implemented
a prototype of BEACON using eBPF kernel technology and conducted extensive evaluations. Results from the
top 15 containers, which revealed significant improvements, demonstrate that BEACON identifies an average
of 16.5% additional syscalls by applying diverse environments. Furthermore, we evaluated its effectiveness in
mitigating risks associated with 45 known vulnerabilities (e.g., CVEs), showcasing its potential to significantly
enhance container security. Additionally, we performed proof-of-concept demonstrations for two well-known
security vulnerabilities, showing that BEACON successfully reduces attack surface by blocking these exploits.

1. Introduction

In recent years, containers have emerged as a popular choice for
deploying large-scale applications in the cloud, offering increased flexi-
bility and reduced costs. Unlike virtual machines (VMs), which require
a dedicated operating system (OS) for each instance, containers on a
host share the same underlying OS kernel (Karen Scarfone and Morello,
2017). This shared kernel model enables faster boot times and improved
resource efficiency (Felter et al., 2015). However, these come at the ex-
pense of providing weaker isolation compared to VMs (Lin et al., 2018;
Reshetova et al., 2014; Felter et al., 2015). Adversaries who gain con-
trol of a container (e.g., malicious tenants) can exploit vulnerabilities
in the host kernel to compromise other containers or, worse, escalate
privileges to take control of the host. For instance, a vulnerability in the
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waitid syscall allowed attackers to perform a privilege escalation attack,
escaping the container to gain access to the host (epanaroma, 2017).

One of the primary enablers of container-based attacks is that con-
tainers often operate with more privileges than they actually require,
violating the principle of least privilege. By default, Docker containers
have access to over 300 syscalls supported by the Linux kernel (with only
44 blocked) and are granted 14 Linux capabilities out of the 38 avail-
able (Docker run reference, 2023). Even if a container does not utilize
some of these syscalls or capabilities, they remain accessible within the
container, leaving them open to exploitation by an adversary with ac-
cess to the container. This creates serious security risks, as each allowed
syscall or capability effectively becomes an entry point to the kernel,
which increases the chances of adversaries finding vulnerabilities in the
kernel (Kurmus et al., 2013).
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According to the NIST container security guidelines (Karen Scar-
fone and Morello, 2017), reducing the attack surface of the host
OS kernel is a promising way to alleviate the fragile isolation con-
tainers provide. Several Linux kernel mechanisms, such as Seccomp
(Seccomp BPF, 2023) and Capabilities (Capabilities, 7), are widely em-
ployed by cloud providers to mitigate attacks originating from malicious
containers. These mechanisms enable the definition of security policies
that specify the privileges granted to containers. However, these mech-
anisms lack the ability to automatically identify the specific privileges
each container requires. To address this limitation, various solutions
have been proposed that leverage dynamic analysis (Lei et al., 2017;
Pancholi et al., 2022; Podman, 2024; Sysdig - Profiling, 2024), static
analysis (Ghavamnia et al., 2020; Canella et al., 2021; DeMarinis et al.,
2020), or a combination of the two (Blair et al., 2023; Zhan et al., 2022).

Dynamic analysis-based solutions (Lei et al., 2017; Pancholi et al.,
2022; Podman, 2024; Sysdig - Profiling, 2024) operate by executing
containers and profiling the system events' triggered during runtime.
In contrast, static analysis-based approaches (Ghavamnia et al., 2020;
Canella et al., 2021; DeMarinis et al., 2020) infer these events by analyz-
ing the source code or binaries of containerized applications. However,
both techniques suffer from fundamental limitations. Dynamic analy-
sis fails to observe syscalls along execution paths that are not exercised
during profiling, resulting in an underestimation of the container’s re-
quirements and potential execution failures. Conversely, static analysis
disregards the actual container runtime behavior and conservatively in-
cludes all syscalls that might be invoked, leading to an overestimation of
required privileges and an unnecessarily large attack surface. Moreover,
most existing solutions largely ignore Linux capabilities—another critical
component of the container privilege model.

In this paper, we propose BEACON, a novel attack surface reduction
tool aimed at automating the identification of syscalls and capabilities
invoked by containerized applications. The goal of BEACON is to develop
minimal yet effective security policies, surpassing the overestimation
of static analysis-based solutions, while also addressing coverage issues
inherent in existing dynamic analysis-based solutions. To achieve this
goal, BEACON relies on dynamic analysis, but distinguishes itself from
previous solutions by considering the diverse execution environments
to which containers may be exposed in real-world scenarios.

Specifically, BEACON begins by generating a multitude of container
execution environments, taking into account the combination of work-
loads subjected to containerized applications and their runtime configu-
rations. Subsequently, it iteratively executes containers within the gen-
erated environments, capturing detailed system events to identify the
necessary privileges during both container initialization and workload
serving phases. This design enables BEACON to profile diverse system
events invoked by containers required for normal execution and corner
cases, such as exception handling routines, thus overcoming the cover-
age limitations of existing dynamic analysis-based solutions. Finally, the
collected events are consolidated into final policies through our novel
merging algorithm, which considers both the security and functionality
guarantees of the generated policies.

Profiling multiple execution environments might initially appear
straightforward, leveraging prior dynamic analysis-based solutions.
However, this approach presents significant challenges. First, con-
tainer behavior is shaped by numerous environmental factors, including
Docker command options and workloads, leading to an expansive profil-
ing space akin to the state explosion problem in fuzzing. Second, while
examining all possible values of Docker command options can reveal
more system events, the process is time-consuming due to the extensive
configuration and execution required for each container. To overcome
these challenges, we propose two heuristics to efficiently navigate the

! Throughout this paper, we use system events to refer to both syscalls and
capabilities. When only syscalls are mentioned, it is to highlight the focus of
prior work on this subset.
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environment space: (i) we demonstrate that a superset of system events
can be inferred by analyzing its subsets independently, without requir-
ing full execution; and (ii) we introduce an algorithm that efficiently
explores the value range of a Docker option by dynamically adjusting
the step size based on observed system events.

We developed a fully functional prototype of BEACON using eBPF. To
assess its effectiveness, we conducted experiments with official Docker
container images, focusing on the additional syscalls identified when
considering Docker command options and workloads. Result from the
top 15 container images shows that BEACON discovered 11 % and 22 %
more syscalls when accounting for Docker command option and work-
load, respectively. Furthermore, we demonstrated its scalability, as all
containers exhibit only a single syscall difference when merging dif-
ferent subsets. Lastly, through a security analysis involving 45 known
vulnerabilities (e.g., CVEs), we demonstrated that BEACON significantly
reduces the attack surface, protecting an average of 87 % of containers
from known vulnerabilities compared to 60 % with static analysis-based
solutions.

Contributions. The main contributions of our work are:

e We design and implement BEACON,? a practical tool that automat-
ically generates container policies compatible with Linux Seccomp
and Capabilities.

e We propose a novel approach for container policy generation based
on emulated container environments to overcome the limitations of
prior dynamic analysis techniques. We design efficient heuristics for
environment exploration, an eBPF-based monitor to capture syscalls
and capabilities, and security and functionality scores for intention-
aware policy tuning.

e We evaluate BEACON on real-world Docker containers, demonstrat-
ing its ability to generate effective, low-overhead policies and to mit-
igate realistic kernel-level attacks more successfully than existing so-
lutions.

2. Background and motivation

In this section, we motivate our approach by explaining background
on container hardening and why BEACON is necessary for effective at-
tack surface reduction in containers.

Linux container hardening. Limiting the privileges available to a con-
tainer has proven to be an effective technique for minimizing the risk
of kernel exploitation by malicious containers. Linux provides comple-
mentary mechanisms: seccomp to restrict which syscalls and their argu-
ments can be made, capabilities to decompose the system root privilege
into fine-grained privileges, and LSM/MAC, such as SELinux or AppAr-
mor, for object-level policy. We scope BEACON to seccomp and capabil-
ities because they are widely supported by various container runtimes
and orchestration tools (e.g., Kubernetes Kubernetes, 2025a; kubernetes,
2025b), map directly to runtime observable events (see 4.3), and can
be tightened without deployment-specific labeling or policy authoring
required by LSM or MAC, which are complementary and left as orthog-
onal future work (SELinux Project, 2025; SELinux policy, 2025; AppAr-
mor, 2025a,b). In cloud environments, Docker containers are typically
launched with a default Seccomp policy, which disables only 44 syscalls
out of more than 300+ allowed (Docker Docs, 2023), and a default set
of capabilities (specifically 14) (Docker run reference, 2023). However,
in both cases, users can define custom policies.

Need for restricting both syscalls and capabilities. While Seccomp
is a powerful tool for restricting syscalls in containerized environments,
it alone is insufficient to define fine-grained policies that fully protect
the host OS kernel. For example, allowing the socket syscall-essential
for many network applications—can expose the system to attacks if a

2 All our code is available at the following link: https://github.com/
haney1357/BeaCon.git
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Table 1
System event variation in Nginx and Redis containers caused by different
configuration/workload.

Image  Docker Options/Workload = Additional System Events

redis --init rt_sigtimedwait, setpgid
NET_BIND_SERVICE

fsync, fdatasync, fadvise64

nginx --network host
redis Read & Write

redis Bulk Read & Write writev, shutdown, sync_file_range

compromised container creates raw sockets to target neighboring con-
tainers (Nam et al., 2020). Simply disallowing the socket syscall could
mitigate this risk, but would also break functionality for many legitimate
containers. A more precise alternative is to revoke the CAP_NET_RAW
capability, which is specifically required to create raw sockets. This
example underscores the importance of considering both syscalls and
capabilities for effective policy enforcement. However, most existing so-
lutions® (Lei et al., 2017; Pancholi et al., 2022; Podman, 2024; Sysdig
- Profiling, 2024; Ghavamnia et al., 2020; Canella et al., 2021; DeMari-
nis et al., 2020; Blair et al., 2023; Zhan et al., 2022) focus solely on
syscalls, highlighting the need for an approach that can automatically
and accurately identify the full set of syscalls and capabilities required
by a container.

Need for environment-aware container profiling. Existing dynamic
analysis-based solutions (Lei et al., 2017; Pancholi et al., 2022; Pod-
man, 2024; Sysdig - Profiling, 2024) suffer from limited coverage be-
cause they fail to capture system events triggered by environments* that
are not exercised during the profiling phase. This limitation is particu-
larly evident in applications with infrequently executed code paths (e.g.,
error-handling routines) or dynamic behavior (e.g., under specific work-
loads or high traffic). As a result, many such behaviors go undetected,
creating blind spots in system event analysis. To demonstrate this, we
analyze how environments elicit additional system events in “redis” and
“nginx” containers. Table 1 summarizes the additional syscalls and capa-
bilities observed under two Docker options and two workload profiles:

o Init process (--init): Many orchestrations inject a tiny init (e.g.,
tini) to reap zombies and forward signals. It creates a new pro-
cess group (setpgid) and waits for signals (rt_sigtimedwait). If a
seccomp profile without these syscalls, the container fails at startup
with an error message: Operation not permitted.

e Binding privileged ports (--network host): Binding to ports less
than 1024 is privileged and requires CAP_NET_BIND_SERVICE. As Ng-
inx is built to expose port 80 in default, letting container to use
the host network results binding to port 80. The consequences of
dropping CAP_NET_BIND_SERVICE cause a permission denied error
in bind syscall.

¢ Ordinary read & write workload: In default, Redis turns on persis-
tence, which activates the file-persistence path such as sync to disk,
advise access pattern. When Redis receives workload, it begins to
synchronize data to the disk, which fail with the message, "Operation
not permitted", if the syscalls such as fsync, fdatasync, fadvise64
are blocked.

Bulk/pipelined writes: Large and pipelined writes trigger vectored

I/0 (writev) and explicit socket teardown (shutdown). If these are

omitted, bulk insert degrades or fails.

These system event differences are not rare corner cases; they are
driven by common deployment choices (init, port) and load shapes. A
policy that is correct in a single configuration can crash or silently de-

3 Refer to Section 7 for a detailed comparison with existing work.

4 In this paper, we define the term environment as the set of external factors
that influence container behavior and, consequently, the system events it in-
vokes.
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grade in another. This motivates our design of sweeping representative
options and workloads (Section 4.1) to explicitly emulate environments.

Need for balancing security and functionality. As shown in the
arangodb container example, selecting which syscalls to include in se-
curity policies is straightforward in some cases: syscalls that are never
invoked can be safely excluded, while those consistently used are nec-
essary for maintaining functionality. The challenge arises with syscalls
that are invoked only sporadically in specific environments, where the
decision to include or exclude them is neither trivial nor universally ap-
plicable. Including such infrequent syscalls may unnecessarily expand
the attack surface, as noted in static analysis-based solutions (Ghavam-
nia et al., 2020), whereas excluding them can lead to container failures
or degraded functionality, a known issue in dynamic analysis-based ap-
proaches that capture only a limited set of system events (Lei et al.,
2017). Addressing this trade-off requires application-specific decisions
that carefully weigh security risks against functional requirements for
each system event.

3. Threat model and assumptions

Threat model. We consider adversaries who have gained access to a
container, typically by exploiting a vulnerability in the container appli-
cation, although the specific method is beyond the scope of this docu-
ment. Studies (Shu et al., 2017; Liu et al., 2020) have shown that many
container images in public repositories, such as Docker Hub, including
popular ones downloaded millions of times, contain critical vulnerabili-
ties that often remain unpatched for extended periods. Once inside, the
goal of adversaries is to escape the container’s isolation to compromise
co-resident containers or gain elevated privileges on the host system,
similar to the lateral movement or malware propagation (Yu et al., 2014;
Matta et al., 2018; Karyotis and Papavassiliou, 2015). Achieving this
typically involves exploiting a kernel vulnerability (Lin et al., 2018), for
which the adversary can abuse any privileges granted to the container.
Thus, the broader the container-kernel interface (i.e., the more syscalls
allowed), the larger the attack surface, increasing the likelihood of find-
ing and exploiting a kernel vulnerability.

Assumptions. We assume that containers are executed without root
privileges and are properly isolated using standard OS-level security
mechanisms provided by the Linux kernel (e.g., cgroups (Cgroups, 7)
and namespaces (namespaces, 7)), which are common practices in con-
tainerized environments. Our primary assumption is that container im-
ages are not compromised when pulled from image repositories. This is
reasonable, as cloud providers typically employ security scanning tools
to detect vulnerabilities before deployment (Aqua, 2025). This assump-
tion ensures that containers remain uncompromised during our offline
profiling phase (Section 4), and thus, no attacks are performed during
this stage. We further assume that reducing the attack surface of operat-
ing system (e.g., Ubuntu) and language runtime (e.g., Python) container
images is not feasible. These base images are not intended to directly
support specific service workloads but rather serve as foundations for
building application-specific containers. In practice, tenants typically
deploy customized images derived from these bases, rather than using
them directly. Therefore, we exclude such base images from the set of
target containers in our study.

4. BeaCon design

The goal of BEACON is to enable cloud providers to automati-
cally identify which system calls and capabilities should be allowed or
blocked during container execution, ensuring security without compro-
mising functionality.

Design rationale. BEACON is designed based on three principles:
portability, observability, and low operator friction. First, we target
seccomp-BPF and Linux capabilities because these controls are uni-
versally supported across OCI runtimes/Kubernetes and map directly
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Fig. 1. Architecture of BEACON.

to runtime-observable signals (syscalls at sys_enter, capability checks
via cap_capable). This enables quantifying coverage and tune policies
without deployment-specific labeling or device rules. Second, we intro-
duce environment emulation as an explicit step: BEACON systematically
varies common container deployment options and workloads, so that
environment-conditioned events are triggered and captured. Third, we
formulate policy synthesis as a dual-criteria selection (functionality vs.
security) with operator-tunable scores, yielding a frontier of policies
rather than a single fixed profile. Compared to prior static allow-list
generators, BEACON’s contribution is the environment-aware discovery
and tunable synthesis pipeline that (i) recovers rarely triggered but nec-
essary events, (ii) exposes transparent trade-offs, and (iii) requires no
application code access or MAC/device policies.

Overview. BEACON consists of three main components: (i) the Emulation
Agent, (ii) the Monitoring Agent, and (iii) the Decision Agent (see Fig. 1).
The overall procedure unfolds as follows. As a preliminary step, the Em-
ulation Agent builds an Option and Workload database, which is used to
emulate diverse container environments. (1) Leveraging the container
engine, the Emulation Agent executes the target container image us-
ing configuration options stored in the Option DB. It then applies work-
loads from the Workload DB using YCSB, a benchmarking tool equipped
with various client types for generating API requests. This process is re-
peated for each combination of options and workloads. (2) The Mon-
itoring Agent observes the system events generated by each emulated
container using eBPF and stores the collected data in the Event DB.
(3) Next, the Decision Agent gathers security and functionality scores
provided by both the cloud provider and tenants. (4) Using the system
events stored in the Event DB along with the provided scores, the Deci-
sion Agent generates security policies that allow only the system events
consistently observed across environments and satisfy the specified se-
curity and functionality constraints.

Online and offline phase. At first glance, BEACON could be designed to
operate entirely online, profiling containers immediately upon receiving
arequest to start them. However, the profiling phase in BEACON requires
running containers multiple times—each under a different environment—
and collecting system events over several minutes per run. For instance,
if a cloud provider considers 10 different environments and monitors
each for 5 minutes, the total profiling time quickly adds up. In prac-
tice, the monitoring duration may be longer, and many containers may
need to be profiled simultaneously. This introduces significant latency,
which can hinder the fast startup times expected in containerized en-
vironments. To address this, BEACON adopts a two-phase approach: an
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offline phase and an online phase. In the offline phase, BEACON executes
containers across both generated and user-defined environments, col-
lecting and storing the resulting system event data. This pre-collected
information enables fast, informed policy decisions in the online phase,
where container profiles are applied in real-world deployment scenarios
with minimal delay. The remainder of this section introduces the design
details of BEACON.

4.1. Container environment emulation

The Emulation Agent is responsible for generating a set of environ-
ments that containers are likely to encounter and executing the con-
tainerized application under each environment, one at a time. Ideally,
constructing such environments would benefit from a deep understand-
ing of the application’s internal behavior, including how it is launched
and how end users interact with it. However, this is impractical in real-
world settings due to the vast number and diversity of containerized
applications, the complexity of their implementations, and the fact that
their source code is often unavailable to cloud providers.

To overcome this limitation, BEACON adopts a black-box approach
that does not rely on prior knowledge of application internals. It em-
ulates execution environments by replicating key external factors that
influence container behavior. In particular, it focuses on two critical di-
mensions: (i) Docker command options specified at container initializa-
tion, and (ii) workloads applied during runtime. This focus is motivated
by the observation that these two factors have a significant impact on
how containers behave in practice. As illustrated in the upper left of
Fig. 1, BEACON maintains two dedicated databases to support environ-
ment emulation—one for storing Docker command options supported by
each container, and another for capturing representative workloads.

Container runtime options database. BEACON constructs and main-
tains a database of valid Docker command options for each container,
along with their observed impact on the system events generated during
execution. To build this database, we first gathered information about
existing Docker options, including their types and the range of permissi-
ble values. This step is critical, as omitting it would lead the Emulation
Agent to generate invalid Docker commands. We excluded five options
related to security enforcement or informational help (e.g., cap-add,
cap-drop, and help) as they are either outside the scope of emulation or
not meaningful for behavior profiling. While creating this database, we
observed that the current classification of Docker option types (Docker
run reference, 2023) is not sufficiently expressive. This limitation stems
from the fact that the official documentation is not written in a fully
formal or structured format, making it difficult to accurately infer valid
values and types for each option.

Defining formal syntax for container options. To address the lim-
itations of informal documentation, we developed a formal syntax to
define container options, explicitly specifying their types and permis-
sible value ranges. For example, we introduced a new type, <U18>, for
the cpu-shares option, which was previously labeled merely as an “in-
teger” with a vaguely defined lower bound of 2 (Docker run reference,
2023). To determine the upper bound, we incrementally tested powers
of two, starting from 2! up to 232, stopping when the container failed
to launch. The container failed at 2'%, indicating that the value must
be an unsigned integer less than 2!8. Another example involves options
that accept compound types, such as memory, which is documented as
bytes but accepts a numeric value optionally followed by a unit suffix
(e.g., bytes, kilobytes, megabytes, or gigabytes). We formally defined
it as <U32>["b"|"k"|"m" | "g"], meaning it accepts any positive inte-
ger less than 2%? followed by one of the specified unit characters. This
formal representation ensures that each option’s value space is finite,
enabling BEACON to randomly generate and mutate values while main-
taining syntactic validity and ensuring comprehensive coverage. A sum-
mary of the formal syntax is presented in Table 2, and additional details
are provided in our supplementary material (BeaCon, 2025).
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Table 2
Formal syntax of Docker command options as defined by BEACON.

Name Type Formal Syntax
attach list <List>:( "stdin" | "stdout" | "stderr")
detach bool <Bool>
tty bool <Bool>
interactive bool <Bool>
stop-signal string <Signals>
health-retries int <U32>
publish list <List>:
(<Continuous_range>: (0, U16) ":""
<Continuous_range>: (0, U16)
/" ("tep" | "udp™)1)
pids-limit int n_qn | <U22>
memory bytes <U32> [("n" | "k" | "m" | "g")]
memory-swap bytes <U32>

memory-reservation  bytes <U32>
kernel-memory bytes <U32>

cpu-shares int <U18>

cpu-period int (1000, 1000000)

stop-timeout int <U32>

volume list <List>: ([<HVPath>":""]
<CVPath>[":"[‘‘ro" | "rw"]])

oom-score-adj int <I11>

shm-size bytes <U32>

Workloads database. In addition to maintaining a database of valid
Docker options and their effects on container behavior, BEACON also
constructs and maintains a database of representative workloads. It dis-
tinguishes between two main types of container workloads: (i) those
with common and standardized APIs (e.g., typical operations in a
database), and (ii) those with custom APIs (e.g., HTTP RESTful APIs ex-
posed to end users). In both cases, there are multiple ways for the Emula-
tion Agent to identify relevant workloads to test. One approach is for ten-
ants to provide the workloads directly—especially valuable when dealing
with containers exposing custom APIs. Alternatively, cloud providers
can reuse real-world workloads observed from pre-released containers.
Given that providers already operate large numbers of containers in pro-
duction, they can intercept traffic between containers and clients, ex-
tract the exchanged message streams, and reuse these as representative
workloads. Finally, cloud providers can leverage existing benchmarking
tools to artificially generate workloads. Although these tools are primar-
ily designed to evaluate container performance, they are highly effective
at triggering diverse execution paths and behaviors that might otherwise
be difficult to observe.

4.2. Environment emulation heuristics

Ideally, BEACON would emulate all possible combinations of con-
tainer environments to ensure comprehensive coverage. However, this
approach incurs substantial computational and storage overhead, mak-
ing it impractical at scale. To address this, we design heuristics that
reduce the profiling space by selectively limiting the number of envi-
ronment combinations in which each container must be executed, while
still preserving profiling effectiveness.

Randomized testing environment mutation. The Emulating Agent se-
lects values for options or workloads to emulate a container environ-
ment, repeatedly generating environments with varying option values
or workloads to observe the container’s behavior under diverse config-
urations. However, the vast range of possible values for some options,
particularly integer types like <U32> with billions of potential values,
makes exhaustive testing impractical. To address this, we propose a
random mutation algorithm, detailed in Algorithm 1, which heuristi-
cally explores option values that may trigger system events unique to
containers, inspired by fuzzing techniques. The algorithm’s goal is to
efficiently navigate the environment space, enabling the discovery of
additional system events while strategically mutating option values. To
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Algorithm 1: Option value mutation.

Input: The target environment env,

The minimum option value v,,;,,

The maximum option value v,,,,,

A scaling factor for adjusting the step size r,
The initial step size step,,;;,

The maximum number of iterations it,,,,.,

The probability of resetting the option value p
Output: A set of recorded system events E

v « random(v,,;,, Upax)
step « step;,;

<5

« 10

tbaxe,[ower

tbaxe_upper
A« 0.03

E <0
it<0
for v < v, and it < it ,,
E’ < monitor (env, v)
X e—ixit
X e—AX[I

do

O 0 N O U A W N =

—_
(=]

tlower « tbase_[ower

tupper < tbase_upper
if |[E' — E| < t;,,,, then
L step < step X r X (1 + normal(u, o))

-
w N o=

14 else if |E’ - E| > 1, then
15 L step < step/r
16 U« U+ step

17 if random(0, 1) < p then
18 L v « random(Vin» Umax)

19 E<« EUE’
20 it —it+1

achieve this, it dynamically adjusts the step size for mutating an option
value based on the number of new system events observed.

The algorithm begins by randomly selecting an initial option value
v from the range between the minimum v_;, and the maximum v,
(line 1). These bounds, v, and v,,,,, are derived from Table 2 which
documents the range of valid values for each option. It then repeatedly
mutates the value v to explore new configurations and monitors a new
system event set E’ (lines 8-9). At each iteration, the algorithm calcu-
lates the upper threshold ¢, and lower threshold 7,,,,,,, with the values
decaying exponentially as the iteration iz progresses (lines 9-11). These
thresholds determine the next step size based on the number of new
system events, denoted as |E’ — E|. If the number is below the lower
threshold, the step size is increased using a scaling factor and a Gaus-
sian perturbation to prioritize exploring further values (lines 12-13).
Conversely, if the difference in system events exceeds the upper thresh-
old, the step size is reduced, as the current step size is likely too wide
to identify meaningful values (lines 14-15). The algorithm mutates the
option value based on the current value and step size (line 16).

To avoid biased exploration caused by initial option value, the algo-
rithm randomly resets the value with a predefined probability p (lines
17-18). This random reset encourages broader exploration of the option
space. The random mutation continues until the option value v exceeds
the valid range or the iteration count reaches predefined limit (line 8).
By employing this algorithm, the Emulating Agent efficiently explores a
wide range of integer-type option values while limiting the number of
tests to a practical size. This approach ensures the discovery of meaning-
ful configurations that can invoke system events not observed in other
environments, enabling comprehensive testing of container behavior.

Optimization for reducing emulation space. Despite the use of our
algorithm described above, the vast number of possible environment
combinations (e.g., Docker command options and workloads) presents a
significant scalability challenge for BEACON. Exhaustively emulating all
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Fig. 2. Container event monitoring architecture in BEACON. System calls are
intercepted using sys_enter with Tracepoints, and capabilities are captured
using cap_capable with Kprobes.

combinations is computationally infeasible due to the large emulation
space and time requirements. To address this, we propose an optimiza-
tion strategy based on the following rationale: suppose the system event
sets E; and E; have been profiled for environments i and j, respectively.
Our goal is to estimate the system event set E, for a new environment
k. If environment k combines attributes from both i and j (where i # j),
we infer that E; = E; U E;, eliminating the need to emulate k directly.
This inference-based approach enables BEACON to efficiently generate
comprehensive security policies without executing or storing data for ev-
ery possible container-environment combination. The feasibility of this
method is demonstrated in Section 5.3.

4.3. Container event monitoring

The Monitoring Agent executes the container multiple times, apply-
ing each environment generated by the Emulation Agent one at a time.
For each environment, it collects the system calls invoked and the ca-
pabilities requested by the container. To achieve this, we leverage ex-
tended Berkeley Packet Filter (eBPF) (eBPF, 2023), which enables the
Monitoring Agent to be triggered by predefined events such as system
calls or network activity. These events are captured using Linux kernel
probes like Kprobes and Tracepoints. BEACON utilizes these eBPF fea-
tures to extract detailed information about the syscalls and capabilities
requested during container execution.

Configuring tracing. To begin with, we define four Tracepoint probes
to monitor the occurrences of four syscalls, namely unshare, seccomp,
prctl, capset. The reason why we attach a probe to the unshare syscall
is because it is invoked when a namespace is created. Since each time a
new container is executed a namespace is created that is associated with
it, we use this syscall as a reference point to detect the launch of a new
container. The remaining probes are used to detect the exact moment
when the container becomes controlled by the Seccomp and capabilities
Linux mechanisms. Before this, containers can generate certain system
events but these should not be considered in the security policy gen-
eration. In addition to the previous, we defined two additional probes,
sys_enter and Kprobe (attached to cap_capable), respectively, in or-
der to monitor all syscalls and capabilities requested by the container-
ized application. Finally, due to the volatility of local variables in probe
controller logic that cannot be accessed from other probes, we created
an eBPF hash map where keys are namespaces representing only con-
tainers and values. The values consist of two flags, seccomp_flag and
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capability_flag, indicating the state of the container, and two bitmaps
for storing the requested capabilities and syscalls.

Monitoring system events. Once the eBPF program starts running,
the defined probes capture all system events, waiting for an incom-
ing unshare syscall. Upon this syscall, the eBPF program extracts the
namespaces from the originating process, then creates a new entry in
the eBPF hash map with a namespace key. The flags seccomp_flag and
capability_flag are set to “False”, and the bitmaps are set to 0. The
eBPF program then waits for prctl or seccomp syscalls and changes
the state of the flags from False to True when these syscalls are re-
ceived. From this point onward, the eBPF program begins marking the
syscalls and capabilities perceived by sys_enter of Tracepoints and
cap_capable of Kprobes into the hash map, respectively, as illustrated
in Fig. 2. The Monitoring Agent ignores all syscalls that originate from
namespaces that do not match the namespace of the container being
monitored.

4.4. Container policy decision

The Decision Agent determines an appropriate policy based on the
collected system events, while balancing the container’s security and
functionality. As discussed, this process is non-trivial and must account
for the specific risk and operational requirements of cloud providers or
tenants.

Security and functionality scores. To support this trade-off, we in-
troduce a quantitative framework consisting of a security score and a
functionality score. These scores enable cloud providers or tenants to
customize policies that align with their security and availability require-
ments.

The security score S3°° for a container c is defined as:

CV . SS(e)
S =1 -max —5—
where CV SS(e) denotes the highest CVSS (Common Vulnerability Scor-
ing System) value among the Linux kernel CVEs (Common Vulnerabili-
ties and Exposures) (CVE, 2023) associated with system event e € E, and
E is the set of system events (i.e., system calls or capabilities) granted
in the policy. The score is normalized by dividing the CVSS value by
10, reflecting its original range of O to 10. This formulation captures the
worst-case severity among the allowed events, serving to highlight risky
events-not to blindly block them.

The use of CVSS offers several benefits: it provides access to a com-
prehensive history of known vulnerabilities through CVEs, employs
a standardized language for linking vulnerabilities to specific system
events, and uses a well-established framework for quantifying risk. Fol-
lowing the methodology of Confine (Ghavamnia et al., 2020), the Deci-
sion Agent maps Linux kernel CVEs to system events observed in each
container. Nonetheless, this method cannot account for zero-day ex-
ploits, which lack CVSS scores and therefore remain unassessed (see
Section 6). Our goal, however, is to proactively reduce the container’s
attack surface by leveraging historical vulnerability data to assess and
prioritize risk.

The functionality score Sf““c is defined as:

(€8]

{x € X | E,(x) C E}|
[X]
where E!(x) denotes the set of system events triggered when the exter-
nal environment x € X is applied to container c. This score measures
the proportion of environments in which the container can operate nor-
mally under the given policy E, serving as an approximation of runtime
coverage. To compute this score, the Decision Agent uses data collected
by the Monitoring Agent, which captures the frequency of system events
observed during container execution across diverse environments. This
enables the system to identify rarely used but essential events and avoid
overly restrictive policies that might compromise container functional-

ity.

sfune(p)y = 2
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Policy generation. The security score ensures that the policy excludes
system events associated with CVEs whose CVSS scores exceed the
threshold specified by the cloud provider. To reflect this in policy gen-
eration, the Decision Agent examines all system events observed by
the Monitoring Agent, considering their associated vulnerabilities, ex-
ploitability, and CVSS scores. It then includes only those events whose
CVSS values are below the specified threshold, thereby ensuring that the
container is not exposed to vulnerabilities deemed more severe than the
acceptable risk level.

The security and functionality scores act as guiding metrics for de-
termining which system events to include in the final policy. As illus-
trated in the lower right portion of Fig. 1, the Decision Agent generates
the policy based on system events collected from each environment.
Events that are never observed in any environment are excluded by de-
fault, while those consistently observed are unconditionally included.
For events that appear sporadically, the Decision Agent evaluates their
inclusion by checking whether the resulting policy satisfies both the se-
curity and functionality thresholds. If no such policy can be generated
under the given constraints, BEACON reports the failure and prompts
the user to revise the thresholds.

5. Evaluation

In this section, we evaluate the effectiveness of BEACON in generat-
ing policies that are accurate, secure, and lightweight. Our evaluation
is guided by the following key questions:

¢ Q1. Can the environments emulated by BEACON help uncover addi-
tional system events? (Section 5.2)

e Q2. Do BEACON’s emulation heuristics reduce the profiling space?
(Section 5.3)

¢ Q3. Can functionality and security scores assist in policy fine-tuning?
(Section 5.5)

¢ Q4. What is the performance overhead of BEACON’s event monitor-
ing in containers? (Section 5.4)

¢ Q5. How does BEACON compare to static analysis-based solutions in
reducing attack surfaces? (Section 5.6)

e Q6. Is BEACON effective in protecting containers against known at-
tacks? (Sections 5.7 and 5.8)

5.1. Experimental setup

Implementation. We implemented a full-fledged prototype of BEACON
with 1320 lines of Python code for the Emulation and Decision Agent.
For the Monitoring Agent, we employed the BPF Compiler Collection
(BCC) tool-chain, a Python framework that simplifies writing eBPF pro-
grams (GitHub, 2023). We developed eBPF programs for the Monitoring
Agent with 170 lines of C code. All our experiments were conducted on
a server with a 4-core Intel i5-6600K 3.50 GHz CPU and 16GB of RAM.
We used Ubuntu 20.04.3 LTS with the Linux kernel v5.4.0-89 and the
Docker Engine v20.10.11.

Dataset. We collected 178 Docker container images from Docker
Hub (Docker Hub, 2023), a publicly available repository that hosts con-
tainer images from various providers. To ensure the successful execution
of containers, we developed a crawler specifically design to collect “of-
ficial” images maintained by Docker. We then filtered out unsupported
containers by examining their tag (i.e., container image version) and
selected those that were compatible with our testbed running the Linux
AMDG64 architecture. From the collected images, 11 containers were not
compatible with our environment, so we ended up using 167 container
images in our experiments (unless specified otherwise in a given exper-
iment).

Workload generation. We utilized the widely recognized YCSB bench-
mark framework (Cooper, 2010) to evaluate container behavior under
scenarios that are challenging to replicate outside real-world environ-
ments. YCSB provides multiple client instances tailored for database-
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Table 3

YCSB properties used to generate 8 different workloads. The table includes the
types of operations performed by each workload, query properties (specifically
relevant to RDBs), and the thread count, which enables concurrent requests from
multiple threads.

Operation Count Query Properties

Index Thread Count

Read  Update  Scan Insert Delete  Count  Length

wi 1K 0 0 1K 0 10 100 1
W, 0 1K 0 1K 0 10 100 1
w; 0 0 1K 1K 0 10 100 1
W, 0 0 0 1K 0 10 100 1
Ws 0 0 0 1K 1K 10 100 1
We 1K 0 0 1K 0 500 100 1
w; 1K 0 0 1K 0 10 10K 1
Wy 1K 0 0 1K 0 10 100 500

type containers® and a generic REST-API client instance for web server-
type containers. In addition to the client instances offered by YCSB,
we developed custom database client instances for unsupported official
database-type containers. YCSB supports common database operations
such as read, update, scan, insert, and delete, and facilitates workload
generation for web server containers using REST-API methods like GET,
POST, and PUT. To evaluate the impact of workloads on container pro-
filing, we defined specific workloads and configured their properties in
YCSB. Table 3 provides a detailed description of the properties used in
the eight workloads (W,-W;), which were designed based on three key
properties commonly encountered during the container lifecycle:

¢ Operation types: We included all available operations supported by
YCSB, namely, Read, Update, Scan, Insert, and Delete. Each opera-
tion request consisted of 1000 operations, which is approximately
the maximum allowed by YCSB. This high number of operations
aimed to exert extreme load on the containerized applications.

e Query record properties: The workloads encompassed varying
types of data in client requests. For this purpose, we set different
values for field count and field length. The default value of Field
Count and Field Length were 10 and 100 respectively. Additionally,
we used larger values of 500 and 10,000 for field count and length
which are also close to the maximum supported by YCSB.

e Thread count: The final workload was designed to simulate a high
load scenario where a large number of clients simultaneously ac-
cessed the container. To achieve this, we utilized 500 threads to send
requests concurrently.

Scope and generality. We use YCSB to drive server-class images
(databases, web, content-management-system (CMS), API management)
because it provides a repeatable harness for automation. Note that this
reflects evaluation practicality, not a methodological constraint. BEA-
CON is container-type agnostic; it only requires observable execution
such as HTTP requests, CLI scripts, or replayed traces, after which the
same eBPF monitor and policy generator apply unchanged.

Applicability beyond DB/Web. To justify the use of YCSB, we sur-
veyed 167 container images across 13 categories and found that 94
images expose network ports by default (See Table 4). Of those port-
exposed images, about 69% (65/94) fall into server-style categories
(database-and-storage, web-servers, content-management-systems, API-
management, message-queues, monitoring-and-observability, and net-
working). Databases and web servers account for 55 % (36/65) of server-
style categories. For non-DB/non-web containers, BEACON uses the
same interface but swaps the workload source: (i) an HTTP/REST for
API services and CMS, (ii) scripted commands for batch/CLI tools (run-
ning entrypoint commands or test suites); and (iii) trace-ingest mode

5 Currently supported database containers include: Aerospike, ArangoDB,
Cassandra, Couchbase, Elasticsearch, Memcached, MongoDB, OrientDB, Post-
greSQL, Redis, and ZooKeeper.
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Table 4
Survey of 167 container images across 13 categories (left: count per cate-
gory; right: images that expose at least one port by default.

Category Number of images Number of exposed images
data-science 5 2
security 2 1
api-management 3 3
message-queues 5 5
databases-and-storage 25 25
web-servers 12 11
developer-tools 8 3
networking 1 1
languages-and-frameworks 34 4
monitoring-and-observability 7 7
content-management-system 14 14
operating-systems 17 0
integration-and-delivery 1 1
Uncategorized 33 17
Sum 167 94
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Fig. 3. The number of syscalls observed without Docker options applied (base-
line) compared to those recorded when all tested options are enabled using BEA-
CON.

that profiles a container while replaying tenant-provided traces or pro-
duction traffic. In all cases, BEACON’s environment emulation (ports,
init, volumes, read-only filesystems, etc.) remains applicable, and pol-
icy generation is unchanged.

5.2. Effectiveness of environment emulation

We evaluated whether our environment emulation (Section 4.1) ef-
fectively enhances dynamic analysis by uncovering a broader set of sys-
tem events from each container.

Container options. We examined whether various Docker command
options, as emulated by BEACON, influence the privileges required by
containers. The options tested were: (i) --interactive, (ii) --tty, (iii)
--detach, (iv) --init, (v) --network, (vi) --publish-all, (vii) --
cpus, (viii) ~-memory, (ix) --hostname, and (x) --stop-timeout, iden-
tified as popular choices based on our Docker Hub survey. For each run,
we collected the system events generated by the container and calcu-
lated the number of syscalls invoked under two conditions: (i) without
any options (i.e., baseline) and (ii) with all tested options using BEA-
CoN. Fig. 3 illustrates the impact of these options on the number of
syscalls triggered by 15 container images, selected for clarity from the
167 images tested. These 15 images invoked at least six additional dis-
tinct syscalls, demonstrating that BEACON enables the discovery of ap-
proximately 11 % more syscalls. Across all 167 images, 51 % (85 im-
ages) invoked at least 5% more syscalls when options were applied, and
6 % (10 images) required over 20 % additional capabilities with certain
options.
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Fig. 4. The number of syscalls observed without a workload (baseline) compared
to those recorded under workloads generated by BEACON.

Workloads. We conducted a similar experiment to evaluate the effect of
different workloads on the system events generated by containers dur-
ing execution. For this purpose, we selected 71 official Docker container
images compatible with the YCSB benchmarking tool. As in the previous
experiment, we first ran each container and collected the system events
generated without any workload applied (i.e., baseline), then repeated
the process while applying eight distinct workloads using BEACON (as
defined in Table 3). Fig. 4 illustrates the number of syscalls recorded
for 15 container images, selected for clarity from the 71 images tested.
On average, these containers invoked 12 additional syscalls (a 22 % in-
crease) when subjected to workloads generated by BEACON. Across all
71 images, 39 % of containers (28 images) exhibited at least a 5% in-
crease in unique syscalls under varying workloads. Additionally, 4 % of
containers (3 images) required 10 % more capabilities when workloads
were applied.

5.3. Emulation space reduction via heuristics

We evaluated the effectiveness of BEACON’s heuristic in reducing
the search space for large-scale emulation environments (Section 4.2).
Specifically, we selected two Docker options (-it and --publish-all)
and two workloads targeting read and update operations, denoted as
01, 05, Wy, and w,, respectively. Among the available images, 64 official
containers were compatible with the selected configurations. By pairing
each container with six environments generated from all combinations
of these options and workloads, we formed a total of 384 container—
environment pairs.

We monitored the system events generated when each Docker option
or workload was applied individually (E(e), where e € {0}, 05, Wy, w,}),
and then again when two were applied together (E(e;, e,), where e, e, €
{01,0y,w;,w,}). To assess whether combined behavior can be inferred
from individual cases, we compared the union of individual event sets
(E(e)) U E(ey)) with the actual set observed from concurrent execu-
tion (E(e, e;)). In 62.5% of the 384 container—-environment pairs, the
two sets were identical (E(e;) U E(e,) = E(e;,e,)), and in the remain-
ing 37.5%, they differed by only one system call (|E(e;)U E(e,)| —
|E(e;,ey)| = 1). Across all cases, there were no differences in requested
capabilities. These results suggest that BEACON can accurately infer the
system event set of a complex environment by composing those from
simpler configurations, reducing the need for exhaustive emulation and
improving scalability.

5.4. Performance of event monitoring

We evaluated the cost of event monitoring by enabling only BEA-
CON’s eBPF pipeline (hooks on sys_enter/cap_capable, ring-buffer ex-
port, in-memory aggregation) and leaving the decision agent disabled.
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Fig. 7. CPU cost of event monitoring (normalized). Relative CPU usage (base-
line = 1.0) for the same scenarios as Fig. 6.

On two web servers (httpd, nginx) and two databases (Redis, Post-
greSQL), each executed with two mixed workloads (Both 5000 oper-
ations of Read and Write, Different field length: S=1KB, L=64KB).
Monitoring agent causes a small, consistent throughput reduction by an
average of 5.6 %, and relative CPU rises by 0.8-9 % (Figs. 6 and 7). The
log-scale throughput axis presents absolute differences between web and
DB visible, but the relative impact of monitoring remains similar across
images and payload sizes. This result indicates that the eBPF collection
path adds modest overhead regardless of container types and workloads.

5.5. Impact of security and functionality scores

To evaluate the impact of varying security and functionality scores
on generated policies (Section 4.4), we conducted a comparative anal-
ysis using three distinct specifications along the security-functionality
axis: Spec-1 (prioritize functionality; target security 0.0, functionality
1.0), Spec-2 (balanced; 0.5, 0.5), and Spec-3 (prioritize security; 0.7,
0.25). Each specification is instantiated with the same scoring formu-
lation, which loosens or tightens the CVSS-based exclusion and the re-
quired functionality threshold to meet the target scores. We evaluate 19
official images (17 databases + 2 web servers) selected from our cor-
pus and generate environments using the nine Docker options/workload
settings in Table 3.

Fig. 5 reports the policy size (number of allowed syscalls) for each
image under the three specifications. As the security target tightens from
Spec-1 to Spec-3, policy size decreases monotonically for every image,
i.e., stricter specifications yield smaller allowlists. The balanced Spec-2
consistently lands between the two extremes—shrinking policies relative
to Spec-1 while retaining substantially more functionality than Spec-3
by design (0.5vs. 0.25). In other words, BEACON’s synthesis is tunable:
operators are not forced to choose a fixed policy, but they can select a
middle ground that improves security without the sharp functionality
drop of the security-first extreme.

5.6. Comparison with static analysis

We evaluated whether BEACON outperforms static analysis-based
solutions—namely Chestnut (Canella et al., 2021), Sysfilter (DeMarinis
et al., 2020), and Confine (Ghavamnia et al., 2020)-in reducing the at-
tack surface. Note that we exclude dynamic-analysis-based approaches
such as Speaker (Lei et al., 2017) and Timeloops (Pancholi et al., 2022),
as they do not emulate external environments like BEACON. Ensuring
a fair comparison would require per-container workloads, which is a
key contribution of BEACON. We therefore focus our evaluation on
widely adopted static-analysis-based solutions. As a first step, we ex-
amined the applicability of these tools across all 167 container images
in our dataset. Only 54 images were compatible with all solutions, so
we restricted our evaluation to this subset. Our goal was to compare the
number of syscalls permitted by each static analysis-based tool and by
BEACON. However, because Chestnut and Sysfilter are designed for ana-
lyzing standalone binaries rather than containerized environments, they
were unable to directly identify the executables within containers. To
address this limitation, we extracted all ELF binaries executed during
container runtime and applied this list to both tools, thereby avoid-
ing dependency issues caused by shared libraries. After generating the
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Fig. 8. Comparison of the number of syscalls observed by previous solutions
and BEACON. A CDF curve located further to the right indicates a larger attack
surface, as more syscalls are allowed.

policies, we executed the containers with each policy in place to validate
their correctness.

Fig. 8 shows the cumulative distribution function (CDF) of the num-
ber of syscalls observed by each of the previous solutions and BEACON.
For a fair evaluation against static analysis approaches, we maximized
the functionality score in order to include every syscall observed dur-
ing environment emulation. Our experiments show that solutions using
static analysis significantly overestimate container privileges, being Sys-
filter the solution that produces tighter policies, and Confine the one that
gives the most privileges to containers. In about 80 % of the containers,
the policies that BEACON creates contain + 100 fewer syscalls than those
generated by Confine.

5.7. Mitigation of known vulnerabilities

To evaluate the security effectiveness of BEACON, we conducted an
analysis to measure how BEACON reduces the attack surface of the host
OS kernel. This measurement was performed by calculating the ratio
of mitigated containers among all container images examined. Table 5
shows the result of our analysis on container images with respect to
CVEs. The first column lists the CVE identifiers, while the second and
third column describe the capabilities and syscalls identified as attack
vectors associated with each CVE. To identify relevant attack vectors, we
manually collected and interpreted documentation on attack scenarios.
We then examined the security policies generated by Confine (Ghavam-
nia et al., 2020) and BEACON to determine whether these vulnerable
system events were allowed.

We generated security policies for 71 images® which were subjected
to workloads using YCSB, enabling us to evaluate the security effective-
ness when considering external environments using both BEACON and
Confine. The columns titled “Confine” and “BEACON” in Table 5 repre-
sent the number of container images secured by each mechanism out of
the total analyzed. Because BEACON’s security policies depend on bal-
ancing security and functionality, the number of secured containers is
shown separately. The “Sec.” column indicates the number of secured
containers when prioritizing security, while the “Func.” column repre-
sents the number secured when maximizing functionality.

BEACON demonstrates superior performance in terms of securing
containers. For example, in the case of CVE-2012-3375, Confine pre-
vents the vulnerability in 44 % of the containers, which represents the
best performance achieved by Confine. However, BEACON outperforms
this by successfully preventing the vulnerability in all 71 containers. On
the other hand, when dealing with CVE-2012-3511, which represents

6 We selected those 71 images because they can run in a headless manner,
which is essential for automatic policy generation in BEACON. Consequently,
we exclude images that require manual setup, credentials, or an orchestrator,
most of which were used in the Confine experiment.
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Table 5

Security evaluation of Confine and BEACON policies. Columns show CVEs, attack
vectors, and the number of containers protected by each policy. Sec. and Func.
refer to policies optimized for maximum security and functionality, respectively.

CVEs Attack Vectors Confine BEACON
Capability Syscalls Sec. Func.
CVE-2017-7308 NET_RAW socket 0/71 70/71 70/71
CVE-2017-5123 n/a waitid 60/71 71/71 71/71
CVE-2016-8655 NET_RAW socket, setsockopt 4/71 70/71 70/71
CVE-2016-0728 n/a keyctl 71/71 71/71 71/71
CVE-2014-9529 n/a keyctl 71/71 71/71 71/71
CVE-2015-8660 SYSADMIN  mount 3/71 67/71 70/71
CVE-2016-5195 n/a madvise 0/71 22/71 28/71
CVE-2019-11815 n/a clone, unshare 65/71 71/71 71/71
CVE-2013-1959 n/a write 0/71 0/71 0/71
CVE-2015-8543 NET_RAW socket 0/71 70/71 70/71
CVE-2017-17712 NET_RAW sendto, sendmsg 0/71 70/71 70/71
CVE-2018-14634 n/a waitid 60/71 71/71 71/71
CVE-2017-14954 n/a waitid 60/71 71/71 71/71
CVE-2014-5207 SYSADMIN  mount 3/71 67/71 70/71
CVE-2018-12233 n/a setxattr 10/71 70/71 70/71
CVE-2019-13272 PTRACE ptrace 71/71 71/71 71/71
CVE-2018-1000199 PTRACE ptrace 71/71 71/71 71/71
CVE-2014-4699 n/a fork, clone, ptrace 70/71 71/71 71/71
CVE-2014-7970 SYS_ADMIN pivot_root 70/71 67/71 71/71
CVE-2019-10125 n/a io_submit 71/71 71/71 71/71
CVE-2017-6001 n/a perf_event_open 71/71 71/71 71/71
CVE-2016-2383 SYS_ADMIN bpf 71/71 71/71 71/71
CVE-2018-11508 n/a adjtimex 64/71 71/71 71/71
CVE-2014-8133 n/a set_thread_area 71/71 71/71 71/71
CVE-2017-11176 n/a mq_notify 71/71 71/71 71/71
CVE-2014-9903 n/a sched_getattr 71/71 71/71 71/71
CVE-2010-3066 n/a io_submit 71/71 71/71 71/71
CVE-2011-1182 n/a rt_(tg)sigqueueinfo 71/71 71/71 71/71
CVE-2018-13053 n/a clock_nanosleep 69/71 71/71 71/71
CVE-2016-7911 n/a ioprio_get 71/71 71/71 71/71
CVE-2017-14954 n/a waitid 60/71 71/71 71/71
CVE-2017-5123 n/a waitid 60/71 71/71 71/71
CVE-2010-4250 n/a inotify_init1 45/71 71/71 71/71
CVE-2010-4083 n/a semctl 54/71 67/71 68/71
CVE-2019-9857 n/a inotify_add_watch 45/71 71/71 71/71
CVE-2009-0859 n/a shmetl 41/71 71/71 71/71
CVE-2010-4072 n/a shmetl 41/71 71/71 71/71
CVE-2015-7613 n/a (sem,msg,shm)get 63/71 66/71 71/71
CVE-2009-1961 n/a splice 24/71 71/71 71/71
CVE-2012-3375 n/a epoll_ctl 34/71 71/71 71/71
CVE-2016-4997 n/a setsockopt 4/71 7/71 8/71
CVE-2010-2478 n/a ioctl 0/71 0/71 5/71
CVE-2009-0745 n/a ioctl 0/71 0/71 5/71
CVE-2012-3511 n/a madvise 0/71 22/71 28/71
CVE-2017-18208 n/a madvise 0/71 22/71 28/71
Average Mitigation Ratio 60.5% 859%  60.47%

the worst performance of BEACON, it still secures 31 % to 39 % of the
containers, while Confine prevents only one. Overall, Confine achieves
a 58.6 % mitigation ratio on average, while BEACON achieves 85.3 %.
These results highlight BEACON’s ability to considerably reduce the at-
tack surface and mitigate realistic threats more effectively than Confine.
Furthermore, even the “Func.” policy of BEACON, which allows more
syscalls than the “Sec.” policy, can protect containers better than Con-
fine.

5.8. Security case studies

Although the idea of blocking specific syscalls to prevent container
exploits is well established, we present two case studies demonstrat-
ing how BEACON selectively enforces such restriction based on its
environment-aware dynamic profiling. Unlike prior solutions such as
Confine (Ghavamnia et al., 2020) and Speaker (Lei et al., 2017), which
often allow or deny syscalls indiscriminately, BEACON removes risky
sycalls or capability only when they are not required for observed func-
tionality. This describes how BEACON achieves strong security outcomes
while preserving availability.

5.8.1. (CVE-2016-5195) Dirty CoW
Dirty CoW (DirtyCow, 2016) is a widely known and serious vulnera-
bility that affected all Linux-based operating systems in 2018. It abuses
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11 /target; cat /target
—- 1 root root 43 Nov 18 16:39 /target
is original file with root privilege.
$ docker run -it -v /target:/target:ro \

--security-opt seccomp=/home/vm2/confine.json mem /bin/bash
root@ba9ca38f9dbd: /dirtycow-mem# ./dirtycow /target DIRTYCOW
root@68f98b224f1a: /dirtycow-mem# cat /target
DIRTYCOWoriginal file with root privilege.

(a) Attack succeeds with Confine’s policy.
-$ 11 /target; cat /target
1 root root 43 Nov 18 16:39 /target
iginal file with root privilege.
$ docker run -it -v /target:/target:ro \

security-opt seccomp=/home/vm2/beacon.json mem /bin/bash
root@8e687c8a357e: /dirtycow-mem# ./dirtyc@w /target DIRTYCOW
root@8e687c8a357e: /dirtycow-mem# cat /target
@ This is original file with root privilege.

(b) Attack is blocked with BEACON’s policy.

Fig. 9. File modification attack using Dirty CoW: (D the original target file con-
tent, @ Seccomp policies generated by Confine and BEACON, ) attack execu-
tion, and @ the target file content after the attack.

the Copy-On-Write (CoW) mechanism’ in the Linux kernel to turn a
read-only mapping into a writable one. In general, when performing a
write operation on read-only data, the Linux kernel creates a private
copy on memory and the write operation is executed in the latter. How-
ever, it has been found that adversaries can exploit a race condition to
write arbitrary contents into the read-only data. In particular, the core
idea behind this attack is to create two threads that invoke the madvise
and write syscalls, respectively, with the address of memory mapping,
where the first thread is responsible for repeatedly asking the Linux ker-
nel to free the private copy while the latter thread attempts to write data
by invoking the write syscall. The host on which the containers run uses
the Linux kernel v4.4.0 (Ubuntu 16.04).

File modification attack. By default, containers are not allowed to ac-
cess files in the host. In practice, some containers require the host to
share its files (e.g., Postgres, composer, Redmine and PHP containers
need to share the system file /etc/passwd for user authentication) by
mounting a host volume into the container’s file system. Although these
host files are typically shared with read-only permission, a malicious
container that leverages the Dirty CoW vulnerability could gain writing
privileges in the host-shared file.

To test the attack, we reproduced the Dirty CoW’s Proof of Concept
(PoC) (DirtyCow, 2016) and observed that it requires the invocation of
the following six syscalls: mmap, madvise, write, open, lseek, fstat.
As mmap, write, open, lseek, fstat are popular syscalls, we focused
on measuring how often BEACON includes the madvise syscall in the
policies it generates for containers.

BEACON excludes madvise syscall from the policy for 22 out of 71
official server containers that never invoke madvise syscall regardless of
their environment as described in Fig. 9(b). Consequently, any attemp
to invoke madvise at runtime would be blocked by Seccomp. On the
other hand, madvise is one of the syscalls allowed within Docker’s de-
fault policy, it will fail to prevent DirtyCow. We found that Confine also
fails to block madvise syscall as shown in Fig. 9(a) in all 71 contain-
ers except for the nat-streaming (Nats-streaming, 2023). In 6 containers
madvise appears only under specific environments where BEACON is ad-
justable: they include the syscall for improved functionality or exclude
it to enhance security.

5.8.2. (CVE-2020-14386) Raw-socket
CVE-2020-14386 (Paloalto Networks Unit 42, 2020) exploits the
packet handler in the Linux kernel by abusing the socket() and

7 The CoW is a technique for efficient memory management; the Linux kernel
creates the copy only when a write operation is requested.
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~$ docker run -it cve

(a) Attack succeeds with Confine and Speaker policies.

:~$ docker run -it $(cat CAPBeaconDrop) $(cat CAPBeaconAdd) cve
unning reproducer for CVE-2020-14386 in 5s - this may crash the node

/usr/bin/cve-2020-14386-wrap: line 6: /usr/bin/cve-2020-14386: Operaticn
not permitted
Reproducer failed!

(b) Attack is blocked with BEACON’s policy.

Fig. 10. Kernel panic attack exploiting the raw socket vulnerability: @ attack
execution and (2) system response.

setsockopt () syscalls to inject an abnormal value into a raw-socket
packet handler. An adversary can manipulate the ring buffer headroom
size (i.e., PACKET_RESERVE), which will affect the way packet headers
are parsed within the function. This causes overflow, resulting in mem-
ory corruption when accessing the remaining part of the packet. Note
that an adversary can abuse this vulnerability in most containers since
many container platforms typically allow to use of a raw-socket with
the CAP_NET_RAW capability (e.g., Docker).

Kernel panic attack. Adversaries within containers can exploit this vul-
nerability by injecting an arbitrary address into the raw-socket handler,
causing the kernel to enter an unexpected state. In our experiments,
we utilized a proof-of-concept (PoC) exploit (CVE-2020-14386, 2020)
targeting Linux kernel version 5.4.0 (Ubuntu 20.04). Since many con-
tainers legitimately invoke the socket and setsockopt system calls,
tools such as Confine and Speaker—which generate security policies
based solely on syscalls—are unable to block this type of attack. In
contrast, BEACON successfully mitigates the threat by removing the
CAP_NET_RAW capability from the container during policy generation.
As shown in Fig. 10(a) and (b), the syscall-only policies generated by
Confine and Speaker fail to prevent the attack, while the combined
syscall and capability-based policy produced by BEACON effectively
blocks it.

6. Discussion and limitations

In this section, we discuss the design considerations and limitations
of BEACON.

Dependency to workloads. The efficacy of BEACON hinges upon the
workloads provided by cloud providers, a common challenge to all
dynamic analysis-based solutions. While utilizing realistic workloads
sourced from cloud environments would be optimal, it often proves
unfeasible due to the difficulty of obtaining such data in a container-
agnostic manner (realistic workloads data is typically not publicly avail-
able) for our experiments. As a mitigation strategy, we leverage YCSB, a
versatile benchmarking tool whose parameters and profiling time can be
fine-tuned to simulate diverse workloads. However, given the general-
purpose nature of BEACON, it remains plausible to devise tailored poli-
cies aligned with cloud providers’ requirements by leveraging alterna-
tive benchmarking tools or real-world workloads.

Expanding policy generation to include other LSMs. Linux Se-
curity Modules (LSMs) such as AppArmor (AppArmor, 2025a) and
SELinux (SELinux Project, 2025) offer various security models, includ-
ing mandatory access control (MAC) for system resources like the file
system. While these LSMs and Seccomp filters are valuable tools for en-
hancing the Linux system security, their primary approaches are funda-
mentally different: Seccomp filters focus on controlling syscalls, whereas
LSMs primarily target file-based access control. Despite the distinct
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focus of BEACON on automatically generating security policies based on
dynamic analysis, it is crucial to recognize the complementary nature of
LSMs and our approach. BEACON and LSMs operate orthogonally, with
each addressing different aspects of system security. While BEACON pri-
marily focuses on generating policies for Seccomp filters, there is poten-
tial for expansion to include support for generating policies compatible
with other LSMs.

Including syscall parameters in policy generation. Cloud providers
have the capability to filter syscalls not only based on the syscall it-
self but also on its parameters, enabling the implementation of more
stringent security policies. However, BEACON’s design choice does not
incorporate syscall parameter filtering. This decision stems from the fact
that parameters such as process identifiers or file descriptors could vary
randomly with each container execution, resulting inconsistent policies.
While it is possible to improve by classifying the types of resources
pointed by each parameter, BEACON prioritizes efficiency in guiding the
balance between security and functionality. As illustrated in Fig. 5, even
without explicit consideration of syscall parameters, BEACON demon-
strates significant potential adjustments, highlighting the effectiveness
of our approach. Thus, while parameter consideration is important, it
falls outside the scope of our current work.

Balancing detection precision and recall. Auto-generated policies of-
ten involve a trade-off between detection precision and recall. A stricter
policy (high precision) may disrupt container operations by blocking
essential system events, whereas a more permissive policy (high recall)
risks allowing critical system events that could be exploited. Evaluating
precision and recall in this context, however, is inherently problematic
because the ground truth is defined by the cloud provider’s security pos-
ture and priorities. If a provider prioritizes security, BEACON must min-
imize the set of allowed system events, even at the expense of recall.
Given this variability, evaluating precision and recall as fixed metrics is
not meaningful for this work. Instead, we propose new metrics-security
and functionality scores-that dynamically adjust container privileges to
align with the cloud provider’s specific requirements. These scores pro-
vide a flexible framework for tailoring policies to balance security and
operational needs, rather than adhering to static precision and recall
evaluations.

Handling zero-day vulnerabilities. BEACON relies on the CVSS frame-
work to measure the security scores of containers. This reliance means
that if a container uses syscalls or capabilities associated with zero-day
vulnerabilities, for which CVSS scores are unavailable, accurate security
scoring becomes infeasible. However, the primary objective of BEACON
is to reduce the container’s attack surface by restricting privileges, not to
directly detect or defend against specific zero-day attacks. While CVSS
provides a reliable metric for evaluating the severity of known vulnera-
bilities, addressing zero-day vulnerabilities lies beyond the scope of this
work. Attempting to assess zero-day vulnerabilities without CVSS risks
inaccurately estimating their impact, potentially compromising the re-
liability of security evaluations.

7. Related work

In this section, we present existing solutions® for attack surface re-
duction based on the usage of dynamic and static analysis to automati-
cally retrieve the privileges used by an application. Next, we conduct an
in-depth analysis of the existing solutions and reveal their limitations to
motivate our work. We refer to Table 6 for the comparison.

Dynamic analysis-based solutions. Speaker (Lei et al., 2017) and
Timeloops (Pancholi et al., 2022) are the two state-of-the-art solutions
that rely on dynamic analysis to obtain the privileges needed by con-
tainers automatically. In the profiling phase of a container, Speaker

8 It is important to note that we also incorporate solutions that target general
Linux environments while our focus is solely on containers.
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creates two policies, one for the booting phase (which takes roughly
2 minutes) and one for the running phase. This is because behavior of
containers in these two phases are diverse and therefore require differ-
ent privilege. With Speaker, containers are first run with the profile for
the booting phase (which is typically more demanding in terms of re-
quired privileges), and after the booting phase is completed, the profile
is updated and those syscalls no longer needed are removed. On the con-
trary, Timeloops takes a completely different approach that is inspired
on the principle of least privileges. The authors propose to always start
with an empty permissions list. This way, every time the container in-
vokes syscalls that are not included in the policy, Timeloops evaluates
whether the syscall can trigger vulnerabilities, and based on that, de-
cides whether to add it to the policy.

Although these solutions are promising, they have notable limi-
tations. Speaker profiles containers without considering the environ-
ments they may encounter during actual execution, such as the influ-
ence of Docker parameters and workloads on container behavior and
the syscalls invoked. This oversight can result in policies that cause
container failures. Similarly, Timeloops lacks mechanisms to actively
analyze external factors that trigger behavioral variations, leading to
prolonged efforts to develop stable, error-free policies. While tools like
Podman (Podman, 2024) and Sysdig (Sysdig - Profiling, 2024) support
dynamic syscall profiling, they do not incorporate profiling capabilities
to address known vulnerabilities, which are critical for robust security
(see Sections 2 and 5.8).

Static analysis-based solutions. Other solutions apply static analysis
techniques to discover the privileges needed by applications. These solu-
tions can be divided into several categories depending on whether they
require access to the source code or the binary and whether they work
for any application or were designed for containers.

Confine (Ghavamnia et al., 2020) is the state-of-the-art solution in
applying static analysis techniques to containers to find the privileges
they need. From the source code of the containers, Confine identifies
all of its processes and library functions that they import, assigns li-
brary functions to system calls, and retrieves direct system call invo-
cations from previously identified processes and libraries. In a paral-
lel line of research, multiple static-based generic solutions have been
proposed (Canella et al., 2021; DeMarinis et al., 2020). These solutions
aim to automatically determine the privileges of generic applications
by creating a call graph that describes the possible control flows within
the application. Chestnut (Canella et al., 2021) offers a quick analysis
of both source code and binaries, generating Seccomp policies. Sysfil-
ter (DeMarinis et al., 2020) filters system calls on any Linux binary to
control which invocations are allowed.

Their main limitation is that identifying control flows from the con-
tainer source code or binary is extremely hard, and profiles without
knowledge of control flow are mostly overestimated. Also, some of these
solutions are incompatible with some container images. For example,
Kim et al. (2021) reported that it is difficult for Confine (Ghavam-
nia et al., 2020) to parse binaries that do not use the libc library for
syscall invocations. Similarly, Sysfilter (DeMarinis et al., 2020) does
not support containers that rely on Alpine as the underlying operat-
ing system while Chesnut cannot test all processes created inside a
container.

Hybrid solutions. Recently, several solutions have adopted both tech-
niques to generate more fine-grained security policies. The majority of
these approaches initially employ static analysis to extract syscalls, fol-
lowed by a verification process based on dynamic analysis to eliminate
overestimated ones. Decap (Hasan et al., 2022) performs an analysis of
Linux program source code to construct syscall-to-capability mappings,
which are refined via dynamic analysis. The mappings are utilized for
finding minimum capabilities of Linux programs. Sysverify (Zhan et al.,
2022), for example, leverages static analysis to obtain an overestimated
syscall list and prunes it by utilizing dynamic analysis-based verifica-
tion. uPolicyCraft (Blair et al., 2023) takes micro execution—a similar



H. Kang et al.

Table 6
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Comparison between BEACON and other state-of-the-art attack surface reduction solutions. (@ indicates that the solution satisfies the requirement

and O is used when the requirement is not fulfilled.)

Solutions Approach Container-specific ~ Syscall-aware  Capability-aware =~ Environment-aware  Policy-adjustable
Confine (Ghavamnia et al., 2020) Static @) [ ) O O O
Chestnut (Canella et al., 2021) Static O () O O O
Sysfilter (DeMarinis et al., 2020) Static O ] O O O
Speaker (Lei et al., 2017) Dynamic [ ] () O O O
Timeloops (Pancholi et al., 2022) Dynamic [ ) [ ] O O O
Podman (Podman, 2024) Dynamic [ () O O O
Sysdig (Sysdig - Profiling, 2024) Dynamic [} [ O O O
Decap (Hasan et al., 2022) Static & Dynamic O O [ ] O O
Sysverify (Zhan et al., 2022) Static & Dynamic O ) O O O
uPolicyCraft (Blair et al., 2023) Static & Dynamic () ) O [ ) @]
BEACON (our work) Dynamic ) ) [ ] [ [ ]

concept with symbolic execution—to generate a container’s effect graph
that describes how it is likely to behave. The graph is then utilized for
inspecting violations of running containers, comparing it with container
telemetry.

Although these hybrid solutions exhibit enhanced effectiveness com-
pared to static analysis-based methods, they still necessitate access to
the source code of containerized applications, which constitutes an
impractical assumption within cloud environments. Furthermore, hy-
brid solutions still concentrate on reducing the attack surface by focus-
ing solely on syscalls, thereby overlooking other critical factors such
as container-specific environments, capabilities, and the intentions of
cloud providers/tenants. In contrast, BEACON endeavors to address all
these requirements, as shown in Table 6.

8. Conclusion

This paper presents the design and implementation of a novel ap-
proach for the automated generation of intention awareness policies
suitable for containers. It is based on running containers and captur-
ing the system events they request using dynamic analysis coupled with
realistic environments. BEACON is lightweight, non-intrusive, and com-
patible with any server type of container image. Our security use-cases
demonstrate that BEACON efficiently reduces the attack surface, thus
preventing attacks from adversaries who exploit excessively granted
privileges. Additionally, our evaluation results indicate that it is cru-
cial to consider the environments under which containers are executed
in order to assign only the minimum privileges required to containers.
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