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Abstract—Blockchain data has become a popular subject in
studying various aspects of blockchains including the security
of underlying mechanisms. However, the main chain block data,
usually available from block explorer services, does not serve
as a sufficient source of transaction and block dynamics that
are only visible from a large-scale event measurement. In this
paper, the transaction and block arrival events of the two popular
public blockchains, i.e., Bitcoin and Ethereum, are measured
to investigate the hidden dynamics of blockchain networks. We
share our key findings and security implications including a false
universal assumption of previous mining related studies and an
invalid transaction propagation problem that can be exploited to
launch a Denial-of-Service attack on a network.

I. INTRODUCTION

Since the inception of Bitcoin — the first peer-to-peer dis-
tributed ledger system invented by Satoshi Nakamoto [36] — in
2009, many blockchain systems have undergone development
in the public. Ethereum [9] has started its mainnet in 2015
to enhance the vision of blockchain by featuring the idea of
smart contracts; it is recognized as the first decentralized com-
puting platform for decentralized applications (dApps). Public
blockchains have evolved afterwards to provide better privacy
[32], scalability [3], and financial service specialization [42].

Information recorded in blockchains, beyond their original
utility of being transaction ledgers, are publicly available
and commonly studied in the literature. For example, block
explorer services [4], [5], [7], [8], [17] have emerged to
provide transaction information stored in blockchains with
additional analytics and user-friendly interfaces. Similarly,
historical block and transaction data have become a popular
subject for not only economic aspects of cryptocurrencies such
as cryptocurrency abuse [29], anti-money laundering [34], and
monetary flow of businesses [30], but also to evaluate the
security of underlying mechanisms of blockchains [22], [23].

However, we claim that historical blockchain data is not
sufficient to evaluate many aspects of blockchain systems
such as blockchain forks, mining pool behavior, and revealing
potential DoS vectors in blockchain nodes; live measurement
of block and transaction arrival events is an indispensable
source that provides the full visibility of block and transaction
dynamics. Block explorer services, or simply querying a
locally stored blockchain database, that are popularly used in
previous studies, do not provide much richness in the way of
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block and transaction information besides what is recorded in
the main chain blocks.!

In this paper, we conduct in-depth analysis of block and
transaction arrival event measurement of the two popular
blockchains: Bitcoin and Ethereum. Table I summarizes the
two blockchains we study in this paper. The block and trans-
action dynamics, which are not visible from the main chain
block data, are investigated to reveal our findings and their
consequent implications. Specifically, we make the following
contributions:

o Transaction and block arrival events of the two major
public blockchains are measured in eight geographically
dispersed locations. We perform a quantitative analysis
on the discrepancy in observed transactions and blocks to
identify yet unveiled dynamics and security implications
that are not apparent from historical blockchain records.
We study blockchain forks to show our findings
including the universal assumption adopted by mining
related research stating that honest miners add blocks to
the earliest propagated block in the event of blockchain
forks is not the case.

« We show that the time gaps between the block arrival
and the latest transaction arrival of the said block, are
not small. We further examine the mechanism behind the
gaps to show how severely a miner’s reward is affected.
We identify a subtle security problem of Ethereum that
is attributable to its account model. The vulnerability
we discover can be further exploited by an attacker to
launch a network-wide Denial-of-Service (DoS) attack.

II. MOTIVATION & RESEARCH QUESTIONS

Our motivation for this measurement study comes from the
fact that historical blockchain data, that is locally stored by
full node software processes or provided by block explorer
services, do not reproduce dynamic transaction and block
events observed at blockchain nodes. Figure 1 describes an
illustrative timeseries of transaction and block arrival events
in two different view models; historical blockchain data only
provides a historical view in which transactions are flattened,
i.e., appear as if simultaneously arriving at the time of block
arrival (Section VI), and only those included in the main

I'See Section VI for our block explorer survey result.



TABLE I: Blockchain summary

. Consensus Block Transactions per second Balance  Transaction Peer-to-peer management
Blockchain X . . .
mechanism time (all time high) model fee . .
Discovery Max # peers (outgoing)
Bitcoin PoW ~10 minutes 7 UTXO Yes Random from seeder list 125 (8)
Ethereum PoW ~10 seconds 15 Account Yes Kademlia-like 50 (16)

chain blocks are visible. Transactions and blocks can be stale,
i.e., not included in blocks or not part of the main chain
respectively, or not even explicitly advertised if observed under
the hood. A measurement view can provide a rich and dynamic
transaction and block arrival event logs, on the other hand.
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Fig. 1: Two view models of blockchain events; grey-colored
events are only observable in the measurement view.

Our study aims to shed light on the understanding of
various aspects of blockchains obscured from a historical view.
Specifically, we have focused on three research questions:

RQ1: Are network-advertised transaction logs consistent
with the transactions included in main chain blocks?

- (preview on our findings) No. There are unadvertised
transactions that are directly inserted by miners, implying
privatization of transaction fees (Section III-C2). Advertised
transactions also may end up being stale, i.e., not included
in blocks, mostly due to conflict transactions which instead
get placed in blocks (Section IV-C); a particular kind of stale
transactions, i.e., insufficiently funded transactions, can be
further exploited to launch a DoS attack (Section IV-D).

RQ2: Do miners behave rationally (or selfishly) to max-
imize their profit? (Do miners endorse earliest propagated
blocks in the event of blockchain forks? Do mining pools
faithfully maximize their profit in terms of the transaction fee?)

- (preview on our findings) No. Bitcoin fork events now
have become too rare (0.04%), implying that selfish mining
is not the preferred strategy for Bitcoin miners. On the other
hand, the majority of Ethereum miners add blocks to their own
mined blocks rather than the earliest propagated ones that are
mined by other pools; this contradicts the unarguably adopted
assumption of previous studies (Section IV-A). Furthermore,
Bitcoin and Ethereum mining pools give up 5.15% and 40.39%
of transaction fee rewards, respectively, for their mined blocks
due to sluggish block proposal update (Section IV-B).

RQ3: Do blockchain nodes effectively get away from
partitioning attacks by virtue of information redundancy
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from multiple peers? (Are they still vulnerable to partitioning
attacks? Is there any side-effect of maintaining a large number
of peers as a countermeasure?)

- (preview on our findings) Yes. The reference
implementations of PoW blockchains have increased the
number of (outbound) peer connections and, consequently, the
up-to-date nodes benefit from redundant block advertisement
from 14 and 46 peers for Bitcoin and Ethereum, respectively
(Section V-1); tampering with a small number of peers will
not successfully partition or make a node unsynchronized for
minutes [24]. On the other hand, making a large number of
peer connections can easily be circumvented by an adversary
exploiting transaction ambiguity (Section IV-D).

III. MEASUREMENT
A. Setup

We have modified the reference implementations of two
popular blockchain softwares — Bitcoin Core [12] and Go
Ethereum [16] — to facilitate logging of all received transac-
tions and blocks from peers. Our monitoring softwares are de-
ployed to eight geographically dispersed regions of the Google
cloud platform [25]: Asia-East, Asia-South, Europe-North,
Europe-West, Northamerica-Northeast, US-Central, US-East,
and US-West. Each VM is configured to have two vCPUs,
18.5 GB of memory, and 800 GB of standard persistent
disk. Measurements were performed between July 2019 and
December 2019 by having our monitors, which are indeed
full nodes on the two blockchain mainnets, being connected to
the peers. Unfortunately, we experienced several problems that
resulted suspension of our monitoring processes. For example,
the Google cloud platform endeavors to detect cryptocurrency
mining related activities. Once detected, the VM instance
immediately gets suspended and reinstated only if a reasonable
explanation is provided.

B. Analysis Model
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Fig. 2: Transaction and block analysis model; grey-colored
events are cropped out for measurement point consistency.



TABLE II: Transaction and block set notation of our measurement framework

Notation  Description Definition

Bobs The set of blocks observed in the observation period {bi,big1,...,bj_2,bj_1} where there is no by satisfying arrival(b,,) < arrival(by) <
arrival(b;) or arrival(b;_1) < arrival(by) < arrival(by,)

Bnain The set of blocks that are included in the main chain {bm+1,bm+2,--.,bn—1,bn} where b; = prev(b; 1) for all m < i < n and by,, by are
the preamble and concluding blocks, respectively.

Bitale The set of observed blocks that are stale Bobs — Bmain

Bunseen The set of blocks that are part of the main chain but not observed Binain — Bobs

Tobs The set of transactions observed in the observation period {tistity1,...,tj—2,tj_1} where there is no t; satisfying arrival(by,) < arrival(ty) <
arrival(t;) or arrival(t; 1) < arrival(ts) < arrival(bn)

Tpre The set of transactions observed before the observation period {to,t1,...,ti—2,t;—1} where there is no ¢; satisfying arrival(t;—1) < arrival(ty) <
arrival (b, )

Tpost The set of transactions observed after the observation period {tj,tjt1,...} where there is no t;, satisfying arrival(b,) < arrival(t;) < arrival(t;)

Tstale The set of observed transactions that are stale obs — UbeB,an transactions(b)

Tunseen The set of transactions that are included in the main chain blocks, but UbeBmm., transactions(b) — Tpre U Tobs U Tpost

not observed

We briefly describe the blockchain model which generalizes
the two public blockchains we are studying in this paper:?

e Blocks are produced by miners and are broadcast to
the network by peer connections. A block b is uniquely
identified with its blockhash and refers to its parent
block b, (i.e., prev(b) = b,). The arrival time of b at
a measurement point m (i.e., arrival(b)”) is the arrival
time of b from one of m’s peers who delivers b for the
first time. The block b can be included in the main chain®
(i.e., Bmain), or it can be stale (i.e., b & Bain).

o Transactions are composed and propagated by users
through a P2P network. A transaction ¢ is uniquely iden-
tified with its txid. The arrival time of transaction ¢ at a
node m (i.e., arrival(¢)™) is the arrival time of ¢ from one
of m’s peers who delivers ¢ for the first time. The transac-
tion ¢ can be included in block b (i.e., t € transactions(b))
or being stale (i.e., ¢ ¢ transactions(b) Vb € Bpain)-

Our model comprises the two arrival events, i.e., block
and transaction arrival events, where a single block arrival
event is mapped to zero or more transaction events (i.e.,
t; € transactions(b)) by the function transactions(-). Figure 2
depicts how we analyze our measurements. In studying the
discrepancy between the transaction and block arrivals (Sec-
tion IV), the arrival events near the measurement boundaries
significantly affect our quantitative analysis. For example,
including or excluding a single Bitcoin block around the
measurement boundary can produce more than two thousand
stale or unobserved transactions. To this end, we crop the
measurement to the observation period by carefully choosing
two anchor blocks, the preamble block b,, and the con-
cluding block b,, for each data set of blockchains so that
our measurement satisfies the two conditions: (i) there is no
loss of measurement data (due to the reasons described in
Section III-A) at any of our eight locations in the time period
of one week before the arrival of b,, and one week after the
arrival of b,,, and (ii) both b,,, and b,, belong to the main chain.
Table III summarizes our choice of the two anchor blocks and
consequent observation period statistics.

2The set notations are summarized in Table II for quick reference.
3The main chain refers to the longest [36] and heaviest-subtree [43] chain
for Bitcoin and Ethereum, respectively.
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TABLE III: Observation period statistics

Preamble block
Block #  Date

587,500 2019/07/28
8,290,000 2019/08/05

Concluding block
Block #  Date

597,500 2019/10/02
8,620,000 2019/09/25

Population
# Blks # Txs

10004 21,454,436
353,155 36,665,088

Bitcoin
Ethereum

C. Measurement Soundness

As public blockchain networks are built on the best-effort
serviced overlay network of P2P connections, complete and
timed information delivery is not guaranteed. We analyze
the completeness of block arrival events (Section III-Cl1),
transaction arrival events (Section III-C2), and their arrival
time accuracy (Section III-C3) to underpin the soundness of
our measurement.

1) Block coverage: Blocks can be part of the main chain
or they can be stale. We test our observation against the
main chain, which is available on a number of block explorer
services, to make sure there are no missing blocks.

TABLE 1V: Stale blocks (Bgue) and transactions (Tie)

. Bitcoin Ethereum

Region

# Blks # Txs  # Blks # Txs
AS-East 1 41,720 23,160 1,170,706
AS-South 3 41,653 23,160 1,194,018
EU-North 4 41,693 23,159 1,192,435
EU-West 2 41,668 23,157 1,123,680
NA-Northeast 3 41,703 23,160 1,212,210
US-Central 1 41,683 23,159 1,212,389
US-East 3 41,692 23,160 1,186,488
US-West 4 41,672 23,155 1,351,847

The main chain blocks are all observed while stale blocks
are partially observed; stale blocks being partially observed
is expected as blockchain nodes are not obliged to prop-
agate stale blocks. Table IV shows the observed number
of stale blocks across our measurement points. The stale
blocks account for only ~0.04% for Bitcoin while ~7.02%
of the observed blocks are stale for Ethereum. The stale
block probability of Bitcoin has been decreasing [14], [23]
and Ethereum’s stale block probability is 5~10% larger than
known uncle rates (calculated only with reported uncles) as our
measurement captures unreported stale blocks as well [49].



2) Transaction coverage: Incomplete transaction measure-
ment causes a subset of transactions which are included in
blocks never being observed during measurement. Aggregating
transactions observed from different monitors can compensate
for this incompleteness. The unseen transactions are acquired
by subtracting the observed transactions from the transactions
included in the main chain blocks.
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Fig. 3: Unseen transaction probability distribution

Figure 3 shows the probability of unseen transactions (i.e.,
n(TM ) /n(Tops)) as a function of the number of com-
bined measurement points. As combining all measurement
point transaction arrivals results in a converged frequency
of ~0.05% for Bitcoin and ~0.5% for Ethereum, it implies
that unseen transactions will be still observed even if more
monitors are deployed to the network.

TABLE V: Ethereum unseen transactions

From address  Public name  Transaction count  Miner
Oxeab7 Ethermine 128145 (72.42%)  Ethermine
0x2a65% DwarfPool 22955 (12.97%)  DwarfPool
0x8fd0x unknown 11346 (6.41%)  Spark Pool
0x829bx F2Pool 4453  (2.51%)  F2Pool
O0x4c54% Hiveon Pool 1135 (0.64%)  Spark Pool
0x99c8x BeePool 468 (0.26%) BeePool
Oxdba7x unknown 348 (0.20%) UUPool
0x464bx FKPool 340 (0.19%) FKPool
0xf687x unknown 217 (0.12%)  AntPool
0xa801x unknown 151 (0.09%)  AntPool
Oxbe7cx unknown 126  (0.07%)  AntPool
O0xb96fx unknown 101 (0.06%)  AntPool
Sum 169785 (95.87%)

TABLE VI: Bitcoin unseen transactions

Category Transaction count
Zero-fee transaction 148 (50.68%)
Zero-fee transaction dependent transaction 48 (16.44%)
Multi-sig transaction input 43 (14.73%)
Conflict with stale transaction 27 (9.25%)
OP_RETURN transaction output 26 (8.90%)
Sum 292 (100.00%)

Unseen transactions are characterized by the strong evidence
that implies the unseen transactions are indeed never advertised
to the network. Table V categorizes 95.87% of Ethereum
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unseen transactions by using the from addresses of the trans-
actions.* Public names are retrieved from Etherscan [17]. A
miner is specified in the table only if all blocks that include
the unseen transactions with the from address are congruently
mined by that single miner. It shows that most of the unseen
transactions are indeed the block miner’s own transactions.

Table VI shows unseen Bitcoin transactions categorized by
the identified reasons. ~67% of the unseen transactions are
either zero-fee or dependent transactions to a zero-fee transac-
tion. We define a transaction ¢ € transactions(b) is a dependent
transaction if at least one of input transactions of ¢ is included
in the same block b. Bitcoin Core [12] implementation does
not propagate transactions with zero transaction fee. Also, a
dependent transaction cannot be mempooled until the transac-
tion to which it is dependent is mempooled; consequently,
it cannot be relayed to peers. The Bitcoin Core mempool
implementation justifies the inexistence of zero-fee and their
dependent transactions from our measurement. Lastly, multi-
sig transaction inputs often imply off-chain protocols where
signed transactions are exchanged out-of-band [40] and hav-
ing OP_RETURN transaction output implies special purpose
protocols of Bitcoin, e.g., sidechains, where their relationship
with miners require further investigation [2].

The presence of unseen transactions, either by private trans-
action mining or potential out-of-band delivery of transactions,
has a subtle security implication. One obvious side-effect
is privatization of transaction fees; the transaction fees of
privately mined ones are exclusively obtainable by the private
miner alone, unless the network is fully utilized. If the network
is fully utilized, a miner is forced to include her private
transactions at the expense of not including other transactions,
as the block capacity is limited.

3) Timing Accuracy: Consider an ordered arrival times-
tamp of block b observed at all measurement points M:
{ts; | 0 < i < n(M)} = {arrival(b)™ | Vm € M}
where ts; < tsjforalli < j < n(M). We evaluate the
tightness of our measured timing information with A(tsg, ts1)
and how far the arrival times can be dispersed among the
measurement points with A(¢sg, ts7) where A() computes the
timewise difference. Figure 4 depicts the distribution of the
two variables for all block arrival events. It shows that the
timestamps are tight, as more than 90% of the blocks arrived
with a time difference less than 100ms. Although Bitcoin block
arrivals can be delayed by another block time interval (~
10 minutes), ~80% of the blocks are not dispersed by more
than one second. The long tails — implying that block arrival
times can be very prolonged in a small number of cases — are
commonly observed for Bitcoin in the literature [14], [15].
Transaction arrival times are much tighter as A(tsg,ts1) is
less than one second for more than 95% of the transactions
for both blockchains.’

“We use prefixes followed by * in presenting hash values, e.g., address
(i.e., pubkey hash) and txid, for brevity. We understand this does not entirely
anonymize identity as the readers can verify their results against ours by
matching the prefixes.

SThe distribution is not shown due to space limitation.
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IV. MEASUREMENT RESULTS
A. Blockchain Forks
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Fig. 5: Fork analysis model

A non-overlapping fork episode e at block height [m,n) is
defined by identifying two blocks:

- fork initiating block by € Bpain Where height(by) = m

and n(children(by)) > 1
- fork resolving block b, € B,,4in  Where height(b,.) = n
and children(b;) = ) for all b; € S,
where S,, = {b; | height(b;) = nand b; ¢ B4 }- Figure 5(a)
illustrates our fork episode model.

We define three characteristic variables; (i) its run length
run-length(e) = n—m, (ii) the weight (i.e., the number of stale
blocks in the episode) weight(e) = >°'_ (n(Sh)), and (iii)
the fork degree (i.e., the maximum number of fork branches)
degree(e) = max,,<p<n(n(Sy) + 1). Figure 6 shows how
characteristic variables are distributed for Ethereum and our
findings are summarized as follows:

o Due to its long block time (i.e., ~10 minutes) and low
stale block probability (i.e., <0.05%), statistical charac-
terization of Bitcoin fork episodes suffers from a lack
of sample events. Even three years of live measurement
yield less than a hundred fork episodes as we only expect
to observe less than 30 fork events per year.

Ethereum fork episodes mostly run one block height with
a single additional branch. The fork degree (i.e., maxi-
mum # of branches) is as high as three for ~5% of the
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Fig. 6: Ethereum fork episode characteristics

episodes and the forks are not immediately resolved, i.e.,
having two or more run length, in about 3% of the cases.
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Fig. 7: Ethereum fork resolve statistics

Our most interesting finding is that Ethereum miners often
do not add blocks to the earliest advertised block during fork
episodes. Consider an illustrative fork episode depicted in
Figure 5(b). The episode begins as the three blocks (i.e., b1, ba,
and b3) are added to the fork initiating block by. The immedi-
ately following blocks (i.e., b; and b;) will have their previous
blockhash identifying one of the three previous blocks of the
miner’s choice. The block b;, mined by some miner, may be
added to the earliest block (i.e., b1); the other block b; is mined
by a different miner who chooses a different block (i.e., b2) to
add to. To evaluate miners’ preference of blocks to which suc-
ceeding blocks are added in the event of blockchain forks, we
define the conditional probability of miner m, adding a block
to a previous block mined by m; (by not adding to any of a



different miner’s block) in fork episodes for all m, and my:

Pr(miner(b;) = m,, | miner(b;) = m, and prev(b;) = b; and
Jby. : height(bx,) = height(b;))

Figure 7(a) shows a histogram of the above probability.
It is apparent that the top ranked miners significantly prefer
adding blocks to their own mined blocks over other miners’
blocks. Figure 7(b) depicts the same probability by labeling
whether or not the chosen block (by m,) is the earliest
propagated one. The ‘earliest’ label indicates that the block,
to which the newly mined block (by m,) is added, has been
observed as the earliest one to arrive congruently among all
eight measurement locations.® For example, the top ranked
pool SparkPool chose the earliest arrived block ~55% of the
time, 3409 out of 6234 blocks; among the other 2825 blocks
that were added to non-earliest previous blocks, SparkPool’s
own blocks were chosen over others 1211 times, while other
pools’” blocks were preferred to SparkPool’s only 24 times.
In the meantime, Nanopool chose the earliest one a majority
of the time. For the top 25 ranked mining pools, only four
of them added blocks to the earliest arrived blocks, more than
90% of the time. This contradicts the earliest propagated block
endorsement assumption that is broadly adopted in mining
related research [13], [19], [28] 7.

One possible explanation of the phenomenon is that the
mining pools adopt their own block preferring strategy as a
simple precautionary defense against yet unknown selfish min-
ing pools; the profitability of selfish mining largely depends on
the probability of honest pools adding to the attacking pool’s
branch. We further discuss implications in Section V.

B. Block Time Gaps
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Fig. 8: Bitcoin transaction and block arrival illustration. Points
are depicted at the time of transaction arrivals which are
included in the block whose arrival is depicted with a vertical
bar. Transactions are broken down to four feerate groups.

One common observation we have made for both PoW
blockchains is that there are non-negligible time gaps between
the block arrival time and the arrival time of the latest

6 As block arrival times are measured in eight different locations, the arrival
order can be conflicting. The ‘mixed’ label represents the conflicting cases.

7We do not claim that the behavior is selfish or against consensus rules. The
mining pool protocols (e.g., Stratum [33]) merely define a way of exchanging
mining related messages while we believe that the mining pools equip with
customized algorithms to meet their user policy and operational goals.
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transaction that is included in said block. Figure 8 illustrates
an example of a 50-second-long time gap observed in Bitcoin
block #587503.
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Fig. 9: Time gap dist. of Bitcoin (left) and Ethereum (right)

Figure 9 shows the distribution of time gaps for the Bitcoin
and Ethereum blocks we have measured. The median gaps
are around 25 seconds and 5 seconds long for Bitcoin and
Ethereum, respectively. The time gap distribution diverges
depending on the miner; the blocks mined by the top ranked
Bitcoin mining pool BTC.com show much larger time gaps,
e.g., a median time gap of 60 seconds. As for Ethereum mining
pools, the blocks mined by No. 2 mining pool Ethermine
exhibit much smaller time gaps.

The prevalence of large time gaps can be explained by either
(or both) of two hypotheses:

1) Mining pools deliberately delay publication of their
mined blocks by privately working on (or sharing
only with colluding miners) the mined-but-not-published
block to improve their chances of finding the next block
earlier with an elevated risk of other competing miners
finding a valid block during the delay in the meantime.
Mining pools (or their workers) do not update the block
proposal frequently, so that newly-arrived-but-higher-fee
transactions are not promptly included in blocks.

2)

To examine the first theory, the probability distributions of
miner m; mining a block, conditional to the previous block’s
miner being m, for all m, and m; are examined. Figure 10
shows the probability of Bitcoin blocks mined by m; (label),
conditional to the previous block being mined by m, (x-axis)
for top-ranked miners. As the probability distribution is not
different across the miners (m,), we speculate that the theory
is not convincing.®

As for the second theory, mining pools construct their own
block proposals by choosing a set of transactions from their
mempool (or transaction pool in the case of Ethereum) to be
included in their currently mining block. As the capacity of
a block is limited, it is rational for miners to maximize their

8We cannot disprove the theory due to ignorance of block proposal time.
One may think the timestamp value in blocks should reflect the block proposal
time, but it is informed that the timestamps are not accurate due to the Ntime
rolling feature of the popular mining protocol Stratum [6], [46].
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profit by choosing the set with the highest total transaction
fee. In consequence, having an up-to-date block proposal
(i.e., maximizing the transaction fee by including late-arrived-
but-higher-fee transactions in the proposal) appears to be a
preferred strategy of PoW mining, as the update gives the
same probability of solving the puzzle:

Pr(H (nonce | b,) < T(d)) = Pr(H(nonce | b,) < T(d))

for an original and updated block proposal by # bu. respec-
tively, where #(+) is a cryptographic hash function and T(d)
is a target function with difficulty parameter d.

However, today’s popular mining pool protocols support
features letting mining workers expand their nonce search
space to extra block header fields, such as the time field [46],
to maximize the number of trials achievable with hardware
accelerated hash computation with a single block proposal
fetch from the pool.” Given the observation that infrequent
block proposal update is the norm, then the question is, what
is the cost of sluggish block proposal update?

The optimization problem of transaction scheduling [45] can
be modeled as a 0-1 knapsack problem that is NP-hard:

n
maximize Z VT
i=1

subject toz wiz; < Candz; € {0,1}
i=1

where v; and w; are the transaction fee and weight of the i-th
Bitcoin transaction, respectively. As for Ethereum, w; is set
to the actual gas spent by the ¢-th transaction, retrieved from
the transaction receipts; v; is the product of gas price and w;.
The block capacity C' is 4,000,000 for Bitcoin and the gas
limits of the original block proposal for Ethereum blocks are
set individually. The optimal solutions for an updated block
proposal bu by augmenting the original block proposal b, with
the transactions that arrived during the time gap are computed.

Figure 11 shows the weight-feerate diagram (as in [45])
of an example Bitcoin block. The line labeled ‘originally
included’” shows the original diagram of the block. The line
labeled ‘gap transactions’ shows the weight-feerate diagram of

9Today’s, ASICs search over the entire 32-bit nonce field in 100ms [33].
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the transactions that arrived during the time gap of the block.
Finally, ‘augmented optimal’ shows the optimal solution of the
sum. The area between the two lines in the range [0:4x10°]
represents the transaction fee additionally obtainable by in-
cluding the gap transactions.
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Fig. 12: Bitcoin transaction fee gain as a function of time gap

Figure 12 shows the calculated Bitcoin transaction fee gain
— 10th, 25th, 50th, 75th, and 90th percentile — as a function
of the time gap. As expected, the transaction fee gain is an
increasing function of the time gap. Overall, the transaction fee
increases 5.15% on average from 0.2476 to 0.2604 BTC per
block for Bitcoin. The Ethereum transaction fee gain is 40.39%
on average with an increase in its per-block transaction fee
from 0.0649 to 0.0911 ETH. To summarize, the mining pools
of both PoW blockchains give up a non-negligible portion of
transaction fees due to infrequent block proposal update. It is
also notable that the time gaps, and consequent transaction fee
losses, vary by mining pool.

Conversely, mining pools might not be motivated to op-
timize their transaction scheduling, as the block reward is
currently much larger than the transaction fee reward. The
mining reward is the sum of the block reward and transaction
fee reward. Considering the block rewards of 12.5 BTC for
Bitcoin and 2 ETH for Ethereum, the overall block reward
gains by optimization are only 0.1% and 1.3%, respectively.

C. Stale Transactions

Stale transactions are network-transmitted transactions that
are not included in blocks. Table IV shows the stale transac-
tion counts observed at each location. The stale transactions



account for 0.20% and 3.69% of Bitcoin and Ethereum trans-
actions, respectively; Ethereum transactions had an order of
magnitude more chance of being stale than the other.

Stale transactions are mostly attributable to conflict for
both blockchains. Table VII summarizes the identified reasons
of transactions being stale. A stale Bitcoin transaction is
attributable to conflict if there are one or more transactions
sharing at least one transaction input (i.e., vin). An Ethereum
transaction is attributable to conflict if there is another trans-
action with the same nonce from the same account. A widely
known reason for two or more transactions being in conflict
is transaction replacement such as replace-by-fee [47]. On the
other hand, slightly more than 5% of Bitcoin transactions are
stale because at least one of their transaction inputs are also
stale.

On the other hand, roughly one out of ten stale Ethereum
transactions are attributable to improper ordering of nonce:
nonce is too high (9.83%) or too low (0.02%). Last but
not least, 7.27% of stale transactions are not included in
blocks because the account is not sufficiently funded.'® An
Ethereum account can be insufficiently funded when executing
a transaction for a number of reasons. We find these stale
transactions are particularly interesting and study them further
in the following section.

TABLE VII: Identified reasons of stale transactions

Transaction count
Reason

Ethereum

1,208,588(89.24%)

Bitcoin
Conflict 39,716 (94.51%)
Stale transaction input 2,307 (5.49%)
Nonce (too high) -

Nonce (too low) -
Insufficient fund -

42023(100.00%)

133,161 (9.83%)
251 (0.02%)
9,847 (7.27%)

1,351,847(99.82%)

Sum

D. Transaction Ambiguity

We have identified cases where transactions can be stale,
i.e., not included in any blocks, since the account is not suf-
ficiently funded (see Table VII). While there are only around
10,000 such transactions (uniquely identified with their txids)
during our measurement period, they are repeatedly advertised,
so that a single monitor node has received around 20 million
such transaction arrival events; a single transaction of this kind
arrives at a node around 2,000 times on average. The most
frequently occuring transaction arrived at our monitor node
more than 5,000 times over almost two months. The question
is, why do such transactions keep hitting the node by floating
around the network for such a long time?

We find that this phenomenon is unique to the blockchains
adopting the account balance model. In the account model, the
state in which a transaction should be executed is ambiguous.
The UTXO model, on the contrary, mandates to specify the

10An Ethereum account should have balance > value + gas X gas price
to execute the transaction [48].
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TABLE VIII: Ethereum transaction validation process. Valida-
tion steps are performed in order.

Invalidation reason

v

=

@
o

Transaction hash is already known

Transaction size exceeds pre-defined limit

value is negative

gas exceeds block gas limit

Transaction signature is not valid

gasPrice is under pre-defined limit

nonce is misordered (i.e., too low)

value 4 gas x gasPrice exceeds account balance
gas is under minimum transaction gas

NNk W —=O

source of fund by listing the executed transactions and their
index (i.e., vout); in consequence, the token that a transaction
spends is not ambiguous. While the unambiguous UTXO
balance model requires a valid transaction to designate unspent
transaction outputs, the account balance model presumes the
account balance checking is required in validating a newly
informed transaction; failing to have sufficient funds to execute
a transaction results in an insufficiently funded transaction.

A consequence of transaction ambiguity is that a transaction,
which spends funds belonging to an account, can be composed
even before the funding transaction is informed to the trans-
actor. To be technically precise, consider two transactions:

« Funding transaction tg,q transferring some amount of
funds from the address Oxfacex to Oxfeedx*

o Withdrawal transaction twithdraw  transferring
Oxfeedx’s token funded via tg,g to the address Oxbaddx

Figure 13 illustrates the composition of tg,q and tyingraw for
the two different balance models:

¢ UTXO model - the knowledge of trng’s txid (i.e.,
Oxcafex) is required to compose tyithdraw- 10 fill
up vin of tyihdraw, Oxcafex should be informed -
via transaction advertisement or a published block
including tgng — to the composer of tyithdgraw, While the
transaction id Oxcafe* cannot be determined without the
knowledge of a valid signature generated with the secret
key corresponding to the public key hash Oxfacex.
Account model - a valid tyingraw can be composed by
signing with the secret key of 0xfeedx even before the
account is funded by tgng. Composition of tyingraw does
not require the knowledge of tgng’s txid.

A scenario'! exploiting transaction ambiguity is depicted in
Figure 14. Suppose that the attacker (0xbaddx) has acquired
the secret key of the victim (0Oxfeedx).!? Starting from the
state where the victim’s account (Oxfeedx) is not funded,
the victim is expecting some deposit from a third person
(0xfacex). The victim wants to transfer the prospective funds
to her counterpart (Oxaceex) while the attacker wants to
steal it by transferring the funds to her account (0xbaddx)
beforehand. The attacker composes a withdrawal (to his

"Similar cases are reported in the community [37], [38].
2Private keys can be stolen by malware [10], key misplacement [35], or
computations exploiting software vulnerabilities [18].
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Fig. 13: Funding and corresponding withdrawal transaction composition example
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Fig. 14: Transaction ambiguity exploit scenario

account Oxbaddx) transaction tyckers €Xploiting transaction
ambiguity, and propagates tyyacker to the network so that tyacker
gets included in the same (or immediately following) block,
which includes tgng. The victim initiates her own withdrawal
transaction tyieim Without success, after the block is published.

TABLE IX: Ethereum transaction statistics

Category Count TPS
Transaction arrival events 891,335,182  200.73
Transaction hashes 37,140,702 8.36
Included (unstale) transaction hashes 35,407,892 7.97
Insufficiently funded transaction hashes 9,955 0.002
Insufficiently funded transaction arrival events 20,699,439 4.66

Table IX summarizes the number of transactions and their
arrival events that a single monitor node has received during
our observation period. Redundant arrivals of normal transac-
tions , that are queued in txpool and are finally included in
blocks, do not go through the transaction validation process,
as they are filtered by their txid at a preliminary step, i.e., step
0 of Table VIII. The already known (by txid) transactions do
not invoke the validation process. On the other hand, every
redundant arrival of insufficiently funded transactions — which
cannot be pooled, as they are invalidated at the step 7 — triggers
the validation process, only to fail at the step 7. Consequently,
insufficiently funded transactions incur more than half of the
transaction validation overhead (4.66 TPS) compared to that
of normal transactions (7.97 TPS), even though they are few
(0.002 TPS).

224

Propagation of insufficiently funded transactions is imple-
mentation dependent. Even though there are several Ethereum
client implementations out there, Geth [16] and Parity [39]
account for 95% of the node population [27]; three out of four
nodes run Geth, i.e., the official Ethereum client implementa-
tion. Geth does not relay transactions which fail the validation
process; however, Parity P2P implementation relays some of
them.' Figure 15 shows that the peers running Parity advertise
duplicate insufficiently funded transactions while Geth nodes
do not relay duplicate ones. Even though Geth nodes do not
relay invalid transactions, an attacker can DoS a node with
continuous transaction advertisement.
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Fig. 15: The number of transaction hashes versus the number
of transaction arrivals for Geth and Parity Ethereum peers

V. DISCUSSION

In this section, we discuss security implication on two
blockchain attacks: partitioning and mining attacks.

1) Partitioning Attacks: Partitioning attacks exploit vul-
nerable peer management mechanisms of Bitcoin [26] and
Ethereum [31]. Such attacks are also examined in the con-
text of ISP’s BGP hijacking [1]. The attacks often rely
on implementation vulnerabilities for efficient eclipsing of
peers while known vulnerabilities are getting addressed; for
example, the lack of parallel block download sessions causing
temporary denial of blocks (reported in [24] and fixed by
recommending three concurrent download sessions in [41]) let
attackers successfully partition the node without eclipsing all

BWe discovered a bug (relaying insufficiently funded transactions) in
Parity light client implementation. We have responsibly disclosed this issue
to OpenEthereum to receive a bounty payouts of $2,000 USD.
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peer connections [1]. A simple countermeasure of increasing
the number of peer connections, on the other hand, is applied
to the reference public blockchain implementations [11], [21],
to inflate attack complexity.

We investigate the degree of a peer’s advertisement redun-
dancy on newly generated blocks and transactions to evaluate
the efficacy of partitioning attacks and the countermeasure of
increasing the number of peer connections. Figure 16 shows
how redundantly newly generated block information is offered
by peers. Bitcoin nodes have maintained ~43 peer connections
on average and Ethereum nodes record all 50 peer connections
established during the entire observation period.'* For each
newly generated block, one third of peers advertised the block
header to our Bitcoin node and more than 90% of Ethereum
peers signaled availability of the blocks. In consequence,
successfully partitioning a node requires compromise of peers
proportional to the total number of peer connections. Increas-
ing the number of peer connections will burden the attacker
linearly as expected.

In the meantime, we emphasize DoS attack vectors such
as the one exploiting transaction ambiguity (Section IV-D)
become more fatal with an abundance of peer connections;
defending partitioning attacks by increasing peer connections
not only inflates communication overhead but also amplifies
the impact of prospective DoS attacks.

2) Mining Attacks: Cryptocurrency mining has been a
popular subject in assessing the security of Bitcoin; selfish
mining [19], block withholding attack [13], and a mixed
strategy [28] have been studied. Although it is shown that
selfish behavior in mining is always more profitable than being
honest, without need for a mutual agreement of not attacking
each other [28], we find selfish mining is not the preferred
strategy. All selfish mining strategies will result in blockchain
forks, but we observe a very low fork probability (i.e., 0.04%)
for Bitcoin. On the other hand, selfish mining on Ethereum has
been studied only recently to unanimously claim that selfish
mining is also profitable for Ethereum miners; however, it is
less profitable than Bitcoin due to its uncle reward system [20].
Our result in Section IV-A shows that a majority of Ethereum
miners choose to add to their own produced blocks over the

14See Table I for the default peer management configuration.
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earliest propagated blocks. How does this affect the selfish
mining strategy?

The selfish mining strategy assumes a parameter v which
defines the fraction of honest miners’ mines on the attacker’s
fork branch.'> If the attacking pool has a network-wise su-
perior position in block propagation (i.e., 7 > 0.5), the
selfish mining strategy is profitable for pools with proportional
mining power o > 25% [19]. Absolute network inferiority
(i.e., v 0 due to a defensive mining strategy such as
the one presented in Section IV-A) increases the required
mining power to 33%; the 33% mining power appears to be
significantly harder to achieve in the real world [22].

As for the FAW (Fork-After-Withholding) attack strategy
[28], the network capability parameter C' defines the probabil-
ity that an attacker’s FPoW (Full Proof-of-Work) block (during
infiltration mining) is selected as a main chain block. C' affects
both the attack reward and whether the miner’s dilemma holds
or not in the mutual attacking game. As an example case
(Section 9 of [28]) of a two-pool game between F2Pool and
BitFury, the absolute network inferiority drops C' from 0.914
to 0.3 to make it a dilemmatic game again. Unfortunately,
miners” own block preferences cannot be directly transferred
to a single parameter of + or C it calls for a model change
from previous mining studies.

VI. RELATED WORK

Historical transaction data of Bitcoin have often been stud-
ied for economic aspects such as cryptocurrency abuse [29],
anti-money laundering [34], and monetary flow of businesses
[30]. However, historical blockchain data, usually available
from block explorer services, are not sufficient for our research
purpose. We have surveyed the popular block explorer services
of Bitcoin [4], [5], [7] and Ethereum [5], [8], [17] to see the
availability of information — beyond what are recorded in the
main chain block data — we have utilized in our study, namely:

o Stale blocks/transactions - no Bitcoin block explorers
provide stale block information. All Ethereum block
explorers provide only reported stale blocks (i.e., uncle
blocks [48]), while our blockchain fork analysis (Sec-
tion IV-A) cannot be performed without the knowledge
of unreported stale blocks. No block explorers provide
stale transaction information.

o Block/transaction arrival times - all block explorers
provide block timestamps that are recorded in the block
headers, not the actual times of arrival. Our blockchain
fork and gap analysis require measured block arrival
times at multiple locations. All block explorers show
transaction timestamps identical to the block timestamp
to which the transactions belong.'® Our block time gap
analysis (Section IV-B) and transaction analysis (Sec-
tion IV-D) require precise transaction arrival times.

Researchers have performed blockchain measurement stud-
ies to assess the degree of decentralization [22], to investigate

15The parameter comes into play in case (f) of [19].
16Recent Bitcoin transactions have different timestamps than the block
timestamps in [4] while the timestamps are only at a granularity of one minute.



demographic information of network nodes [15], [27], to study
mining pool behavior [44], and to evaluate security of PoW
blockchains [23] against known attacks such as selfish mining
[19]. Our work expands the understanding of previous security
evaluations with the key findings acquired from our large-scale
transaction and block measurement. As for the blockchain
and cryptocurrency attacks, we have summarized the existing
attacks in Section V for better readability.

VII. CONCLUSION

We have measured transaction and block arrival events of
the two public blockchains to evaluate underlying mechanisms
in security perspectives. We have shared our key findings
and their implications. Finally, we have reported a subtle but
critical vulnerability of Ethereum that can be exploited by an
attacker to launch a network-wide DoS attack.
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