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Abstract—With the increasing popularity of containers for
deploying microservices, ensuring the security of container
networks has become a vital concern. However, current security
solutions rely on a host’s operating system (OS) to enforce
network policies for container traffic. This design incurs severe
overhead and cannot guarantee container network security
when attackers gain access to the host’s OS. Therefore,
we propose HardWhale, a hardware-isolated network secu-
rity enforcement system for containers that delivers high-
performance and robust network security without depending
on the host’s OS. HardWhale leverages a smartNIC, physically
isolating the entire container traffic inspection stack from
the host and accelerating inspection tasks. Inspection policies
securely reside within the smartNIC and are updated in
runtime without involving the host, due to our isolated policy
management mechanism. This design ensures robust network
security for containers, even if the host is exposed to attackers.
Evaluations show that HardWhale protects containers against
various network attacks in compromised environments and
improves HTTP throughput threefold and HTTP latency 2.3-
fold compared to state-of-the-art solutions.

I. INTRODUCTION

In recent years, containers [1] have gained widespread
adoption in cloud environments as an alternative to virtual
machines. This is due to their ability to support the agile
deployment of microservices, a new architecture in which
a complex application is built as a set of small and inde-
pendent modules (containers). However, the increased use
of containers has also led to increased container security
incidents. A recent survey [2] found that 94% of respondents
reported experiencing at least one container security incident
in the past year. These incidents are often attributed to
the shared kernel model of containers, which allows a
malicious container to access the kernel and compromise
co-located containers. Researchers have developed various
solutions [3], [4] to prevent malicious system access initiated
by containers, such as Confine [3] that generates policies for
restricting a container’s system call invocations.

Despite this focus on hardening individual containers,
there has been limited research on securing container com-
munications. In particular, the use of containers as microser-
vices, in which containers are used to create complex cloud
services, requires real-time network communication between
containers distributed across multiple hosts. This network
connectivity between containers has become a new attack
vector to gradually compromise the entire cloud system.

One such attack is lateral movement, in which attackers who
have compromised one container can move within the cloud
system by compromising other containers through several
network attacks [5], [6]. Lateral movement is a key tactic
in advanced persistent threats, allowing attackers to infiltrate
deep inside the cloud system and exfiltrate sensitive data [7].

Unfortunately, current security solutions for container
network [5], [8]–[11] are unable to prevent lateral movement
as they still rely on a host’s operating system (OS) to
inspect container traffic and enforce network policies. They
suffer from two fundamental limitations. First, they cannot
prevent lateral movement when attackers gain access to
the host’s OS, which commonly happens in the real world
(e.g., container escape [7], [12]). Second, these solutions
consume significant system resources (e.g., CPU) to inspect
traffic sent by hundreds of containers running on the host,
noticeably degrading the performance of microservices.
Our approach. This paper introduces HardWhale, a novel
hardware-isolated container network security system aimed
to address the limitations of existing solutions. HardWhale
deploys robust and high-performance container network
security stacks on each host in the container system by
leveraging a smartNIC. Situated on a smartNIC, the network
security stack operates independently from the host, provid-
ing two essential functions for container network security:
security policy enforcement and policy management. By
offloading these functions to the trusted smartNIC, Hard-
Whale establishes a physical isolation layer that prevents
potential attackers within the host from compromising the
effectiveness of these two functions.

All container packets, whether originating from the host
or arriving from the network wire, are controlled by Hard-
Whale. It enforces comprehensive policies against these
packets, analyzing both their headers and payloads, and
blocks unauthorized traffic flow between containers at all
network layers. Hardware-based security engines are uti-
lized for this inspection, offering line-rate performance.
Additionally, HardWhale ensures identity verification for
every container packet transmitted from each host, pre-
venting unauthorized traffic inflow. Policies for inspection
are securely stored within the smartNIC and dynamically
managed in response to changes in container environments.
HardWhale updates policies through a secure update channel
without involving the host’s OS, ensuring policy enforce-
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Figure 1: A common container network architecture.

ment integrity and consistency.
In our system, policy enforcement and management tasks

for container networking take place within a secure execu-
tion environment (a smartNIC) physically separated from
the host’s OS. Furthermore, HardWhale employs hardware-
level features [13], [14] to restrict the host’s OS from
interfering with its operation or manipulating its configura-
tion, significantly reducing attack surfaces exposed to the
host side. This isolated design not only provides robust
network security but also accelerates traffic inspection tasks
for container networking. We implement a full prototype
of HardWhale on Mellanox Bluefield2 smartNICs [15] and
conduct an extensive set of evaluations. The results show
that HardWhale effectively mitigates network attacks across
all layers, even if the host’s OS has been compromised.
Moreover, it improves TCP latency by up to 5.7x and HTTP
latency by up to 2.6x compared to state-of-the-art solutions.

Our contributions are summarized as follows:
• A comprehensive analysis of the limitations of existing

container network security solutions in terms of security
measures against lateral movement and performance.

• The design and implementation of a novel hardware-
based container network security system, HardWhale,
which leverages a smartNIC to provide physically isolated
security policy enforcement/management for containers.

• The comprehensive evaluation of HardWhale, demon-
strating its practical effectiveness from the security and
performance perspectives compared to today’s solutions.

II. BACKGROUND AND MOTIVATION

A. Container Networking Architecture

As shown in Fig. 1, containers for microservices are de-
ployed to a container cluster consisting of multiple machines
(i.e., nodes). The master node is responsible for scheduling
these containers onto one of the worker nodes1. On each
node, containers have their own isolated network names-
pace (net-NS) [1], meaning that a container does not have
visibility into the network interfaces or traffic of others. To

1Here, we define a node as a worker node unless otherwise noted.

enable communication between containers in different net-
NSs, container platforms adopt a bridge network. Packets
from a container are first sent to the bridge through a paired
virtual interface located on the node side (veth), then
delivered to the destination container via its veth (orange
arrows in Fig.1). If the destination container resides on
another node, the packet is encapsulated through tunneling
protocols (e.g., VXLAN) and then sent over the wire, where
it is decapsulated at the receiving node (purple arrows).

B. Container Network Security Solutions

In container environments, attackers with a malicious
container can move laterally within a cluster by compro-
mising other containers through network attacks [5], [6],
[16], [17]. This lateral movement involves a sequence of
steps, where attackers discover accessible containers using
scanning attacks [5]. They then exploit vulnerabilities of the
discovered containers by sending malicious packets crafted
for specific exploits [17], thereby gaining control over them.

To counteract such threats, today’s solutions [5], [8]–
[10] enforce network policies, filtering out malicious traffic.
Those container network security solutions employ a secu-
rity proxy for inspecting container traffic, utilizing kernel
networking features (e.g., eBPF [18] and iptables) and user
space components (e.g., envoy [19]). This proxy intercepts
packets at the bridge interface and inspects them based on
locally stored L3 to L7 security policies, filtering any out-
of-policy packets. Given the ephemeral nature of container
IP addresses, which frequently change due to their short
lifespan, stable security identities (SIDs) are assigned for
each container based on their role in microservices (e.g.,
frontend or backend) and are employed within the context
of network policies (e.g., frontends can communicate with
backends). For this, the proxy first maps the SRC/DST
IP addresses of a packet to corresponding SIDs assigned
to the SRC and DST containers. It then compares these
SIDs with network policies to determine the authorization
between SRC and DST containers. To enforce identity-based
policies across a multi-node cluster, the SRC SIDs should be
integrated into every packet transmitted between nodes [20].
This integration is vital because the receiving node lacks
detailed information of the SRC containers, including their
SIDs. During encapsulation, the proxy inserts the SRC SID
into the encapsulation header, as shown in Fig. 1. Upon
reception, the receiving node extracts the SRC SID and
verifies whether the identity is allowed to communicate with
containers on it. This ensures that only authorized entities
(containers) can initiate communications, thereby mitigating
unauthorized lateral movement within the cluster.

C. Threat Model

In this work, we explore container network security by
considering two distinct scenarios. The first scenario, known
as container compromise (C-comp), aligns with previous
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studies [5], [6], [11]. C-comp occurs when remote attack-
ers compromise Internet-accessible containers by exploiting
their vulnerabilities. Here, the attacker’s access is confined
to the network resources (e.g., traffic) of the compromised
container. The second scenario, known as node compro-
mise (N-comp), introduces a new perspective on container
network security, wherein attackers obtain direct access
to the node’s OS. Such a compromise often stems from
container escape vulnerabilities, which are prevalent in the
real world [7], [21]. In terms of network security, attackers
can gain full visibility into all container traffic on the node
and disrupt container traffic processing. Thus, they no longer
have an incentive to conduct network attacks against co-
located containers on the same node. Their focus shifts
towards lateral movement, wherein they conduct network
attacks targeting external containers on different nodes, with
the aim of infiltrating them.
Assumption. In N-comp scenarios, we assume that attackers
can access system resources related to containers, including
policy files and the bridge network. Our goal is to ensure the
effectiveness of inter-node policy enforcement even in such
scenarios, thereby protecting external containers from the
attackers’ lateral movement. Note that the protection of co-
located containers from attackers’ system-level access (e.g.,
memory access) has been addressed by other studies [22]–

[24] and falls outside our scope (see Section VII). In
addition, unlike worker nodes, the master node typically
does not operate any containers for microservices, remaining
isolated from workloads and external exposure. Commu-
nication between the master node and worker nodes is
also authenticated and authorized by pre-shared certificates
between them [25]. Therefore, we assume that the master
node is trustworthy and exclude scenarios in which attackers
obtain control over the cluster by exploiting the master node.

D. Limitations of Existing Solutions

While today’s solutions are designed to prevent lateral
movement through network attacks, they still have serious
limitations, including security and performance dimensions.
Lack of isolation for policy enforcement stack. Existing
solutions operate under the assumption that nodes in the
cluster are trustworthy, deploying their network security
measure within each node’s OS. While this assumption
simplifies the design, it introduces a critical limitation. In
N-comp scenarios, the proxy and security policies within
the compromised node become exposed to attackers. This
exposure presents a severe issue, as the attackers can exploit
it in various ways. For instance, they can replace the security
proxy with a malicious one without any filtering logic.
Furthermore, the security policies can be manipulated by
attackers. These attacks disable traffic filtering applied to the
node, allowing the attackers to transmit malicious packets to
any containers on different nodes. To show this limitation,
consider the example depicted in Fig. 2a. Here, containers
on Node-A, those accessible from the Internet, are prevented
from initiating communication with containers on Node-
B, which houses sensitive user data (e.g., bank accounts).
Cilium [8] limits such communication by enforcing security
policies on each node. In this context, we assume that
Container-A1 on Node-A is compromised by attackers (C-
comp). The goal of attackers is to move laterally to contain-
ers on Node-B through network attacks. However, such an
attempt is blocked by Cilium, as shown in Fig. 2b.

Once attackers have escaped from Container-A1 and
gained access to Node-A (N-comp), the situation takes a
dire turn. With this level of access, they can manipulate the
exposed Cilium policies, injecting malicious policies that
effectively nullify policy enforcement (step 1 in Fig. 2a).
As depicted in Fig. 2c, the injected policy permits all traffic
sent by Container-A1. Subsequently, the attackers can send
malicious packets employing spoofed SIDs (e.g., backend)
that are allowed to communicating with containers on Node-
B (step 2). Node-A’s Cilium, which is already disabled,
fails to filter these packets (step 3). Node-B’s Cilium, still
operational, permits these packets due to the spoofed SIDs
(step 4). As a result, the attackers can communicate with
containers on Node-B and further compromise them while
bypassing policy enforcement.
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Limited policy enforcement performance. As containers
consisting microservices communicate over L7 protocols
(e.g., HTTP REST APIs) [26], it is crucial to restrict L7
connectivity between them to achieve network security.
However, existing solutions incur a significant overhead
when enforcing such policies for the following reasons.
First, the proxy-based inspection mechanism introduces a
prolonged and inefficient inspection path for L7 traffic. For
example, as the kernel space (e.g., eBPF [18]) is not suitable
for payload inspection, every container packet needs to be
forwarded to user space components (e.g., envoy [19]).
This results in unnecessary packet copying and network
stack traversals during packet transmission and reception.
Secondly, L7 policy enforcement includes CPU-intensive
payload inspection and pattern-matching tasks, placing a
substantial load on system resources when applied to numer-
ous containers. We measure L7 policy enforcement overhead
by deploying web server and client containers on two nodes
with Cilium enabled. We then compared these results to a
baseline (Kubernetes without traffic filtering). The outcomes,
shown in Fig. 9 (a) in Section VI-A, highlight a two-fold
increase in average latency along with a significant increase
in tail latency when policy enforcement is active. Also, the
server-side node experiences a 73% spike in CPU usage,
attributable to the inefficient inspection path and CPU-
intensive tasks, as shown in Fig 9 (b).

III. HardWhale DESIGN

Our system aims to ensure the effectiveness of network
policy enforcement in inter-node container communication,
even under N-comp scenarios, while simultaneously acceler-
ating traffic inspection for both intra- and inter-node commu-
nication. To accomplish this, HardWhale adopts a hardware-
based approach by offloading the container network se-
curity stack onto smartNICs, which are widely available
commodity hardware devices in cloud infrastructures [27].
SmartNICs are equipped with dedicated processors, memory,
and accelerators tailored for offloading high-performance
networking tasks. Furthermore, they feature a hardware
security mechanism referred to as the restricted mode [13],

preventing the host from manipulating the internal config-
uration of these NICs. Our hypothesis is that, given their
capabilities, smartNICs are ideally suited to overcome the
limitations stemming from the reliance on the node’s OS.

A. Overview

The HardWhale system, shown in Fig. 3, comprises two
main components: the per-node network security stack,
residing on each node’s smartNIC (referred to as HardWhale
NIC, HNIC), and a centralized manager. The sequence of
its operation unfolds as follows: Upon the boot-up of a
node, the HNIC activates the smartNIC’s restricted mode,
creating a physical isolation layer between itself and the
node’s OS. This layer protects the HNIC from any potential
security breaches emanating from the OS. When containers
are deployed on the node, the HNIC controls all container
traffic that either originates on the node or arrives from
the wire by utilizing its two hardware engines. The secure
switch enforces identity-based policies to discard packets
that violate L3/L4 policies or contain spoofed identities (e.g.,
SIDs and IPs). Concurrently, the inspection engine examines
packet payloads to enforce L7 policies and to identify mali-
cious content spread across multiple packets. This isolation
of policy enforcement protects traffic inspection tasks from
attackers and provides accelerated performance, surpassing
what software solutions can achieve.

In addition, HardWhale adopts a distinctive approach
to policy maintenance, securely isolating security policies
within the HNIC. The policy engine undertakes real-time
policy updates whenever container configurations of the
node undergo modifications. This process occurs via an
isolated update mechanism and entails direct communication
with the manager, situated on a trusted master node (green
arrows in Fig. 3). All communications related to updates
are protected by secure protocols, such as TLS, and these
updates occur within the HNIC, remaining entirely divorced
from interactions with the node. This isolated policy man-
agement thwarts unauthorized access to the policies from
the node, ensuring their security even in N-comp scenarios.
In terms of compatibility, our smartNIC-based design can
be integrated with existing container platforms via standard
interfaces provided them [28], eliminating the need for mod-
ifications to container platforms and containerized applica-
tions. Additionally, our design can be applied to commodity
smartNICs already deployed in cloud infrastructures [27],
facilitating various deployment scenarios.
Security implications. Our smartNIC-based design provides
protection against security implications originating from
the node side. This protection is based on the inherent
characteristics of smartNICs. (i) Physical isolation: Software
solutions run on the same execution environment with at-
tackers, thereby exposing their control flow to the attackers.
Conversely, the HNIC runs on the smartNIC’s processor and
memory, alongside its embedded OS, ensuring a physically
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isolated execution environment from the node’s OS. Thus,
attackers cannot access the HNIC’s control flow and remain
unaware of its state. Moreover, the security of smartNICs
is further reinforced by a secure boot [14], wherein the
integrity of their software stack, including the embedded
OS and offloaded programs, is verified during initialization.
By transitioning to restricted mode following a secure boot,
HardWhale ensures the continuous integrity of this isolated
environment from its boot stage right through to runtime.

(ii) Limited attack surface: In N-comp scenarios, all
system resources tied to software solutions, including file
systems, are potential attack surfaces. However, the HNIC,
by virtue of its physical isolation, does not depend on the
node’s system resources for its operations. The activation
of the restricted mode [13] further eliminates access to the
smartNIC’s control interfaces from the node side, countering
malicious actions such as attempts to reset offloaded pro-
grams or configurations. This protection is also implemented
through hardware units on the smartNIC rather than relying
on a device driver within the node. As a result, the attack
surface is significantly narrowed, removing any direct node-
side access to the smartNIC or its offloaded programs.

B. HardWhale Agent and Manager

HardWhale agent. The HardWhale agent is a software
component that runs on a node’s OS and supports the oper-
ation of the HNIC installed on the same node. While inter-
node container traffic relies on the smartNIC for physical
transmission, intra-node container traffic processing does not
involve a smartNIC. This means that the HNIC residing
on the smartNIC has no visibility on intra-node container
traffic and cannot accelerate the inspection of such traffic.
Thus, our system needs to route intra-node traffic to the
smartNIC. One strategy is to forward this traffic to the HNIC
through the bridge network. Unfortunately, this introduces
a complex forwarding path, incurring net-NS traversals and
unnecessary packet copying, leading to increased latency. To
overcome these challenges, the agent establishes a direct link
between each container and the HNIC, utilizing Single Root
I/O Virtualization (SR-IOV) [29]. This link enables direct
packet exchange with the HNIC while bypassing the bridge
network, facilitating thorough inspection of both inter- and
intra-node container traffic by the HNIC.

The agent functions as an integrated plugin for container
network interfaces (CNIs) [28], seamlessly aligning with ex-
isting container platforms. Once the initial configuration for
a new container is completed (e.g., establishment of a net-
NS), container platforms invoke the agent. Upon invocation,
the agent replaces the container’s veth interface with an SR-
IOV virtual function (VF), which is connected to the HNIC.
Throughout the container’s lifecycle, both its intra- and
inter-node communication processes benefit from efficient
acceleration and security measures provided by the HNIC.
The VF also performs a spoofing prevention check for

intra-node communication. Whenever the container sends a
packet, the VF verifies whether the packet’s source address
matches the assigned address of the container, dropping any
spoofed packets before forwarding them to the HNIC.
Security implications of agents. While the HNIC operates
within a physically isolated layer, the agent resides on the
node’s OS. Consequently, in N-comp scenarios, attackers
may attempt to exploit the agent to bypass our policy
enforcement. For instance, attackers can remove VFs within
containers, thereby disrupting the HNIC from receiving
intra-node container traffic. However, it is crucial to empha-
size that security implications arising from a compromised
agent do not compromise HardWhale’s ability to block
lateral movement in N-comp scenarios. Regardless of the
status of VFs, inter-node traffic originating from the node
is routed to the smartNIC and subjected to comprehen-
sive inspection by the HNIC. As a result, out-of-policy
packets targeting external containers are prevented from
being transmitted from the compromised node to another
node. Furthermore, the policies for this inspection remain
inaccessible to attackers due to the physical isolation.
HardWhale manager. The HardWhale manager plays a
pivotal role in our system and is responsible for updating
security policies on each HNIC. Situated on a trusted master
node, it adopts an event-driven approach (e.g., Kubernetes
API [30]) to collect container-related events for policy
updates. The policy update process unfolds as follows: (1)
When an event relevant to the current policy set occurs, such
as container creation, the manager generates an updated pol-
icy. (2) The manager compiles this policy into a specialized
format (e.g., match-action tables) and securely sends it to the
target HNIC, which requires an update due to the event. (3)
Communication regarding policy updates is encrypted and
authenticated using pre-shared keys between the manager
and the target HNIC, employing TLS. This ensures data
integrity and confidentiality during the transmission. (4)
The HNIC decrypts the received policy at the data plane,
applying it to the security policy store.

To efficiently manage policies for containers distributed
across multiple nodes, the manager adopts a strategy of
deploying policies on a per-node basis. Therefore, an HNIC
installed on a specific node maintains only policies related
to containers running on that node, resulting in updates
to the policies of an HNIC only when relevant events are
detected. This enables efficient policy updates and minimizes
disruption to microservices during the update process.

C. Secure Switch

Here, we examine the three components of the HNIC
individually. As shown in Fig. 4, the secure switch is the
core of the HNIC, implementing identity-aware L3/L4 policy
enforcement through the following three pipeline states.
(i) Pre-filtering. This pipeline stage performs initial tasks,
including header parsing and connection tracking, and it pre-
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filters packets that are irrelevant to the enforcement process.
The secure switch receives packets from two sources: the
network wire and the SR-IOV data path, originating from
local containers. For packets arriving from the network
wire (ingress packets), a decapsulation process is applied.
Meanwhile, for packets originating from the SR-IOV data
path (egress packets), the secure switch conducts an addi-
tional node-level spoofing check. This check complements
the container-level spoofing checks performed by VFs on
each container. Each node in the cluster can only allocate
addresses within a dedicated address range assigned by
the master node to containers residing on that node. The
secure switch discards egress packets with invalid source
addresses that fall outside the node’s assigned range, pre-
venting spoofed packets from being transmitted to other
nodes. Also, this check operates within the HNIC, ensuring
its resilience under N-comp cases.

The secure switch maintains a record of L4 connections
involving containers on its node, facilitating stateful and
efficient packet inspection. As shown in Fig. 4, for packets
within already established connections, L3/L4 policy en-
forcement is skipped, with packets sent to the inspection
engine along with their connection records for L7 policy
enforcement. This stateful processing reduces redundant
packet inspection, enhancing pipeline processing throughput.
(ii) Policy matching. The secure switch enforces L3/L4
policies through a set of match-action tables. This process
commences by mapping a packet’s IP addresses to the SIDs
of their source and destination containers (SSID and DSID)
via the SID table. For instance, as shown in Fig. 4, the
SRC and DST IP addresses of the egress packet are mapped
to DB and backend SIDs, respectively. For ingress packets,
SSIDs are derived directly from their encapsulation header.
During this mapping, both egress and ingress packets failing
to resolve their SSIDs or egress packets already having
encapsulated SSIDs are discarded to thwart SID spoofing
attacks. After that, the switch verifies the authorization of
SSID and DSID based on the L3 connectivity table, blocking
unauthorized traffic between containers.

To enforce L4 policies, a distributed table structure is
employed, with distinct policy tables for each SID. Initially,

a matching key is created based on the packet’s DSID,
protocol, DST port, and traffic direction. This key is then
used to query the relevant policy from the policy table
associated with the SSID. As exemplified by the egress
packet processing in Fig. 4, the policy lookup is placed in
the policy table associated with the DB SID. For ingress
packets, the SSID and SRC port are used for the matching
key instead of the DSID and destination port, and policy
lookup also occurs in the table associated with the DSID.
Any packets violating the retrieved policy are not forwarded
to subsequent pipeline stages. This per-SID policy parti-
tioning minimizes performance impact during enforcement
compared to node-global (e.g., iptables).
(iii) Post-processing. After policy matching, the secure
switch updates the L4 connection records for legitimate
packets and subsequently directs them to their destinations.
Intra-node packets are routed based on the hardware port
associated with the destination container’s VF. For inter-
node packets, an encapsulation process is employed before
their transmission. Their SSIDs are embedded in the encap-
sulation headers for policy matching at the receiving node.

D. Inspection Engine

Our inspection engine is designed to accelerate L7 policy
enforcement by utilizing hardware accelerators within the
smartNIC. In the lower section of Fig. 4, the inspection
engine comprises multiple instances, each allocated to a
dedicated smartNIC core, enabling parallel packet process-
ing. The secure switch directs packets, along with their
connection records, to a specific instance through RSS
(Receive-Side Scaling) queuing. RSS ensures that packets
belonging to the same connection are routed to the same
engine instance, enhancing cache utilization on the smart-
NIC. Upon receiving packets, this engine initially assesses
if they are out-of-order (OoO) packets. OoO packets are
placed into reorder buffers and sequenced correctly to detect
malicious patterns across multiple packets. Subsequently,
the inspection engine retrieves L7 policies for the received
packets. L7 policies encompass protocol-specific fields, such
as HTTP method and path, along with general detection
signatures. Now, packets are subjected to regex accelerators
that are integrated within the smartNIC. These accelerators
execute regular expression matching against packet payloads
at a line rate, thereby governing L7 connectivity between
containers based on policies. For instance, frontends may be
restricted to exclusively access the path ”GET /user/d{3}”
of backends. While existing solutions primarily inspect
known L7 headers (e.g., HTTP and DNS), our engine goes
further, effectively scrutinizing malicious content deep inside
payloads. When L7 policies contain detection signatures,
the engine examines packet payloads from specified offsets,
discarding packets containing the designated signatures. This
deeper inspection blocks exploit packets targeting known
vulnerabilities of containers (e.g., Log4j). After that, benign
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packets are returned to the secure switch’s final stage.

E. Policy Engine

The policy engine is responsible for real-time security
policy updates. As we already discussed in Section III-B,
whenever a container event occurs, the manager on the
master node analyzes it, determining the necessity for a
corresponding policy update. If an update is required, the
manager compiles updated policies for the specific event
and dispatches these policies to the HNICs that necessitate
these updates. The manager initiates this communication
through control packet exchanges. All control packets are
protected through secure protocols (e.g., TLS), which can be
offloaded to smartNICs. This secure communication blocks
potential threats targeting control packets (e.g., eavesdrop-
ping or MITM) during their transmission. On the recipient
side, the policy engine, which runs on smartNIC cores, (1)
authenticates and decrypts the control packet. Any packets
that fail this step are discarded, ensuring the security of
policy updates. (2) After that, the policy engine extracts the
compiled policies from these packets, creating new policy
table entries. (3) The created entries are updated to the policy
store through our concurrent update mechanism.

Our policy engine is designed to support concurrent pol-
icy updates, implementing agile policy deployments during
runtime. Each policy engine instance runs on a dedicated
smartNIC core, each furnished with its own update queue
when accessing table entries. The table entries for updates
are scheduled to one of these instances based on their
respective table name and content, ensuring that a given
entry consistently interfaces with the same instance. This
design eliminates the necessity for locking data structures
for table entries and facilitating concurrent updates through
the utilization of multiple per-core update queues. Note that
entry updates can be performed in runtime without blocking
pipeline processing. Policy update operations take place
within the HNIC without involving the node’s OS. Control
packets are protected by TLS, and they are not directed to
the node’s OS after updates. These designs guarantee the
isolation of policy management in N-comp scenarios.

IV. IMPLEMENTATION

We implemented a full prototype of HardWhale using
Mellanox Bluefield2 smartNIC [15]. The HardWhale NIC
and its three hardware engines were implemented using 4K
lines of C code with the Mellanox API [31]. The smartNIC
used for the prototype consists of programmable ARM cores
and various hardware accelerators, which allow the security
modules to run on the ARM cores and make use of the
accelerators. To ensure full isolation between the node’s OS
and the smartNIC, we configured the smartNIC in restricted
mode [31], which prevents the OS from accessing it. The
agent and manager were implemented using 1.5K lines of
Python code with Kubernetes APIs [30]. A control packet

Original proxy

Malicious proxy

(a) Attackers can replace Cilium’s proxy (blue box) with a
malicious one, disabling the policy enforcement performed by
Cilium.

Exploit packets

Unauthorized network access

Segmentation fault Internal ID of Container-B1

(b) Attackers can now access Container-B1 and compromise it by
sending exploit packets targeting its known vulnerability [32].

Figure 5: In N-comp scenarios, even state-of-the-art solu-
tions are unable to prevent lateral movement.

between the manager and the HardWhale NIC is protected
by TLS, which can be offloaded to modern smartNICs. The
intra-node spoofing check function is implemented with TC
eBPF programs [18] and is attached to each VF.

V. SECURITY EVALUATION

Here, we show the effectiveness of HardWhale from the
security perspective by answering the two questions:
• Q1: Can HardWhale protect external containers from at-

tackers within a compromised node in N-comp scenarios?
• Q2: Can HardWhale securely maintain its policies and

update them on-the-fly under N-comp scenarios?
For brevity, we omit security evaluations for C-comp sce-
narios, which have been extensively examined in previous
studies [5], [6]. While our focus on this evaluation is N-
comp scenarios, HardWhale can protect co-located/external
containers and policies in C-comp scenarios as well.

A. Evaluation Environment

For security evaluations, we employ the same environment
shown in Fig. 2a. In this setup, attackers on Node-A attempts
to breach Node-B using network attacks. All nodes run
Kubernetes v1.27.3 on Ubuntu 22.04 and utilize Cilium for
secure container networking. Also, Bluefield2 smartNICs
with HardWhale prototypes are deployed on each node.

B. Isolation of policy enforcement

Without HardWhale. To address our first question, Q1, we
have conducted evaluations to underscore the effectiveness
of our policy enforcement isolation. In N-comp scenarios,
attackers possess the capability to compromise external
containers through network attacks, even in the presence of
Cilium. This vulnerability arises because the attackers can
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nullify Cilium’s policy enforcement. This malicious action,
as depicted in Fig. 5a, involves replacing Cilium’s security
proxy with a malicious one that refrains from conducting
any security checks. Consequently, the attackers can initiate
communication with Container-B1 on Node-B, a scenario
that should be restricted, as shown in the upper part of
Fig. 5b. Moreover, the attackers may employ SID spoofing
attacks to bypass the receiver-side filtering on Node-B.
This failure in policy enforcement leads to further attacks
on victim containers. As shown by the second red box
in Fig. 5b, the attackers can exploit vulnerabilities within
Container-B1 by sending exploit packets designed for buffer
overflow [32]. The result is a segmentation fault within the
victim container, representing the initial step in an exploit
chain, as shown in Fig. 5b.
With HardWhale. In stark contrast, HardWhale prevents
such attacks by implementing policy enforcement isolation
under N-comp scenarios. Even in the face of potential
threats, such as attackers disconnect Container-A1 from
the HNIC by replacing its VF to the veth pair (shown in
Fig. 6a), the security provided by the HNIC remains robust
in blocking network attacks targeting external containers.
As shown in Fig. 6b, the attackers’ attempt to communicate
with Container-B1 from A1 (or any containers on Node-A)
is thwarted by the HNIC. In addition to the above L3/L4
policy enforcement, HardWhale extends its security scope
to L7 communication. To exemplify this, we intentionally
permit Container-A1 to communicate with B1 through TCP
port 11211. During this communication, the attackers (A1)
attempt to exploit the victim (B1)’s vulnerability [32] by
transmitting exploit packets containing malicious contents,
as depicted by the red box in Fig. 6c. HardWhale mitigates
such attacks by conducting a comprehensive payload inspec-
tion. It discards packets containing exploit payloads while
allowing benign ones (blue boxes in Fig. 6c).
Spoofing prevention. In N-comp scenarios, existing so-
lutions cannot restrict attackers from initiating spoofing
attacks, which are initial steps in more extensive attacks. For
instance, consider the scenario in which the attackers (A1)
attempt to transmit a spoofed packet with the IP address
of Container-B2 or any other containers that are allowed
to communicate with -B1 (indicated by the red box in
Fig. 7). Furthermore, they may craft a malicious packet
with a spoofed source SID (corresponding to Container-B2)
within its encapsulation header to circumvent receiver-side
policy enforcement (the purple box in Fig. 7). However,
such malicious attempts are thwarted by the HNIC. This is
because all inter-node packets originating from the compro-
mised node undergo the isolated HNIC’s inspection before
their transmission. Packets with spoofed IPs are discarded
during the pre-filtering stage, and those containing spoofed
source SIDs are blocked at the SID mapping stage (see
Section III-C). As shown in the bottom of Fig. 7, only
packets bearing valid IP addresses and SIDs are allowed

After disconnecting Container-A1 from the HNIC

(a) Attackers can disconnect containers from the HNIC by replac-
ing their VF (the blue box) with veth pairs (the red box).

Attacker’s view

Victim’s view
No packets from Container-A1

(b) Regardless of VFs, malicious inter-node packets coming out
from the compromised node are filtered by the HNIC.

Exploit packet

Attacker’s view

Victim’s view

Benign packet

Benign packet

(c) The HNIC can detect and discard exploit packets targeting the
victim’s vulnerability [32] while allowing other benign packets.

Figure 6: The effectiveness of the ourtool NIC’s isolated
policy enforcement under N-comp scenarios.

Attacker’s view

Victim’s view

Spoofed IP address Spoofed source SID (SSID) Benign packets

Figure 7: The effectiveness of HardWhale against IP and
SID spoofing attacks.

to continue their journey to Container-B1. Note that we
intentionally permitted Container-A1 to communicate with
B1 in this scenario to show the outcomes.

C. Isolation of policy management

To address the second question, Q2, we delve into the
effectiveness of HardWhale’s hardware-isolated policy man-
agement. Existing solutions store security policies within
a node’s OS under the assumption that the node remains
trustworthy. For instance, Cilium and Bastion [5] rely on
eBPF-based key-value stores, while Calico [9] employs a
set of iptables rules to manage these policies. As discussed
in Section II-D, this approach exposes policies to potential
attacks in N-comp scenarios, allowing attackers to manipu-
late exposed policies (see Fig. 2c). In contrast, HardWhale
securely maintains its policies within the HNIC, thereby
isolating them from potential attacks originating from the
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Secure policy updates over TLS

(a) Packets visible from the HNIC on Node-A: Control packets
are protected through TLS. The policy engine communicates with
the hw-manager using Node-A’s IP address and TCP 443 port.

Malicious policy update attempts using invalid secrets

(b) The policy engine rejects malicious control packets with invalid
secrets, ensuring the integrity of policy updates.

Packets visible within the HNIC

Packets visible from the node’s operating system

Control packets

(c) After policy updates, the policy engine does not forward control
packets to the node’s OS while routing other container traffic.

Figure 8: The effectiveness of policy management isolation.

compromised node. Moreover, the HNIC possesses the ca-
pability to securely update these isolated policies through
communication with the remote manager. Fig. 8a shows
this process where control packets for updates are both
encrypted and authenticated through TLS. The policy engine
of the HNIC exclusively applies updates from valid control
packets, promptly discarding those that fail verification, as
depicted in Fig. 8b. This ensures the integrity and confi-
dentiality of policy updates, safeguarding control packets
from potential attacks during transmission. Once policies
are updated, the HNIC does not forward the used control
packets to the network stack of the node, as shown in Fig. 8c.
Instead, it forwards only typical container packets, ensuring
that the attackers remain oblivious to policy updates.

VI. PERFORMANCE EVALUATION

Here, we evaluate the performance enhancement achieved
by HardWhale compared to existing security solutions for
container networking. For this, we set up a cluster consisting
of two physical nodes equipped with an Intel Xeon 4114
CPU and 64GB of RAM. These nodes have the HardWhale
prototype and are connected via a 40GbE cable.

A. End to End Security Policy Enforcement Performance

We first measure the performance of HardWhale’s policy
enforcement and compare it with Cilium, the fastest of

(a) (b)

Figure 9: E2E policy enforcement performance. The CPU
usage is divided into three types: user-space (usr), kernel-
space (sys), and software interrupt handling (soft).

the existing solutions. We deploy an Nginx server and
client containers on each node and apply security policies
that restrict HTTP communication between them based on
specific TCP ports and HTTP paths. To generate traffic,
we employ a well-known HTTP benchmark tool, wrk2. For
a comprehensive analysis, we consider various traffic load
scenarios. We configure the benchmark tool to generate 30K
and 100K HTTP requests per second (RPS) to simulate low
(Lo)- and high-traffic (Hi) load scenarios. Also, we set up
a baseline using Kubernetes without any security checks
or offloaded features. Note that we omit the measurement
of Cilium in the Hi load scenario, as it exceeds Cilium’s
maximum throughput capacity.
HTTP performance. Fig. 9 (a) shows the CDF of HTTP
round-trip latency between the client and server during
security policy enforcement under both Lo and Hi load
scenarios. Under the Lo scenario, HardWhale maintains
an approximate 2.3x faster average latency than Cilium.
Notably, in terms of tail latency, HardWhale achieves a P99
latency of 2.489ms, in stark contrast to Cilium’s 12.4ms
P99 latency. This result represents a 4.9x improvement and
is comparable to the performance of the baseline. Moreover,
HardWhale’s performance advantages become even more
evident under the Hi load scenario. While Cilium fails
to handle this high traffic load, HardWhale attains up to
1.8 times faster average latency than the baseline. Even in
this high traffic load, HardWhale handles 90% of HTTP
packets within 4.32ms while enforcing L3 to L7 security
policies. Table I shows the HTTP latency of both systems
under different numbers of concurrent clients. While Cilium
shows linear growth in average and maximum latency as the
number of clients increases, HardWhale maintains consistent
performance and remains twice as fast as Cilium.

To evaluate the scalability of both systems concerning
their support for security policies, we measure each solu-
tion’s maximum HTTP RPS rate under varying quantities
of security policies from one to 500. Given that most HTTP
packets used for microservices contain short URLs and
are small in size [33], policies used in this evaluation are
configured to contain randomized HTTP paths, each with a
length of 20. Table II shows the HTTP throughput of these
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Table I: Average HTTP latency measurements (2K RPS per
client, the value in parentheses is the maximum latency.)

# of clients 4 clients 8 clients 12 clients
HardWhale 1.08 (5.51) ms 1.09 (5.59) ms 1.06 (5.12) ms

Cilium 1.63 (10.1) ms 1.87 (12.1) ms 2.02 (17.6) ms

Table II: HTTP throughput measurement results.

HTTP RPS Baseline HardWhale Cilium
Single policy

117.5K
115.3K 28.5K

100 policies 112.6K 27.8K

500 policies 108.2K 27.6K

systems. HardWhale outperforms Cilium more than 3x while
maintaining comparable performance with the baseline. In
contrast, Cilium experiences about 80% throughput degra-
dation compared to the baseline. Conversely, HardWhale
records a minor 7% degradation. Both solutions deliver
stable performance, regardless of the number of policies,
thanks to their efficient multi-pattern matching algorithms.

These improvements in latency and throughput achieved
by HardWhale can be attributed to several key factors.
Firstly, Cilium incurs redundant packet copy overhead and
network stack traversals due to redirections of HTTP traffic
between the kernel (eBPF) and user space components
(envoy [19]). Secondly, the CPU-intensive nature of L7
policy enforcement presents challenges for software solu-
tions. HardWhale adeptly addresses these limitations by
offloading CPU-intensive tasks to the smartNIC. This design
also optimizes inter-node communication by offloading the
traffic encapsulation task, resulting in more stable and rapid
latency than the baseline. Note that we omit the evaluation
for intra-node communication for brevity, as the results are
similar to those of the above inter-node communication.
CPU usage. Lastly, we analyze CPU resource consumption
to assess the overhead associated with security policy en-
forcement. Using the mpstat tool, we monitor CPU usage on
the server-side node. Under a 30K RPS HTTP traffic load
(Lo), Cilium consumes a substantial 73% of CPU resources,
with about 50% attributed to its user-level proxy inspecting
HTTP payloads, as shown in Fig. 9 (b). In contrast, Hard-
Whale exhibits significantly lower CPU usage, achieving a
4-fold reduction compared to Cilium. Moreover, HardWhale
maintains similar CPU usage rates as the baseline under both
Lo and Hi traffic scenarios. This underscores HardWhale’s
efficient policy enforcement capability that allows a node to
allocate more system resources for microservices.

B. Microbenchmark

To show the overhead introduced by HardWhale, we
measure TCP round-trip latency and throughput under inter-
node and intra-node communication scenarios.
Intra-node communication. In Fig. 10a, it can be seen that
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Figure 10: TCP latency and throughput measurement results.

the TCP latency of containers on the same node is slightly
increased when using HardWhale, with an average of 3.5µs
compared to CNIs (Cilium and Calico). This increase can be
attributed to the PCIe overhead incurred when transferring
intra-node traffic from containers to the smartNIC’s memory
in HardWhale. In contrast, other solutions handle intra-
node traffic at the kernel-level using eBPF. However, when
combining CNIs with user space proxies (Linkerd [34] and
Istio [10]) to enable L7 inspection, HardWhale outperforms
these solutions by up to 5x. This is because these solutions
incur high overhead when redirecting packets between kernel
and user space components. In contrast, HardWhale pro-
cesses container traffic using the smartNIC, eliminating such
overhead. Similarly, as shown in Fig. 10b, it outperforms
other solutions in TCP throughput by up to 3.8x.
Inter-node communication. HardWhale shows the superior
performance of both TCP latency and throughput for inter-
node communication involving packet en(de)capsulation. It
achieves up to 5.27x faster TCP latency and 4.95x higher
throughput than existing solutions, as shown in Fig. 10a
and 10b. These performance gains can be attributed to
HardWhale’s ability to leverage hardware accelerators for
packet processing, including traffic en(de)capsulation. Ad-
ditionally, the SR-IOV-based direct link between container
VFs and the HardWhale NIC further enhances the effi-
ciency of processing for inter-node traffic. These optimiza-
tions enable HardWhale to achieve line-rate performance.
In contrast, software solutions incur overhead during the
en(de)capsulation processes and cannot achieve the same
performance as HardWhale.

VII. RELATED WORK

Container network security. Several studies [5], [35] ex-
amine the network security landscape of containers and
demonstrate that current container networks are vulnerable
to network attacks. To mitigate such threats, previous studies
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has relied on software-based policy enforcement, including
eBPF-based filtering solutions [5], [8], [9] and special-
ized user space proxies equipped with various functionali-
ties [10], [34]. However, these studies are developed without
considering N-comp scenarios. Also, their software-based
nature places a heavy burden on system resources when
inspecting packet payloads sent by numerous containers.
Hardware-based Network Security. Numerous stud-
ies [11], [36]–[39] investigate the offloading of CPU-
intensive network security functions to data plane devices
within cloud environments. For instance, Teng et al. [38]
implement a stateful L3/4 firewall on a P4 switch, which
enables efficient inspection of inter-node traffic. However,
these studies lack visibility into network attacks within intra-
node container communication, as this type of traffic does
not involve switch processing. Moreover, they still face
limitations in L7 inspection [36], [37]. For example, they
support limited types of L7 protocols (e.g., DNS) and fail
to detect patterns across out-of-order packets, which can
be a significant drawback in container environments. To
address such problems, recent studies adopt smartNICs [11],
[39], thereby facilitating the protection of inter- and intra-
node communication. Unfortunately, they are not designed
with N-comp scenarios in mind. For example, they still rely
on the node’s OS to update policies and lack protection
mechanisms to prevent attackers from manipulating their
configurations. In contrast, HardWhale supports comprehen-
sive L7 inspection capabilities, including regex matching
against various L7 protocols with variable-length fields and
detection of malicious contents across out-of-order packets.
It also ensures the isolation of policy enforcement from the
node, guaranteeing its resilience in N-comp scenarios.
Hardware-based System Security. Another line of research
focuses on enhancing the weak isolation of containers using
hardware enclaves [22]–[24]. SCONE [22], for instance, iso-
lates processes in containers from the OS kernel and ensures
data and code confidentiality of containers by utilizing Intel
SGX. While these efforts shield the data and code of co-
located containers from hostile system-level access in N-
comp scenarios, they fall short in protecting external con-
tainers from lateral movements by attackers. The limitation
arises from a constricted focus on the execution of container
processes and the protection of their data within enclaves,
without consideration of the isolation for container network
policy enforcement from the node’s OS. Thus, the node’s OS
retains control over container traffic, allowing attackers to
compromise external containers by sending malicious traffic.
While enclave-based solutions are orthogonal to our paper,
integrating them with HardWhale can forge a more holistic
security framework, capable of shielding containers from
system- and network-level threats under N-comp scenarios.

Some customized virtualization systems (e.g., Nitro [40])
offload key virtualization functionalities into hardware, re-
ducing the attack surfaces exposed to attackers. For instance,

they can offload all I/O operations to PCIe cards from the
hypervisor. While these studies may support robust network
security in N-comp scenarios, they require extensive modifi-
cations across all layers of container systems. This includes
the need for customized hardware (processors and PCIe
cards) and redesigned hypervisors. These issues limit their
applicability to specific vendors (e.g., AWS), preventing a
general use in cloud environments. In contrast, HardWhale
adopts a smartNIC-based design that leverages off-the-shelf
hardware devices commonly found in cloud environments.
This design does not require modifications to upper-layer
software and can be deployed in general cloud environments.

VIII. LIMITATIONS AND DISCUSSIONS.

Limited resources in a smartNIC. One limitation of Hard-
Whale is the amount of memory available in the smartNIC.
The number of policies and active TCP flows that can be
maintained at line-rate is limited by the smartNIC’s memory.
In particular, HardWhale can track around 1M flows and
enforce a maximum of 8K policies per-node. For a larger
number of policies, external memory access is necessary.
The scalability in supporting a large number of containers
is also a limitation of our current design. To inspect intra-
node traffic, HardWhale should connect all containers on
the node to the HNIC using SR-IOV. This means that the
number of containers the HNIC can support on a single
node is limited by the number of SR-IOV VFs supported
by the smartNIC. However, it is important to consider how
container platforms manage containers. Container platforms
group multiple containers into a single pod, with resource
allocations (e.g., net-NSs) being managed at the pod level.
Furthermore, commodity smartNICs support up to 254 VFs,
which is sufficient to support all pods running on a single
node in a general cluster configuration [41].
PCIe bus overhead. HardWhale employs a smartNIC to
inspect all container traffic originating from a node. This
design has a drawback in intra-node container communica-
tion scenarios as the all traffic needs to be routed to the
smartNIC through the PCI bus, incurring extra overhead. In
our evaluation, we observed that the traversal of the PCIe
datapath resulted in an average latency overhead of 3.5µs
for TCP communications. Nonetheless, this overhead is
negligible compared to the robust security benefits provided
by HardWhale under N-comp scenarios.

IX. CONCLUSION

In this paper, we present HardWhale, a hardware-based
network security system for containers that employs a
smartNIC to inspect container traffic and securely main-
tain network policies, independent of the node’s OS. Our
evaluations demonstrate that HardWhale effectively prevents
various network attacks even in scenarios where the OS is
compromised, and it enhances network latency, achieving up
to a 5.7-fold improvement over existing solutions.
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