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ARTICLE INFO ABSTRACT

Keywords: As network systems become widespread in emerging time-sensitive domains, latency becomes an important
Network performance factor. Thus, there is a new demand for ultra-low latency (ULL), which requires an extra-ordinarily
Perf;’mame measurement low latency even in a deterministic manner. To support the ULL requirement, it is mandatory that each network
Hardware

device strictly guarantees this latency. As a result, there is an increasing demand for a precise latency mea-
surement tool that achieves two conflicting goals: high time precision and flexible traffic control. To support
these goals, this paper proposes a novel measurement tool, named Formullar, which has a hybrid architecture
composed of hardware (Formullar FPGA) and software (Formullar controller) layers. Formullar generates packets in
an accurate timing, according to the various traffic patterns. The packet generation is controlled in a fully
programmable manner that makes the testing fully automated and flexible. Then, latency is measured based on
packet generation and reception timing; the measurement is done by the hardware layer, providing highly
precise measurement results. Using this carefully constructed system, a Formullar prototype was implemented on
top of the commodity FPGA board NetFPGA-SUME. The evaluation indicates that Formullar provides highly
precise measurements with nanoseconds precision at a bandwidth of 10 Gbps.

Ultra-low latency

1. Introduction

As network systems have become widespread in emerging time-
sensitive domains, latency has become a key factor in terms of deter-
mining and specifying system performances directly. A network must
guarantee an end-to-end latency that falls within system requirements,
even when packets must go through various network elements (e.g.,
switches and middle boxes) introducing processing delays [1].

Hence, there is new demand for extraordinarily low (even deter-
ministic) communication delays, i.e., ultra-low latency (ULL) [2-5]. For
instance, an autonomous car requires less than a 10 ys communication
delay in order to maintain control of its powertrain/chassis [6], and the
Tactile Internet [4] offered by fifth-generation (5G) mobile networking
demands less than 1 ms delays. Such requirements should be strictly
enforced, as late delivery of a single packet could result in catastrophic
results, such as a car crash caused by a delayed reaction on the part of
the braking system or significant QoE (Quality of Experience) degra-
dations. Therefore, to satisfy such latency requirements, the
next-generation network associations have even standardized ULL
communications; IEEE TSN (Time-Sensitive Networking), a
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deterministic Ethernet standard for vehicular/industrial networks, of-
fers ULL communication with less than a 100 ps delay [7]. The 5G
mobile networking standard also attempts to support a maximum
end-to-end delay of 1 ms [2].

In this respect, in order to realize reliable ULL-based time-critical
systems, it is essential to confirm whether or not the latency in a system
is guaranteed; thus, an accurate latency measurement is mandatory for
the system testing process. To ensure that a system can guarantee a
required latency in various operating environments, it is necessary to go
beyond simulation or analysis-based verification and institute
measurement-based validation.

To get reliable data, the test must be conducted while (1) collecting
very precise timing measurements and (2) generating various traffic
patterns. Thereby, the goal of our work is to develop a novel measure-
ment system to achieve those requirements. However, it is not trivial to
measure ULL accurately since any attempt to do so must support two
conflicting requirements. The first requirement is that packets must be
handled with extremely high precision since latency should be measured
in very small time units, such as ps (even ns). Traditional latency mea-
surement techniques (e.g., ping) cannot support this requirement
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because they typically consist of software-based approaches. With us
and ns precision, a small software overhead (e.g., scheduler, interrupt
handler, and network protocol suite) accumulates in the packet time-
stamps and becomes a huge noise in latency measurements. One could
claim that a hardware-based measurement tool can support high pre-
cision; however, it cannot support another important requirement, i.e.,
flexible traffic generation. Another requirement is flexible control of
traffic (and each packet) generating patterns. The measurement tool
should be able to generate packets with various headers and payloads,
according to the functionality of each network device. For instance, to
test the performance of a layer-3 router, each packet should contain a
proper IP-header field. In addition, the tool should be able to control
traffic generating patterns in order to validate a system in various
operating environments. The traffic pattern can be represented by pps
(packets per second), throughput, burst, and even periodic messages.
Software-based approaches can easily provide such flexible control;
however, as mentioned above, they cannot support precision to the
degree it needs to be supported. In contrast, hardware-based approaches
are not suitable for flexible control due to their static nature.

Thus, unfortunately, traditional measurement techniques are not
able to satisfy these requirements, particularly in terms of measuring
ULL. Representative measurement tools [8,9] focus on throughput
because throughput often becomes a dominant factor when determining
performance, e.g., QoE (quality of experience) for cloud-based services.
Some studies consider the latency measurement [10-12]; however,
these techniques cannot support the highly precise (i.e., us precision)
latency measurements required for ULL systems.

The goal of this paper is to develop a novel latency measurement tool
tailored to ULL systems that satisfies two conflicting requirements: high
precision and flexible control. It entails three system challenges, as
follows:

Cl. It should provide a reconfigurable/programmable packet
generator, including packet headers, payloads, and even traffic
patterns.

C3. It should provide high measurement precision.

C2. It should generate various traffic patterns based on well-defined
traffic models.

To this end, we combine the software- and hardware-based ap-
proaches and propose a hybrid system, named Formullar. To address the
challenges listed above, Formullar employs: (1) a hybrid architecture
composed of a software-based controller and a hardware-based (i.e.,
Field Programmable Gate Array (FPGA)) module, (2) a hardware-based
deterministic packet generator/receiver, and (3) a general traffic
generating model. The operating principle of Formullar involves decou-
pling the director and executer, i.e., measurements are performed on the
hardware module under configurations from the host software. The
hardware module is designed to exclude as many factors that could
potentially affect the measurement results as possible; thus, it can
generate/receive measurement packets at specified times and record
their timestamps without external control. This benefit allows it to
manage the test traffic based on the software controller’s configurations,
enabling a network administrator to program test benchmarks for the
automation of measurements under various traffic models designed for
changing conditions. As a result, Formullar can produce measurements of
high purity and also provide the flexibility and convenience of software
in terms of network measurements.

We implemented the prototype of Formullar using NetFPGA-SUME
[13,14]. Our prototype supports a precision of 6.4 ns with 10 Gbps of
speed. In our evaluation, our prototype shows that its internal process-
ing delay is very low, i.e., approximately 0.66 us with a standard devi-
ation of just 0.004 ps, meaning that the time variation is very small. In
addition, the time precision for packet generation/receipt is very precise
(almost zero variance), while the software-based approach has time
deviations of hundreds of ps. As a result, Formullar can achieve the ns
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level of precision required to measure the target device’s packet pro-
cessing overheads, while the software-based approach cannot achieve
this same feat due to the internal noises caused by complicated software
layers.

This paper’s contributions can be summarized as follows:

e We propose a highly precise and flexible measurement tool for ULL
systems; in addition, to the best of our knowledge, this is the first
work to consider ULL measurements with high precision.

e We propose an effective system design based on a hybrid architec-
ture, which consists of a software-based controller and a hardware-
based packet generator.

e We implement the proposed system on a commodity FPGA network
device.

e We present an extensive evaluation on top of the real-world testbed.

This paper is organized as follows. Section 2 defines the problem, and
Section 3 presents the system design. Section 4 describes the imple-
mentation. Next, Section 5 evaluates Formullar’'s performance and
compares it to other approaches. We then present related works in
Section 6. Finally, we conclude the paper in Section 7.

2. Challenge and research goal
2.1. Challenge

In this paper, we aim to develop a network latency measurement tool
that generates packets corresponding to networking devices, sends/re-
ceives the generated packets, and measures the time spans involved in
the packets’ round trips. The measurement tool faces a number of
challenges in terms of testing various ULL-based systems with high
measurement precision, which are detailed below.

Programmability. Since a ULL-based system consists of various
networking devices, the tool should generate packets with various
headers and payloads, according to the functionality of each network
device. In addition, each device should be tested with varying traffic
patterns. Therefore, in order to be categorized as a general-purpose tool,
the measurement tool must be reconfigurable; it should provide as many
as possible control knobs, including packet content, transmission timing,
and traffic pattern knobs, as possible. Furthermore, to maximize us-
ability, such control knobs should be easily programmable with well-
defined interfaces.

High precision. As ULL-based systems require extremely low latency,
each device within such a system should guarantee such ultra-low la-
tency. To test for ULL in each device, the tool should be able to capture
very small-scale time units (i.e., us/ ns precision) and support strict time
management within those units [2]. For instance, each packet to be
measured must be generated/sent at the exact time specified, and the
arrival time of each incoming packet must be recorded with a highly
precise timestamp. The tool should manage the timing with ns precision;
to this end, it should eliminate any unexpected overhead that may affect
the measurement result. If not, a small overhead may result in huge
noise in the measurement. For instance, an overhead taking up to 1000
clock cycles on a 100 MHz machine may result in a noise of up to 10 ms,
which may be unacceptable for ULL systems.

General traffic model. To ensure that an ULL system can guarantee the
latency requirement even in the worst possible scenario, the measure-
ment tool should control the traffic patterns precisely. Additionally, to
generate various traffic patterns (e.g., constant bit rate, variable bit rate,
or periodic messages), a well-defined general traffic model is required.
In addition, it is important to test the system with varying workloads; the
general model is also required to change with the workload. Therefore,
various traffic-generation patterns should be modeled in a reproducible
form [15-17].
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2.2. Existing solutions

Here, we present existing approaches and their limitations in terms
of ULL latency measurements [18,19].

Software-based approach. A common method for making latency
measurements is to use software tools such as hping [20], Netperf [9] or
Iperf [8]. They are easy to use and provide a variety of options for
generating traffic, thereby enabling the testing of multiple cases. How-
ever, as they rely on multiple software layers, including operating sys-
tems, running many processes, they are typically influenced by the
behavior of that software, such as I/0 interrupts and even OS threads,
and their software timer cannot meet the precision requirements (i.e., ps
level) [21,22]. In addition, since it runs on top of an operating system, it
uses many steps (i.e., call stacks) to generate and receive packets for
measurement. Furthermore, small amounts of noise from the steps
accumulate and increase the packet timestamps, eventually resulting in
a huge error in the measurement result [23]. In summary, although the
software-based approaches can provide reconfigurable packet genera-
tion, they cannot provide enough precision for ULL measurement.

Hardware-based approach. Another way to measure the latency is to
use a special instrument, such as an oscilloscope, or custom measure-
ment hardware [24,25]. Hardware-based approaches include highly
accurate timers and deterministic behavior based on the number of clock
cycles; for instance, they take a fixed number of cycles to generate and
receive packets. Therefore, hardware-based approaches can easily sup-
port highly precise latency measurements. However, in marked contrast
to software, hardware requires the manual configuration of every bit-
stream in every packet; hence, the hardware circuit must be redesigned
whenever other packet/traffic patterns need to be generated. A few
studies present FPGA (Field Programmable Gate Array)-based ap-
proaches [26-30]. Although they provide precise network performance
measurements, they suffer from lack of programmability due to
replay-based traffic generation [26-28], limited configurability (i.e.,
packet size and inter-packet interval) and performance of 1 Gbps [29],
or requiring hardware-level programming [30]. Consequently, although
hardware-based approaches are good for high precision, they have dif-
ficulties with reconfigurable measurements.

2.3. Research goal

When it comes to ULL latency, we feel that there is a huge demand for
a new measurement tool that can provide reconfigurable traffic gener-
ation and highly precise latency measurements. Since both hardware-
and software-based approaches have shortcomings, the goal of this
paper is to design and implement a new system that addresses the
aforementioned challenges effectively.

To achieve our goal, we propose a hybrid measurement system,
named Formullar, based on Field-Programmable Gate Arrays (FPGA). It
generates packets for measurement within a hardware layer that is able
to support precise timing and eliminate any unintended interference,
thus enabling high precision. Here, we generalize traffic patterns and
structurize their creation, thus Formullar can generate various traffic
models required for latency measurement in a fully programmable
manner. Therefore, it also provides programmable control knobs for,
among other features, packet contents, and traffic patterns through a
software-layer controller that communicates with the FPGA.

3. System design
3.1. System overview

As shown in Fig. 1, Formullar employs a hybrid architecture that
consists of two parts, Formullar FPGA (hardware) and controller (soft-
ware). This new architecture plays a major role in enabling a reconfig-
urable latency measurement tool (C1) while providing high precision
(C2) and a general traffic model (C3). After connecting Formullar to the
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target device, a user can easily (re-)configure Formullar through
executing a simple application (or script) running on top of the Formullar
controller. In this application, Formullar FPGA generates packets and
sends them to the target device while utilizing strict timing control; next,
it receives packets returning from the device and captures receipt times
without any external noise (e.g., interference generated by OS routines).
Formullar FPGA eliminates internal/external measurement noises, and
utilizes deterministic packet generation/reception timing. In addition,
Formullar controller provides a general traffic mode, i.e., by relying on
the well-defined APIs provided by this controller, a user can easily
generate various traffic patterns with a short application.

3.2. Traffic modeling

Since latency depends highly on traffic patterns, including packet
size, bitrate, burst, and so on, it is essential to test networking devices
with varying traffic patterns. In order to do so, we establish a general
traffic model that can represent various traffic patterns, including CBR
(constant bit rate), VBR (variable bit rate), and even periodic message
patterns. Fig. 2 depicts the model; we define each flow as an (un-
bounded) series of packets grouped by messages. Note that each flow
corresponds to a network application session, which is typically deter-
mined by a tuple (e.g., a 5-tuple consisting of protocol, source/desti-
nation addresses, and source/destination ports). Each flow generates a
set of messages.#, and each message m; € .# is generated until i reaches
the total number of messages NM. Note that for ease of presentation, the
flows are not indexed; however, each flow has its own message set .#.
Each message m; is determined by the following set of attributes:

(pij, len(m;), len(p;;), intv(m;), intv(p;;), N;), where p;; represents
the j-th packet generated by the message m;; len(m;) and len(p;;) are the
lengths of m; and p;;, respectively; intv(m;) and intv(p;;) present the time
intervals between the two messages (m; and m;;1) and the two packets
(pij and p;j.1), respectively; and, N; is the number of packets generated
by each m;. In addition, please note that an attribute without an index
indicates all elements specified by that omitted index; for instance, p;
(omitting the index k) represents all packets generated by m; (i.e., Vipix)-

With these parameters, traffic patterns can easily be controlled in
various ways. For instance, we can increase the bandwidth by increasing
len(m;) and len(p;;); we can also easily generate a burst by decreasing
intv(m;) and intv(p;j). Each request made of a network system is typically
divided into multiple packets due to physical limitations (i.e., the
maximum transmission unit (MTU) of links). We can simulate this sit-
uation by controlling the set of packets (p;; and len(p;;)) in each message.
Furthermore, it is worthwhile to note that periodic traffic can be
generated by controlling intv(m;) and intv(p;;). When intv(m;) is set to 0,
the flow will periodically generate packets with inter-packet intervals
intv(py;). If intv(m;) is set to be non-zero, then the flow can generate
periodic messages (bursts) with inter-message intervals intv(m;). With
this model, it is also possible to generate traffic patterns using other
representations. In particular, the model can control PPS (packets per
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second), bps (bits per second), and bursts and can generate CBR/VBR
patterns; in addition, it can also emulate heart-beat signal patterns when
len(m;) is set as small as possible and intv(m;) represents a heartbeat
interval. This wide range of traffic generation capabilities will be very
helpful in terms of testing various ULL-based systems, from video-
streaming systems to autonomous driving vehicle systems.

3.3. Formullar FPGA

As depicted in Fig. 3, the main idea for achieving high precision in
the Formullar system is to employ an FPGA-based packet handler uti-
lizing deterministic timing. Based on its deterministic behavior, For-
mullar FPGA eliminates any internal overhead and interference for the
core modules shared timer, packet generator, packet listener, and control
interface.

The shared timer is a cycle counter driven directly by the FPGA
oscillator hardware; it increases the counter by every clock cycle. All
Formullar modules are time-synchronized since they share this timer. In
addition, the timer provides maximum precision along with physical
limitations. For instance, this implementation can provide 6.4 ns pre-
cision with a 160 MHz FPGA board (see Section 4 for further details). In

addition to eliminating any internal overhead, Formullar FPGA dedicates
a set of packet generators/listeners to each network interface. All packet
generators/listeners operate in parallel, which means that, at a specific
instant, a packet can be handled on each interface. This architecture can
eliminate additional internal scheduling overhead (e.g., round-robin
scheduling) involved in switching network interfaces. Based on the
shared timer and dedicated packet generators/listeners, Formullar FPGA
strictly manages packet generation timings and precisely measures
packet sending/receiving timings.

For each measurement, the packet generator generates each packet
whose size and timing are configured by the controller. Fig. 4 details
how the packet generator works. The configuration attributes constraint
the interval or the number of repetitions during the traffic generation
process. When starting a measurement, the packet assembler builds a
bitstream for a defined packet (e.g., header and payload) over several
clocks to match the packet length (len(p;;)), and the generated packet is
directly transferred to a target device through an interface. The packet
assembly repeatedly makes packets with the time interval intv(p;;), until
the number of generated packets reaches to NM. If the message is
finished, it waits for the message interval time intv(m;) and starts to
generate new packets for the next message. The configurations can be

©
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programmable even at runtime, and so that measurement scenario can
be controllable depending on the runtime context. It is worthwhile to
note that the packet generator accepts multiple traffic attributes in se-
ries. For instance, when a user wants to apply different time intervals for
two distinct packets p;; and p;;1, then the user can configure the attri-
butes intv(p;;) and intv(p;j+1) with different values and feed them into
the generator in turn. It helps the packet generator to be more flexible.

And, upon receiving packets from the target device, the packet
listener captures and parses the response time. The Formullar FPGA
stores all timing associated with generating/sending/receiving each
packet and shares this timing information with the controller through
the log memory and control interface.

3.4. Formullar controller and interface

As mentioned previously, the key to rendering Formullar reconfig-
urable is its hybrid architecture. In order to realize this architecture, it is
necessary to design the controller and interface between the hardware
and software layers carefully. Fig. 3 depicts the architectures of Formullar
controller and interfaces. The main ideas behind the interface are: (1)
using a set of registers to control/configure the internal components of
Formullar FPGA, such as the packet generator (see Control Interface); (2)
constructing a device driver that can access those registers through I/0
operations; and (3) providing a set of APIs (see API Provider) that allow
Formullar applications to control the device easily while hiding the low-
level details of primitive device driver operations.

The control interface on Formullar FPGA has three types of registers:
(1) testbench control, (2) device control, and (3) callback. The testbench
control registers are used to configure the packet generator. The packet
generator should generate packets according to the given traffic model;
in order to do so, the packet generator refers to the testbench control
registers, which contain the values of the traffic model parameters given
by Formullar application. The device control registers contain the control
signal and device status; for instance, Formullar application can start/
stop/pause/reset the FPGA through these registers. The callback regis-
ters are used to execute callback functions in the device driver; they are
used for copying the measurement results updated in the log memory to
the controller. When the device driver invokes a callback, it then exe-
cutes the event listener (pre-registered as a callback) of the application in
order to collect the measurement results.

Algorithm 1 provides an example of a simple Formullar application.
After opening a Formullar case, it first sets the parameters for the traffic
model. In this example, traffic is set to 1000 messages (set NM) with four
packets per message (set N) and an inter-message generating interval of
100 ms (set intv(m)). In addition, each packet has a length of 128 bytes
and an inter-packet generating interval of 0 (set len(p) and intv(p)). Note
again that notations omitting the subscript represent all elements cor-
responding to that omitted subscript; for instance, m and p represent all
messages (V;m;) and all packets (V;Vip;x), respectively. After configuring

the traffic model, the algorithm begins measuring by executing for-
mullar_start(). The measurement results can be monitored easily
through the listener callback API. The callback provides the latency
values with metadata, such as the message/packet IDs corresponding to
m; and p; (see RESULT.MID and RESULT.PID, respectively). The met-
adata also contains timing information so that the controller can access
the latency. The controller can monitor the latency continuously and
control Formullar in a programmable manner. As seen in the if statement
in Algorithm 1, if the latency is less than 100 ps after the 50th message
has been received for Case ID 10, the size of each packet and the number
of packets in each message will be doubled to change the testing con-
dition and monitor the changes in latency results. After defining the
callback, the application waits until the measurement is done, then it
closes the Formullar case.

Note that the time complexity of a Formullar application highly de-
pends on implementation. However, an application typically consists of
two parts: traffic attribute setup and a callback function. In the traffic
attribute setup part, it may require numg times of memory accesses,
where numgy,, represents the number of attributes to be configured. And,
since a callback function is typically used to change the value of traffic
attributes, it also requires numg times of memory accesses. After
memory accesses, an algorithm may use Formullar APIs to communicate
with Formullar-FPGA. Since each API is for communication, its time
complexity is proportional to num,. Thereby, as long as the algorithm
does not contain other complicated computation logic, it may have
O(numgy) as its time complexity. For instance, Algorithm 1 presents a
typical Formullar use case, which makes the time complexity of
O(numggr).

After applying our programmable traffic model, Formullar can
generate various traffic patterns to emulate distinct situations, by
carefully configuring the value of each attribute of the model.

For example, a periodic message or stream traffic can be easily
generated without any complicated configuration. (1) The periodic
message (Fig. 5a) is widely used in network applications for a heartbeat
or data polling, and Formullar can model this pattern by setting the in-
tervals (intv(p) and intv(m)). It is also possible to perform priority-based
latency comparisons by assigning different intervals for multiple peri-
odic messages [31]. (2) The stream patterns (Fig. 5b) can emulate video,
audio, VR (Virtual-Reality), and other multimedia traffic patterns.
Moreover, it can emulate traffic bursts for stress testing such as flash
crowds or Denial of Service (DoS) attacks. It is achieved by setting the
intervals (intv(p) and intv(m)) to zero, and the bandwidth is also con-
figurable by adjusting the packet size (len(p)). It can also represent a
sudden increase in bandwidth by updating the packet size at a specific
time ¢. In addition to this, irregular traffic, traffic with certain condi-
tions can be reproduced in a programmable manner, and the latency can
be evaluated accordingly with those circumstances.

In addition to those examples, Formullar can generate more compli-
cated patterns by configuring traffic attributes packet-by-packet. Note
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formullar_open()

f =

(10) /* CaselD (CID) */ c1.NM = 1000 /* messages/

4 /* pack_etsin amessagé/

formullar_case

cl =

cl.N

100 /* ms gapsbetweenmessagey/
cl.len_p = 128 /* bytesperpaclet*/

cl.intv_m

0 /* ms betweerpaclets*/

cl.intv_p

formullar_start

(f, cl)

Procedure formullar_listener callback

(RESULT)
print (RESULT.CID, RESULT.MID, RESULT.PID, RESULT.LATENCY)

if RESULT.MID > 50andRESUILT.LATENCY< 100 usthen

/* Traffic patternchangeso */

256 /* bytesperpaclet*/
f.N = 8 /* packetsin amessagé/

formullar_update(f)

f.len_p

end
formullar_wait

(®

(®

formullar_close

Algorithm 1. Example of a Formullar application.
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that Formullar is capable to configure each packet’s attribute (e.g.,
len(p;;)). Besides, beyond such deterministic traffic patterns, Formullar is
also possible to generate some statistical patterns, e.g., Poisson distri-
bution traffic model [32]. To do this, we only need to put appropriate
traffic attribute values (e.g., intv(m;)) which follow the statistical model.
Note that we can easily calculate such statistical values through a
random number generator.

Despite the high programmability, it is hard for Formullar to generate
some patterns. For instance, to generate a rapidly changing traffic
pattern is not easy, because it may require a lot of packet-by-packet
traffic attribute values. And, when traffic is sensitively changed in
response to network conditions, it is not easy to generate a pattern since
it may require complicated callback functions. We expect that such
limitations can be addressed if we develop more general traffic model
and programming model. However, since optimizing the model is
another open research issue, we leave it as future work.

4. Implementation

In order to validate the feasibility of Formullar’s design, a prototype
of Formullar FPGA was implemented using NetFPGA-SUME (Fig. 6),
which is an FPGA-based PCI Express board with four SFP+ 10 Gbps in-
terfaces and a Xilinx Virtex-7 XC7V690T [13,14]. The codes are written
in Verilog and synthesized with Xilinx Vivado. Fig. 7 provides the
implementation details; this prototype runs at a 156.4 MHz clock rate,
meaning that it has an accuracy of 6.4 ns. The packet generator/listener
modules share the timer and are connected to network interfaces. The
control interface provides input registers to configure the device and
traffic parameters and is connected to the control channel so that it can
communicate with the Formullar controller. The log memory is imple-
mented using block-ram. The prototype consumed about 28,000
Look-Up Tables (LUTs), indicating the FPGA resource usage.

Fig. 8 shows the implementations of the control channel and
controller. The control channel provides two ways to communicate with
the controller, i.e., Direct Memory Access (DMA) and Ethernet network
interface. (1) The DMA corresponds to the PCI express with the AXI
protocol [33], and the hardware is operated by directly communicating
with a device driver. The device driver is implemented via a reference
device driver in NetFPGA-SUME [34] and extended to support two en-
gines corresponding to the DMA and network channels. The communi-
cation messages are stored in the proxy memory and delivered to
Formullar applications through the API. The API provider is imple-
mented as a set of C libraries, and it communicates with the device
driver through the ioctl and netlink protocols, thereby allowing the host
API layer to enforce the control parameters and read the memory logs. It
is worthwhile to note that although our prototype was implemented on
top of Ubuntu 14.04 (i.e., the recommended version of NetFPGA-SUME
[13]), it is also compatible with the latest Linux version; we confirm that
Formullar works on Ubuntu 20.04. In addition, since Formullar utilizes
the standard PCI-E interface, it is possible to port Formullar to other
operating systems including Windows as long as we have a proper PCI-E
device driver.

5. Evaluation

In this section, Formullar prototype implementation is evaluated.
Note that the evaluation focuses mainly on the precision of the latency
measurement since other requirements (i.e., reconfigurability and the
general traffic model) can be achieved via the hybrid architecture and
software-based controller.

5.1. Evaluation setup
To evaluate Formullar, we show how precisely Formullar measures the

target device’s latency. Recalling that ULL-based systems are of primary
interest, the target device is set to have very low latency (i.e., less than 1
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us). Fig. 9 shows our testbed setup. It consists of two desktops equipped make the internal delay constant.
with NetFPGA-SUME, Intel Xeon E5-2630, 64 GB RAM, and Intel X520 We evaluate Formullar with three different setups, as shown in
10 GbE NICs. Furthermore, it runs Ubuntu 14.04 with one machine Fig. 10. In the loopback case (Fig. 10(a)), Formullar’s sending and
running Formullar, and the other machine simulating the target device receiving interfaces are connected directly to measure the delay made by

via control of the internal delay. Note that the FPGA is also employed to the measurement tool itself. In the no-delay case (Fig. 10(b)), the
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measurement tool and target device are connected. The target device’s
delay is set to zero to test how well the measurement tool captures the
very low (zero) delay. In the constant delay case (Fig. 10(c)), the target
device’s delay is varied from 150 ns to 450 ns, to see how accurately the
tool captures these delays. To produce each case, the target device is
implemented using NetFPGA-SUME, which simulates the delay by
deploying internal ring buffers that hold packets for specified time in-
tervals. In each case, the measurement tool generates a series of 100
packets with len(p) and intv(p) at 128 bytes and 0.1 s (10 PPS), respec-
tively. Note that the results show identical trends when we use the other
packet lengths and intervals.

In addition, to compare the result with another approach, we
perform the same evaluation with a software-based latency measure-
ment tool as a baseline. There are various network testing tools such as
NetPerf [35], iperf [36], or hping [20]. Among them, hping is special-
ized to measure network ping tests inspired by the ping UNIX command.
It supports various protocols such as TCP, UDP, and RAW-IP protocols
over ICMP so that we employ hping to generate packets in this

Computer Networks 185 (2021) 107689

evaluation. When it generates packets, it assembles them on an appli-
cation layer and sends them through a kernel layer. When it receives
packets, packets go through the kernel and arrive at the application
layer. Therefore, hping deserves to be a baseline since it utilizes fully
software-based packet generation/reception, while Formullar utilizes
totally hardware-based packet handling.

5.2. Loopback test

In order to discover unintended delays produced by the measuring
device itself, we first conduct the loopback test. Fig. 11 shows the results
via candlestick plots. The top/bottom of each rectangle represents the
average plus/minus the standard deviation; the middle of the rectangle
shows the average; and the top and bottom points of the bar show the
maximum and minimum values, respectively.

In the graph, the measured delay of each packet p;; is calculated as

Sy =1 — €)

where ¢ and &" represent the reception and generation time of the
packet p;;, respectively. The average and standard deviation are simply

calculated as § = Y&/ S N; and /Y (8i; — 8)°/ 3 N;, respectively.

Fig. 11 shows the results of three repeated trials marked as Sets 1-3.
In this figure, Formullar has a very low self-delay, which averages about
0.65 ps, and a standard deviation of 0.004 ps. In contrast, the software-
based approach results in a much greater self-delay of up to 800 ps and a
high standard deviation, which means that the latency measurement
would contain a huge measurement error on the order of hundreds of s,
regardless of the target device. One might be tempted to consider this
much error minor. However, in ULL-based systems, this size error could
account for about 80% of the measured latency when attempting to
measure a delay of 1 ms.

In detail, Formullar’s self-delay of 0.65 ps is inevitable; it is a kind of
the propagation delay, and an internal queuing delay to match the
transmission rate and timing of the interface-to-interface communica-
tions in the physical layer. Here, the queuing may contain a small de-
viation up to 0.03 ps to manage the incoming/outgoing packets in each
interface. Thus, Formullar’s self-delay is about 0.63-0.66 us, meaning
that Formullar’s error range is only up to 30 ns. In contrast, the software-
based approach exhibits a wide range of errors caused by scheduling and

Fig. 9. Testbed setup.



T. Park et al

Measurement tool
(Formullar)
(hping / tcpdump)

Send Recv.

N

(a) Loopback

Measurement tool

Send Recv.

Target Device

(b) Zero delay

Computer Networks 185 (2021) 107689

Measurement tool

Send Recv.

Target Device

(c) Constant delay

Fig. 10. Evaluation setup.

0.9

0.6 - - -

0.3

Set1 Set 2 Set 3

(a) Formullar (us)

900
600
300

Set1 Set 2 Set 3

(b) Software-based approach (us)

Fig. 11. Results for the loopback case.

interruptions from the host OS, which cannot be predicted exactly on a
ULL scale, resulting in unreliable measurement results.

5.3. The no-delay target

Next, we evaluate the system with a target device with zero delays.
As shown in Fig. 12, Formullar provides a consistent result of about 1.3 us
with a low standard deviation. By subtracting the self-delay (i.e., 0.65 s,
as measured by the loopback test) from the measured value, we can
derive the exact delay of the target device, which is about 0.65 ps in this
evaluation. Considering that the target device is also implemented by
NetFPGA-SUME (i.e., the same device used in the prototype of For-
mullar), it has a self-delay identical to that of Formullar. Thus, the
(processing) latency of the target device can be obtained by subtracting
the self-delays of Formullar and the target-device (0.65 and 0.65 us) from
the measured value. In this case, the latency is zero (1.3 — 0.65 — 0.65
= 0.0), showing that Formullar can measure the latency precisely. In

1.9
1.6
1.3 —— —— ——

1

Set 1 Set 2 Set 3

(a) Formullar (us)

contrast, the result of the software-based approach is similar to its result
in the loopback case, i.e., it has a large error range, because this
approach always results in non-deterministic errors made by various
software layers, including the operating system.

5.4. The target with a delay

To evaluate how precisely Formullar measures the latency of the
target device, we then conduct measurement tests with varying the in-
ternal processing delay of the target device. The target device is set to
various constant delays (i.e., 150, 300, and 450 ns). Fig. 13 depicts the
results of each case. As shown in the figure, the latency is measured as
1.45, 1.60, and 1.75 ps, respectively, on average. Note that NoDly.
represents the measured delay with the target device having no internal
delays. After subtracting the self-delays of two devices (0.65*2), the
latency results are 150, 300, and 450 ns, which are identical to the
evaluation setup values. This evaluation implies that Formullar can

900

600
300 i i i

0
Set1 Set 2 Set 3

(b) Software-based approach(us)

Fig. 12. Results for the no-delay case.
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Fig. 13. Results for the constant delay cases.

measure the delay of the target device on the ns scale precisely. In
contrast, the software-based approach cannot measure the latency pre-
cisely. Moreover, the impressive thing is the magnitude of the error (up
to 900 ps), even in the 150 ns case. Due to this huge error range, the
software-based approach produces nearly the same measurement results
for the 300 ns and 450 ns cases. Again, the huge error range mainly
comes from the inevitable delay factors of software-based systems,
which are packet processing delay on each network layer, interference
by schedulers, and interrupt handlers. The result implies that the
hardware-based approach is suitable for ULL systems than the software-
based one since it can achieve highly precise latency measurements.

5.5. Traffic time precision

To evaluate how precisely the measurement tool generates packets
with correct timing (i.e., deterministic packet generation), packets are
generated periodically and the deviation in generation/receipt time
measured. As shown in Fig. 14, the device is configured to create packets
every 0.1 s and capture the error between each measured time interval I
and the reference interval (i.e., 0.1 s).

For the measurement, the packet generation and reception interval

cV

errors €};" and ¢f$” are respectively calculated as

i = innv(p) (1" 1) )

rev rev

e = intv(p) — (t[:/. 72‘[’311) 3)
where t‘lg]e" and ¥ represent the measured generation and reception time
of the packet p;;, respectively. Thereby, an error close to zero implies
that the packet was handled with exact timing.

Fig. 15 shows the errors of 100 packets in the loopback case. As
shown in the figure, Formullar produces errors close to zero, implying
that Formullar can handle the packets with exact timing, deterministic
and precise traffic generation, and timer management. In contrast, the
software-based approach results in significant errors of about + 600 ps.
Besides, the error range fluctuates widely, creating huge noises in the
latency measurement results.

6. Related works

Ultra-low latency. Several networking standards are closely related to
ULL technology. Real-time networking systems are the representative

intv(p) = 0.]5|

lo

Fig. 14. Definitions for measuring time precision.
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cases for the application of ULL. The IEEE 802.1 Time-Sensitive Network
(TSN) [37] working group was organized to develop the next-generation
standard networking architecture for real-time networks [38]. Deter-
ministic networking systems are also related to ULL technology via
bounds on latency and packet delay variations with high reliability. The
IETF Deterministic Networking (DetNet) working group [39] is working
to define the new standard for deterministic communication. The 5G
mobile network, standardized by The 3rd Generation Partnership Proj-
ect (3GPP) [40], is attempting to unite seven telecommunication stan-
dard organizations (ARIB, ATIS, CCSA, ETSI, TSDSI, TTA, and TTC)
around ultra-reliable and low latency communication (URLLC).

Ultra-low latency applications. There are some studies on leveraging
ULL networks. Ford et al. [5] proposes a low-latency architecture with
flexible data link layers for 5G networks. Pilz et al. [4] suggests a variety
of ULL-based services and demonstrates the Tactile Internet. Chen et al.
[41] introduces emerging applications, design challenges, and potential
approaches in 5G design for URLLC. Lockwood et al. [3] demonstrates
an ULL data center network. In terms of practical cases that have been
(almost) released to the public, Google Stadia [42] and the Microsoft
xCloud [43] Project both require ULL networks. Google’s autonomous
car [44] and Tesla’s autopilot system [45] are notable examples
involving cars. Autonomous cars require ULL techniques for not only
V2V (vehicle-to-vehicle) and V2I (vehicle-to-infrastructure) communi-
cations but also for in-vehicle networking to control the internal pow-
ertrain/chassis (e.g., brakes and accelerator). In particular, in-vehicle
networks have a direct link to safety; thus, network latency becomes the
first priority. Countless other researchers have also conducted ULL
studies. For instance, Nasrallah et al. [2] investigates various ULL
technologies based on the new standards.

Latency measurement approaches. IXIA [6] is one of the most famous
network vendors in the networking testing equipment area. However,
their products are priced at tens of thousands of USDs, presenting a
significant cost burden. On the other hand, Formullar is available for
hundreds to thousands of USDs [13,46,47]. There are some studies that
have measured latency in data center networks, in particular, by taking
advantage of Software-Defined Networking (SDN). OpenSketch [48]
provides a southbound API in a control plane with which to configure
measurements. OpenSample [49] uses sFlow, an industry standard for
mandatory sampling, and TCP sequence numbers to achieve low la-
tency. Planck [10] achieves ms-scale latency measurements in data
center networks by utilizing port mirroring supported by commodity
switches. Pingmesh [11] proposes a latency measurement for large-scale
data center networks that leverages the TCP or HTTP pings made by all
servers. Kown et al. [12] studies network latency profiling for cloud
server selection using network measurements for distributed and cloud
computing. Narayana et al. [50] suggests that co-designing declarative
performance queries along with their associated hardware primitives
can bring the benefits of programmability to high-speed network per-
formance measurements. Although there are many studies on latency
measurements, no study to date has focused completely on measuring
networks at the ns scale, meaning the precision needed for ULL systems
has yet to be achieved.

FPGA-based network testing tools. Measuring network at high-
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precision has been in demand and studied for years. In particular, the
limitation of precision in software and the high-price of commercial
products are well-known issues, thus there are several network mea-
surement studies using FPGA that look similar to our approach. Here, we
provide literature reviews for several state-of-the-art studies and what
makes Formullar different from them.

A popular approach is to measure network performance from
recording and replaying traffic. iTester [51], Siyi Qiao et al. and
TNT10G [26] are high-speed network trace players and recorders, and
their timestamps between transmission and reception can calculate la-
tency at high-precision. However, they are focused on hardware
implementation so that it does not support programming interfaces or
automation in measurements. OSNT [27,52] and FlueNT10G [28] are an
improved approach. They can perform measurements in a programma-
ble way with pre-recorded traffic (i.e., pcap). However, as they replay
the pre-defined traffic, they do not change traffic generation in real-time
so that measurements should run only under pre-defined conditions and
environments. Also, it is challenging to deal with huge traffic with pcap
since the memory in a device is finite. To summarize, there is no fully
programmable traffic generation architecture with hardware.

Yong Wang et al. [29] introduced various traffic models that meet a
network benchmark standard (i.e., RFC 2544). It proposes an
FPGA-based measurement system with a configurable traffic generator.
However, it only supports limited configurability (i.e., packet size and
inter-packet interval) and throughput (i.e., 1Gbps). FPGEN [30] pro-
poses a precise measurement system equipped with a programmable
FPGA-based traffic generator. Although it provides programmability, a
fundamental difference from Formullar is that it requires hardware-level
programming, while Formullar requires software-level one. To configure
FPGEN, a user has to implement a new FPGA logic; it requires back-
ground knowledge of circuit-level hardware programming and hard-
ware description language (i.e., HDL), and takes a long development and
compilation time at least hours to apply new traffic patterns. In contrast,
Formullar allows to easily re-configure the traffic generator with a
high-level software script without any recompilation of FPGA circuits.

In summary, instead of replaying pre-recorded traffic, Formullar can
control and program the FPGA-based traffic generator with a general-
ized traffic model; therefore, Formullar can generate very long (even
infinite) traffic patterns. In addition, Formullar can dynamically manage
network testing for various cases at runtime according to its flexible
programmability. And, Formullar supports very high throughput, up to
10 Gbps. To the best of our knowledge, Formullar may be the first study
for the fully programmable FPGA traffic generator to measure precise
latency at the high bandwidth networking systems.

7. Conclusion

This paper proposed a novel latency measurement tool, named For-
mullar, to support highly precise latency measurements for ULL network

11

systems while providing reconfigurable and general traffic pattern
generation. To this end, we presented a new hybrid architecture
composed of FPGA (hardware) and a controller (software). This new
architecture can easily (re-)configure the traffic patterns needed to test
various ULL networking devices and provides ns-level precision. We
presented a full implementation of the Formullar prototype with a
commodity FPGA board (NetFPGA-SUME), evaluated the proposed
system while comparing it to the software-based approaches, and
showed that Formullar provides highly precise ULL measurement results.

Although this implementation provides 6.4 ns precision with its
operating frequency limited to 160 MHz, the precision can be improved
easily by employing a faster FPGA board. Fortunately, most of the state-
of-the-art FPGA boards support frequencies over 100 MHz at a reason-
able price (around USD 100-200, including network interfaces) [46,47].
Since Formullar has a general design principle of Formullar, it can adapt to
other FPGA boards easily. With a high-speed FPGA, we can easily
improve the precision of the measurement tool.
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