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Abstract

Service meshes have become essential for enabling microservices
in cloud environments; however, they also introduce substantial
network overhead. In particular, the ingress gateway, which serves
as the primary entry point for external traffic, has emerged as a
major performance bottleneck due to CPU-intensive traffic anal-
ysis and prolonged forwarding paths through multiple network
stack layers. Our analysis indicates that these inefficiencies can
result in a 4-fold reduction in network throughput and increased
CPU resource consumption. In response, we propose HardMesh, a
hardware-software hybrid ingress gateway that leverages a Smart-
NIC for high-performance traffic analysis and efficient traffic rout-
ing. This process is augmented by a lightweight CPU-based proxy
for traffic management. Evaluations show that HardMesh outper-
forms existing ingress gateways, achieving up to 4.4x higher through-
put while providing the same range of traffic management services.
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1 Introduction

Service meshes [11] have become the de facto standard for man-
aging communications among cloud-native microservices [1]. In
service meshes, microservices are deployed across multiple con-
tainers [10], each isolated within its own network environment. To
manage inter-service communication, a sidecar proxy is attached to
every container, intercepting and processing all ingress and egress
traffic on behalf of the container. While this abstraction separates
communication logic from the application, it introduces significant
performance overhead due to inherent complexity [18]
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Most previous studies [13, 14, 16-18] have focused on reducing
overheads caused by sidecars, which introduce extra network hops
within container communication. However, we identify a more
significant bottleneck: the ingress gateway. This gateway acts as
the entry point, dispatching external packets to their destination
containers. Furthermore, it provides various traffic management ser-
vices [9], such as circuit breaking and canary deployments. Despite
its critical role, this gateway emerges as a main bottleneck in service
meshes. We identify two key challenges behind this bottleneck.
Challenges. The first one is the CPU-intensive traffic analysis
task. Since most microservices handle L7 protocols, such as REST
API [12] and gRPC, dispatching packets to the destination con-
tainers requires extensive parsing of variable-length L7 fields and
execution of multiple regular expression (regex) matches. For exam-
ple, routing HTTP traffic requires inspection of hostnames, paths,
and user-defined ones. This complexity is further amplified by the
need to manage a large set of policies associated with active ser-
vices. The second challenge arises from the long packet forwarding
path. As the ingress gateway itself runs as a separate container,
forwarding packets from the gateway to destination containers
involves multiple interactions with the kernel network stack and
the virtual switch connecting containers [13], resulting in repeated
context switching and packet copies. Our evaluation shows that
these two challenges can lead to a reduction in HTTP throughput
of up to 4 times, even with 100 clients and a single routing rule.
Our approach. To address these challenges, we propose HardMesh,
a novel hybrid ingress gateway combining hardware acceleration
with flexible software control. HardMesh leverages a SmartNIC [8]
to offload the CPU-intensive traffic analysis tasks from host CPUs. A
lightweight CPU-side proxy complements this by forwarding pack-
ets to their destination and handling various traffic management
services based on the analyzed results provided by the SmartNIC.
HardMesh also introduces a direct socket-based data transfer mech-
anism, bypassing the kernel network stack and the virtual switch
during packet forwarding. Evaluations show that HardMesh outper-
forms existing ingress gateways [5, 6], achieving up to 4.4x higher
throughput and 2.87x higher power efficiency.

2 System Design

The functionalities of an ingress gateway comprise traffic analysis,
traffic management, and traffic relaying. Although offloading all
these tasks to hardware may appear beneficial for performance,
our analysis identifies that full offloading is ineffective, as ingress
gateways perform complex tasks that are not well-suited to hard-
ware implementation. For example, traffic management requires
flexible error handling, and relaying requires direct interaction
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Figure 1: The overall architecture of HardMesh system.
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Figure 2: HTTP performance comparison result.

with containers. Hardware alone cannot efficiently support these
tasks due to their complexity. Thus, we adopt a hardware-software
hybrid design that partitions gateway functionalities between the
SmartNIC and CPU based on their respective strengths.

Figure 1 shows the architecture of HardMesh, which integrates
a hardware-based NIC stack on the SmartNIC with a lightweight,
software-based node stack, connected via the HardMesh transport
(HMT). In this design, incoming packets are initially processed by
the NIC stack. It parses headers and payloads, comparing them
to policies stored in NIC memory. Hardware accelerators enable
efficient parallel processing of regex matching tasks. The analysis
results are embedded into the packet’s L2 header as a 24-bit meta-
data before it is forwarded to the host. HMT operates before the
kernel network stack, providing essential support for the node stack.
It identifies packets from the NIC stack and relocates their meta-
data from the L2 header to a designated field in the payload (HTTP
method field), allowing the node stack running in the user space to
access it. The node stack identifies the destination container and rel-
evant policies for each packet by utilizing the embedded metadata,
eliminating CPU-intensive traffic analysis. It then applies required
traffic management services and relays the packet to the destination.
Note that packets without metadata, which cannot be processed by
the NIC stack, are handled by the node stack as in software ingress
gateways. Finally, HMT enables direct redirection of packets from
the node stack’s Tx socket to the destination container’s Rx socket,
bypassing the kernel stack and virtual switch.

3 Evaluation and conclusion

We implement a prototype of HardMesh on a BlueField-2 Smart-
NIC [2] and evaluate it on a Kubernetes-based service mesh. We
compare HardMesh (HM) against two widely-used ingress gate-
ways: Istio [5] (IST) and Nginx [6] (NGX). We deploy eight web
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server pods, each using one CPU core, as a single service endpoint.
HTTP traffic is generated from an external client machine.

E2E performance. As shown in Figure 2 (a), HardMesh achieves
up to 4.4X higher throughput than the other ingress gateways
when using the same number of CPUs. Notably, HardMesh with
4 cores sustains 85% of the baseline throughput (no ingress gate-
way), whereas Istio and Nginx achieve only 41% throughput even
when using 16 cores. This advantage is further amplified when a
high number of policies (URL patterns) are enforced. As depicted
in Figure 2 (b), HardMesh with less than a 5% drop when enforc-
ing 1K policies, regardless of the number of cores, whereas Istio
ingress with 20 cores (IST_C20) suffers a twofold drop. These results
highlight the efficiency of our hybrid design.

We further compare HardMesh to an optimized software-only
solution utilizing Hyperscan [15] for traffic analysis. Since no ex-
isting ingress gateway supports Hyperscan, we employ the Envoy
proxy’s beta-level Hyperscan matching feature [3]. Specifically, we
compare two Envoy proxies under 1K policies: one configured with
Hyperscan matching (Envoy-HS) and the other utilizing metadata
matching enabled by the NIC stack (Envoy-HM). As shown in Fig-
ure 2 (c), Envoy-HM delivers twice the throughput of Envoy-HS
when using the same number of CPU cores. While Hyperscan can
enhance software matching efficiency, its optimization is less effec-
tive for the short L7 fields (e.g., hostnames and paths) typically used
in service mesh routing [15]. In contrast, our hybrid design offloads
these CPU-intensive tasks to the dedicated hardware device.

Cost analysis. Finally, we evaluate the power efficiency and cost-
effectiveness of HardMesh (4 cores) in comparison with Istio ingress
(20 cores) using server-grade CPUs [4]. For a fair comparison, the
price and power consumption of a normal NIC [7], which provides
the same bandwidth as the SmartNIC employed in this study, are
included in the assessment of Istio ingress. As shown in Table 1,
our hybrid design achieves 2.3x higher cost-effectiveness and 2.8x
greater power efficiency when handling 1K policies by distributing
workloads between the SmartNIC and CPU cores. These metrics are
significant in cloud environments, where they have a substantial
impact on total cost of ownership (TCO).

Conclusion. We identify the ingress gateway as the main perfor-
mance bottleneck in the service mesh and propose a hybrid de-
sign that partitions gateway tasks between hardware and software
components. Evaluations show that this hybrid design outperforms
software-only gateways in terms of performance and cost efficiency.
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