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Automated Permission Model Generation
for Securing SDN Control-Plane

Heedo Kang™, Vinod Yegneswaran, Shalini Ghosh, Phillip Porras, and Seungwon Shin

Abstract— An important consideration in software-defined
networks (SDNs), is that one SDN application, through a bug
or API misuse, can break an entire SDN. While previous works
have tried to mitigate such concerns by implementing access
control mechanisms (permission models) for an SDN controller,
they commonly require serious manual efforts in creating a
permission model. Moreover, they do not support flexible per-
mission models, and they are often tightly coupled with a
specific SDN controller. To address such limitations, we introduce
an automated permission generation and verification system
called VOGUE. A distinguishing aspect of VOGUE is that it
automatically generates flexible permission models and yet is
completely separated from the SDN controller implementation.
To demonstrate the feasibility of our approach, we implement a
prototype, evaluate its completeness and soundness, and examine
its performance. In addition, to show the effectiveness of VOGUE,
we demonstrate its use cases and security impact to SDN in the
context of popular SDN controllers.

Index Terms—Software-defined networking (SDN), security,
permission model, automation.

I. INTRODUCTION

INCE its advent, software-defined networking (SDN) has
S garnered considerable attention from both industry and
academia and is being actively deployed in diverse real-world
environments including large-scale data centers [1], [2] and
next-generation mobile networks [3], [4]. The growing adop-
tion of SDN along with its core tenet, a logically centralized
control plane to manage all underlying network devices, also
raises serious concerns about the pervasive effect of potential
abuse. Specifically, attacks against the SDN control plane
(i.e., the SDN controller) are likely to be significantly more
effective than prior attacks on any specific component in
traditional network stacks [5]-[8].

Indeed, SDN control plane security issues have been dis-
cussed extensively in prior research studies [5], [6], [9], [10].
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For example, SM-ONOS [9] and SDNShield [10] proposed
permission models to protect SDN core services from mali-
cious operations. Their underlying thesis is that an SDN con-
trol plane should provide mechanisms to restrict unauthorized
operations by applications, and this capability is commonly
realized through a permission model.

However, such permission models are imperfect and often
fall short due to the following three gaps between ideals and
realities. First, to generate or update a rigorous permission
model for an SDN controller, security experts should manually
analyze its operational models, accessible resources, and API
usages (automation gap). All those tasks are labor-intensive,
time-consuming, and error-prone. Second, prior permission
models for SDN controllers tend to be unmalleable and thus
not easily adaptable to diverse SDN environments (flexibil-
ity gap). For example, a network operator might want to
adopt a coarse-grained permission model to aggregate certain
assets and restrict disallowed operations and may want to
use a fine-grained permission model to carefully investigate
all used APIs to check for security violations. However,
none of the existing SDN control plane permission systems
support both cases at the same time. Third, most existing
permission systems are tightly coupled with a specific SDN
controller or they design their own secure SDN controllers
(portability gap). For example, SM-ONOS only targets
ONOS [11], SE-Floodlight [6] is only for Floodlight [12], and
Rosemary [5] creates a new SDN controller. Hence, designing
a generic permission system/model that could be deployed
across SDN controllers is a formidable challenge.

In this paper, we attempt to bridge the gaps posed by the
aforementioned challenges by proposing a novel automatic
permission generation and verification system for SDN con-
trollers called VOGUE. Unlike existing SDN permission sys-
tems, VOGUE automatically synthesizes potential permission
models for an SDN controller based on input materials, such as
API documents, and it presents synthesized permission models
with tree diagrams. Thus, using VOGUE, a network operator
can easily determine which permission model is possible in the
SDN network and how to assign permissions for each case.
Moreover, all steps toward generating permission models are
automated (a network operator is simply asked to provide basic
system information).

To generate permission models automatically for an SDN
controller, VOGUE first takes SDN API documents as
inputs, and then it parses those materials to extract critical
SDN-related resources that should be protected and possible
operations on these resources by employing natural language
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Fig. 1. Manual process of permission system implementation.

processing (NLP) techniques (note that we must address many
research challenges in employing NLP techniques to analyze
SDN APIs correctly). With the extracted information, it gen-
erates a tree diagram that clearly presents resources that each
API access and the operations that each API performs. With
this tree diagram, a network operator can easily determine
the specific resources that are accessed and the actions that
are performed by each API and can derive a permission
model by simply describing the permission model policy. This
process significantly reduces the overhead and human errors
of designing a permission model for an SDN controller.

Previous systems for securing SDN controllers are tightly
coupled with a specific SDN controller. However, VOGUE is
independent of specific SDN controller implementations; thus,
it can be easily adapted to other SDN controllers. Specifically,
it is straightforward to port generated permission models
across SDN controllers.

To assess the viability of our proposed approach, we imple-
ment a prototype of VOGUE to verify its feasibility and
practicality, and then we evaluate it with well-known open-
source SDN controllers.

II. PROBLEM STATEMENT
A. Motivating Examples

In this paper, we primarily focus on three key deficiencies
of existing SDN permission systems.

1) Portability Deficiency: It is quite obvious that devising
a permission model for a system manually is a tedious and
complicated task. Figure 1 depicts process to implement an
SDN permission system. As shown, to implement an SDN
permission system, an SDN security expert must (i) analyze
the high-priority assets of an SDN controller for protection,
(ii) inspect how these assets are accessed (e.g., read, write, and
delete) by each SDN API, (iii) determine a reasonable permis-
sion model with consideration for these assets and APIs, and
(iv) implement a devised permission model. Each step in this
process will require much effort, if done by manual operations.
Among these steps, manually implementing a permission
system step can be avoided if an existing permission system
can be ported to another controller. However, the existing ones,
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1 public void registerDeactivateHook (Application
2 appId, Runnable hook) {

3 checkPermission (APP_READ)

checkNotNull (appId, APP_ID_NULL);
checkNotNull (hook, "Hook cannot be null");
deactivateHooks.put (appId.name (), hook);

O TS

Fig. 2. Example of human-error in the existing permission system.

such as SE-Floodlight [6] and Security-Mode ONOS [9] are
tightly coupled with a specific SDN controller; and thus they
cannot be ported to another controller.

2) Automation Deficiency: Existing SDN permission sys-
tems will often contain errors because manual works to con-
struct or update a permission system are error-prone. We have
inspected the human-errors in existing permission systems
to prove it, and from this inspection, we have found vari-
ous human-errors on existing SDN permission models. Here,
we introduce one real human-error found in the Security-Mode
ONOS implementation. Figure 2 depicts one of the real ONOS
API, and here, Security-Mode ONOS checks an APP_READ
permission at the entrance for access control. Checking the
APP_READ permission means that this API accesses an
APP asset and only performs READ action. However, this
API performs WRITE action against an APP asset at an
internal function (line 6). Therefore, an APP_WRITE permis-
sion should be checked at the entrance of this API, but an
APP_READ permission is being incorrectly checked due to
human-error.

3) Flexibility Deficiency: Existing SDN permission systems
can be easily abused by a malicious SDN application. Consider
a case in which a network operator installs a DDoS prevention
application that detects DDoS attacks and disable a network
port relaying attack traffic. Here, a network operator tries to
only grant a permission of disabling a network port to the
application (considering the least privilege philosophy).

Indeed, most permission-based SDN security systems
(e.g., Security-Mode ONOS and SDNShield) can grant permis-
sion to the application for enabling/disabling a network port.
We also assume that we employ Security-Mode ONOS for this
job. Then, Security-Mode ONOS will grant DEVICE_WRITE
permission to the application; thus it can now turn on/off a
network port. At this time, we should consider that this permis-
sion (i.e., DEVICE_WRITE) also includes other functions that
can change other assets such as the network device itself and
the network state, implying that this application can now turn
off a network device and modify the network state. A network
operator may not expect this to be the case.

We have tested this scenario by creating a test appli-
cation, enabling Security-Mode ONOS, and granting the
DEVICE_WRITE permission to our test application. Our test
application removes the device and disables the port state of
the device when a burst of traffic occurs on a specific device
port. We have emulated a network using mininet [13] and
sent packets from one host to another. The result is shown
in Figure 3. Figure 3 shows that it is possible to remove the
device and close the port with DEVICE_WRITE permission.
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Result of the attack scenario.

Fig. 3.

TABLE I
DEFICIENCIES OF EXISTING SDN PERMISSION SYSTEMS

Automation | Portability | Flexibility
SE-Floodlight [6] X X X
SDNShield [10] X A A
Security-Mode ONOS [9] X X X
VOGUE (our framework) (0] (6] (6]

O : Fully supported, A : Supported, but insufficient, X : Not supported

The problem stems from the fact that the permission model
is fixed in a way and generated in a nonflexible manner,
although each network operator has a different security view.

B. Research Challenges

The overall deficiencies of existing SDN permission systems
are listed in Table I. To address these problems, in this paper,
we propose a new framework. In summary, our framework
attempts to address the following three research challenges.

First, our framework must be able to automatically gen-
erate a permission model for an SDN controller to reduce
human-error and overhead associated with generating a per-
mission model (automation challenge). Second, to automat-
ically generate a permission model and verify permissions
regardless of controller type, we should design a portable
permission system for any SDN controller. Therefore, our
framework must be independently designed and implemented
from a specific SDN controller implementation to ensure
portability (portability challenge). Third, the security require-
ments of an SDN will vary across deployments; thus, each
SDN will necessitate its own permission model to make it
secure. Hence, our framework should provide a way to enable
a network operator flexibly to generate permission models
(flexibility challenge).

C. Research Goal

The ultimate goal of this paper is to suggest the novel
SDN permission system, named VOGUE, that solves the listed
challenges shown above.

Since many previous studies have pointed out that a mali-
cious SDN application can break the entire SDN network
by just abusing the northbound-APIs provided by an SDN
controller [5], [7], [14], we mainly focus on protecting the
SDN resources managed by SDN controller that an SDN
application can access via the northbound-APIs. Thus, one of
our main goals is to enable VOGUE to reveal the resources
accessed by each northbound-API and analyze the relation-
ships between them and to identify the action performed
by each northbound-API automatically. Note that, a relation
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between two resources indicates which resource belongs to the
other resource (e.g., port resource belongs to device resource).
Based on the extracted information, VOGUE will be able to
automatically generate a flexible permission model that can be
used for access control.

The other goal of ours is to enable VOGUE to perform
the access control for SDN applications accessing the SDN
resources via the northbound-APIs using the generated per-
mission model in an independent process. It will allow us to
prevent attacks from malicious SDN applications that abuse
the northbound-APIs, and to apply VOGUE to various SDN
controllers for access control. In the following Section III,
we present how we achieve our goals in detail.

III. SYSTEM DESIGN
A. Design Philosophy & Assumption

As we have presented in Section II-A, existing permission
systems for SDN controllers cannot effectively defeat attack
trials. We believe that this problem is mainly caused by the
limitation of manually created permission systems/models.
Analyzing all provided APIs from an SDN controller and
tracking their internal operations are quite complicated and
sensitive processes, and thus it is likely to cause misunder-
standings and errors. Then, what if an automated system
conducts this processes instead of human labors? It will
definitely reduce the time for processing and may reduce the
possibilities of confusion. Our work, VOGUE, is proposed in
this context.

Recently, natural language processing (NLP) techniques
have been dramatically improved and they nearly
replace human-interventions in decoding/understanding
texts [15]-[17]. Currently we leverage those techniques to
comprehend all (or most) functions that can be conducted
by SDN applications by analyzing SDN APIs. Since an
SDN application only can access SDN resources by invoking
SDN APIs provided by an SDN controller, if we carefully
investigate those APIs, we can clearly understand how they
read/write/execute SDN resources.

Based on this insight, we design functions that automatically
examine provided SDN APIs with NLP techniques, and they
will search out all possible cases of touching SDN resources
exhaustively. Those search results will be used in designing a
permission model for an SDN controller. In addition, we try
to flexibly generate a permission model instead of relying on
a fixed permission model, because each network operator is
likely to have different interests in protecting his resources.
Thus, a network operator can derive his most wanted permis-
sion model.

In order to conduct access control for SDN applications
based on the generated permission model, in the case of
existing permission systems for SDN controllers, the permis-
sion model has to be implemented inside the SDN controller.
However, as shown in Section II-A, permission model imple-
mentation process is prone to human-errors and requires huge
human labors. Then, what if the process outside of the SDN
controller conduct access control for the SDN applications
running on the SDN controller using the generated permission
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Fig. 4. VOGUE system overview.

model? It will allow us to build a permission system for SDN
controller without any source code modifications of the SDN
controller, making it possible to port it to any SDN controller
and greatly reduce human labors and errors. In this context,
we independently design and implement VOGUE from SDN
controller implementation using the state-of-the-art techniques
(i.e., hooking and code injection [25]).

To clarify the scope handled in this paper, in our initial
design, we primarily assume that SDN controller API docu-
ment follows the style of Javadoc [18] and the implementation
language of SDN controller is possible to support hooking
and code injection techniques. In other words, our initial
design of VOGUE can be directly applied to any Java-based
SDN controllers. VOGUE can also support non-Java-based
SDN controllers, but it requires some human-efforts. For the
case of a non-Java-based SDN controller, we assume that a
network operator or the SDN controller developers (if the
SDN controller is closed-source software) will convert SDN
controller API document to Javadoc-style and slightly modify
the source code of the SDN controller for communication with
VOGUE.

Enabling access control for SDN applications in the inde-
pendent process of SDN controller and employing NLP
techniques in extracting SDN permission models are quite
complicated, and there are many new research challenges.
In the following parts, we will explain how we have designed
our functions and addressed faced challenges in detail.

B. VOGUE Overview

Here, we first introduce how VOGUE works by present-
ing its operational scenario. Figure 4 denotes the overall

architecture of VOGUE and its operational scenario, and
as shown, VOGUE consists of two main components, the
(1) static engine and (ii) dynamic engine. Each component will
be explained in the following Sections III-C and III-D.

The operational scenario of VOGUE is as follows (shown
in Figure 4). (1) First, a network operator provides an SDN
controller API document into the static engine of VOGUE.
Then, the static engine analyzes the SDN controller API docu-
ment to discover what critical assets' should be protected using
various NLP [19] techniques. Based on this, it generates an
SDN asset map.> After that, the static engine prunes the SDN
asset map based on the permission model policy received from
a network operator. (2) Finally, the static engine automatically
generates a permission model (API-permission mappings) that
satisfies the security view of the network operator, and it
is passed to the network operator. (3) The network operator
delivers the permission model generated by VOGUE to an
SDN application developer. (4) The SDN application devel-
oper will develop an SDN application and enumerate necessary
permissions for the APIs used for developed applications
based on the received permission model (permissions will
be summarized in the manifest file for an application). The
developed applications will be sent to the network operator for
deployment. (5) When the network operator is installing the
delivered SDN applications, the dynamic engine of VOGUE
catches this trial by hooking an installation request. (6) Then,
it enforces a mandatory application reviewing process for the
network operator. Here, the network operator must review

IWe define assets as all resources accessed/modified/created by SDN APIs
2SDN asset map is a tree diagram that represents all SDN controller
resources accessed by each API with their relations
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the declared permissions to determine whether those in the
manifest file of an application are acceptable. The fact that
the network operator has defined his own policy means that he
correctly understands the permission model that is generated
by VOGUE. Also, understanding the generated permission
model before using it for access control is the responsibility
of the network operator. Thus, even if a permission model
is not standardized, we believe that the network operator can
correctly review the declared permissions of an SDN appli-
cation with a clear understanding of the generated permission
model. (7) After that, the network operator sends the decision
to the dynamic engine. If a decision is an approval for the
installation, the dynamic engine grants the declared permis-
sions to the application and lets the application installation
proceed. (8) After the application is installed, the dynamic
engine also hooks an API invocation for the access control
whenever the application invokes an API and verifies whether
the application has proper permissions to access the invoking
API. (9) If the application does not have proper permissions,
the dynamic engine raises a security exception (using code the
injection technique).

C. VOGUE Static Engine

The main goal of this engine is to generate the
API-permission mappings (i.e., permission model). Note that,
this process will be conducted before operating the SDN;
thus this engine does not affect the performance of the SDN
controller. The detailed design of the static engine modules is
as follows.

1) API Document Parser: This module takes an API docu-
ment provided by an SDN controller to extract the descrip-
tions and path information of the APIs. In designing this
module, we must consider the formats of the description of
APIs, and we primarily assume that they follow the style
of Javadoc [18] because this style is widely used and quite
popular. In addition, the API descriptions of existing SDN
controllers [11], [12], [20] implemented in the Java language
are also written in the Javadoc style. In addition, this module
can handle other formats written in English; thus, the API
information of some other SDN controllers written in C,
C++, or Python can be parsed by this module if they provide
reasonable descriptions of the APIs.

2) Preprocessor: The preprocessor sanitizes extracted API
descriptions from the API document parser to make a clear
sentence. We found that some preprocessing methods can dra-
matically increase the accuracy of the remaining steps. Hence,
we employ the following four preprocessing approaches.

1. Finding the sentence boundary of the SDN API:
A first sentence of the Javadoc-style API description always
contains an action that an API performs and the assets that an
API accesses (i.e., the most critical information). Therefore,
we must extract the first sentence of an API description care-
fully, and it means that we should determine the boundaries
of the first sentence.

We can easily raise an idea for finding the point where
the first period character exists. It can be a simple and good
idea to detect the first sentence boundaries. However, there
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are exceptional cases in which there is no period character in
a description or two sentences are connected using a colon
character. Therefore, a colon character is also designated as
one of the boundaries of a first sentence.

There is a case in which the API descriptions do not include
a period character if it is constructed as only one sentence.
For such a case, if a period character is not detected in the
description, we specify the end point of a description as the
boundary of a first sentence. Based on these boundaries, this
module extracts the first sentence from each API description.

2. Converting an SDN named entity: In an SDN API
description, there is a case in which two or more consecutive
words together represent an SDN asset. For example, the two
consecutive words “virtual network” represent a single SDN
asset. There is no need for further grammatical analysis of
such consecutive words. Moreover, to extract assets accurately
through NLP techniques in subsequent components, such
consecutive words must be converted into a single term.
To identify consecutive words that represent an SDN asset
in an API description, we make an SDN asset glossary
that includes known SDN assets (e.g., virtual network and
network state). Based on the SDN asset glossary, this mod-
ule converts any entity n-grams to a single term, such as
“virtual_network.”

3. Making a complete SDN API description sentence:
Usually, a Javadoc-style API description starts a sentence
without a subject (i.e., starting with a verb phrase). Simply
put, the first sentence of the API description is an incomplete
sentence with no subject. In the analysis of the semantic
role labeler, which is the following module, if a sentence is
incomplete and does not have a subject, the constituents of the
sentence are often semantically mislabeled. To address such
mislabeling problems, the preprocessor inserts a fake subject
(e.g., it) to the extracted first sentence of an API description
to make it a complete sentence in advance.

In addition, if a verb in a sentence is an ambiguous word,?
the semantic role labeler often mislabels semantic constituents
of a sentence. Replacing ambiguous verbs of a sentence with
an unambiguous term in advance can mitigate such mislabeling
problems. Thus, we have conducted a manual analysis of all
verbs in the API descriptions of the existing SDN controller
and classified them into three unambiguous action words with
similar meanings as the original verbs (like a synonym). Our
action words are READ, WRITE, and EXECUTE which are
similar to the Linux file system permission types. In addition,
we have created action-verb mappings by summarizing the
verbs that correspond to each action word. Based on the
action-verb mappings, the preprocessor changes a verb in each
API description into three action words and tags the original
verb to the converted action word.

4. Removing special characters in the SDN API descrip-
tion: In analyses on the remaining modules of the static
engine, special characters in a description make operations
inaccurate, so the preprocessor finds and removes any special
characters to improve the accuracy of the analyses on the
remaining modules.

3Word that can be either a verb or a noun
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3) Semantic Role Labeler: In an API description, resources
accessed by an API are represented in a semantical object
sentence. Each of these resources is a critical asset for an
SDN controller. To extract assets accessed by an API from API
descriptions, this module classifies each API description into
semantic constituents by leveraging a semantic role labeling
technique [21].

Next, it conducts an investigation of a classified object
sentence and a tagged verb on an action word to examine
whether the tagged verb is a word that takes a gerund or to-
infinitive construction as an object and if the classified object
sentence starts with an to-infinitive or gerund. The reason for
doing such an investigation is that a classified action word
and object sentence are likely to be inaccurate if a tagged
verb is one of the terms that takes a gerund or to-infinitive
construction as an object and the extracted object sentence
starts with an to-infinitive or gerund. In that case, it reclassifies
the current object sentence into semantic constituents.

4) Intermediate Processor: This module preprocesses an
object sentence (classified by the semantic role labeler) to
allow the dependency analyzer (next module) to extract asset
words clearly from an object sentence without disruption. The
main operations of this module are as follows.

1. Handling nouns in the SDN API description: In an
object sentence, the part of speech (POS) of an SDN asset
word is a noun (e.g., network and flow rule) and it would be in
the singular or plural form. An asset word does not need to be
in the plural form in our analysis, so this module first changes
all nouns in an object sentence to the singular form. To do this,
it replaces each noun in an object sentence with the stem of
the word using WordNet [22] stemmer. In addition, an asset
can be expressed as a noun phrase, which has consecutive
nouns. Such cases must be converted into a single term so
that an asset can be extracted correctly on the dependency
analyzer. Thus, this module identifies any noun phrase that
has consecutive nouns using shallow parsing [23]. Shallow
parsing is one of the NLP techniques that identifies syntactical
phrases, so it is suitable for identifying noun phrases. After
identifying any noun phrases, this module converts each of
them into a single term. This is a similar process to the
operation that the preprocessor does in Section III-C2, which
replaces an SDN named entity “cluster member” with a term
like ““cluster_member.”

2. Analyzing the POS of the SDN API description:
Because the dependency analyzer will extract only asset words
corresponding to nouns in the POS(detailed in Section III-C5),
this component tags the POS for each element of an object
sentence in advance to allow the dependency analyzer to
distinguish nouns. In addition, because the determiner words
in an object sentence reduce the accuracy of the depen-
dency analyzer, it removes any determiner words and unnec-
essary words in an object sentence based on the tagged
POS.

5) Dependency Analyzer: The main role of this module is
to extract only asset words with their semantic relations so that
the SDN asset map generator (next module) can build an SDN
asset map for an SDN controller. The tasks of this module are
divided into three steps.
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1. Dependency parsing: Dependency parsing is an NLP
technique, and it analyzes the grammatical structures of a
sentence and finds any relations between words. We leverage
this technique to extract assets accurately represented in an
object sentence, taking into account their semantic relations.

Initially, this module extracts only a set of nominal mod-
ifier(nmod) relations that hold between nouns modified by
a prepositional complement through the dependency parsing.
To do this, we use the Stanford dependency parser [24], and
an example process and the results of this job are depicted
in Figure 5. The reason for extracting only nmod relations is
to analyze modification relations between nouns so that we
can reveal any semantic relations between the nouns. Note
that, all nouns in the nmod relation are candidates that can be
revealed as an SDN asset.

In addition, it extracts only nouns from an object sentence
based on a tagged POS in the intermediate processing. While
non-nouns may be included in nmod relations, non-nouns do
not represent SDN assets. Thus, we ignore any nmod relations
that contain non-nouns based on extracted nouns to avoid a
case in which a non-noun is extracted as an SDN asset in the
dependency analysis. In addition, there is no nmod relation if
there is only one SDN asset represented in an object sentence.
In this case, a single noun represents an SDN asset, so this
module extracts any nouns in advance to cover such a case in
the dependency analysis.

2. Dependency analysis: In the dependency analysis, this
module accepts a set of nmod relations and a list of nouns
that are extracted from the dependency parsing process. In the
accepted set of nmod relations, this module only considers the
cases in which a preposition is from, to, on, of, in, beneath
and into to distinguish an asset and all of its sub-assets with
their relations. This is because a noun (sub-asset) directly
modifies its preceding noun (asset) using these preposition
words. Based on the extracted nmod relations, this module
generates asset-linked lists by extracting all assets considering
their semantic relations.

Initially, this module handles a case in which there is
no nmod relation. This case means that only one asset is
represented in a description, so in this case, this module
concatenates the extracted set of nouns and considers the
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result an asset. In the case of one nmod relation, this module
distinguishes the asset and sub-asset considering a semantic
relation between two nouns in an nmod relation. In the case
in which there is more than one nmod relation, it checks the
relation of each nmod in order. For example, in case of the
object sentence in the description of the real ONOS controller
API, named getFlowRuleCount, there are two nmod relations
as shown in Figure 5. From the the first nominal modifier
relation among the two relations, we can reveal that the word
“number” is a sub-asset of “flow_rule” asset. And the next
nominal modifier relation shows “number” is a sub-asset of
the “system” asset. In these relations, both “flow_rule” and
“system” are the super asset of the “number” asset. However,
an asset “system” is a super asset of “flow_rule” because the
nmod relation of the “system” asset appears later than the
nmod relation of the “flow_rule” asset. As a result, an asset-
linked list is constructed in Figure 5 after the dependency
analysis process.

3. The SDN asset word analysis : We have analyzed
all asset names that appear on all generated linked-list nodes
in the API package units. From this analysis, we notice that
there are instances in which the same asset is expressed in
various words. For example, the flow_rule asset is extracted
from descriptions of APIs in a package named flowruleService
of the ONOS controller. However, this flow_rule asset is
expressed by various terms like “rule”, “flow rule”, and “flow
entry” in an API document, although all of them indicate the
same asset. This diversity is due to a natural language API
description. Thus, we have created an SDN synonym glossary
using manual analysis. Based on it, this module consolidates
various words that refer to the same asset into one word.

6) The SDN Asset Map Generator: After the API descrip-
tions are completely analyzed, this component takes the fol-
lowing three factors to generate an asset map for an SDN
controller: 1) a full path of the API extracted from the docu-
ment parser 2) an action word extracted from the semantic role
labeler 3) an asset-linked list extracted from the dependency
analyzer. The process of how to build an asset map is as
follows.

1. Building an SDN asset map : To build an SDN asset
map, this component creates a tree using an asset-linked list
for each API unit initially. Then it tags an API action word
and the full path of an API to a leaf node of the generated
tree. The generated trees, which are created in the API unit are
integrated into a single tree in the package unit, and the trees
in the package unit are integrated into a whole single tree by
our predefined rules. This whole single tree is an SDN asset
map that represents all SDN assets that APIs access. Through
an SDN asset map, a network operator can easily understand
what SDN assets are accessed by each API and what action
it takes.

2. Pruning the SDN asset map: Based on the generated
SDN asset map, a network operator can determine the depth of
access control and the assets they want to protect. In an SDN
asset map, the network operators can handle desired assets to
be protected by keeping only the nodes of the desired assets
alive and removing the remaining nodes. In addition, a flex-
ible depth of access control can be achieved by integrating
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Assets := 'all’ | asset_list

Depth := ['0'-"9" ]+

Major_policy := ’'Coarse-grained’ | ’'Fine-grained’
Sub_policy := '{’, Asset, Policy, "}’

Asset := <STRING>

Policy := ’Coarse-grained’ | ’Fine-grained’

asset_list := {STRING, ...}

Fig. 6. Language syntax for permission model policy.

nodes into upper nodes according to the access control depth
determined by a network operator. To support the creation of
various permission models for a network operator, VOGUE
provides a simple language for the permission model policy
to enable a network operator to set desired assets and the depth
of access control. The syntax of the VOGUE language for the
permission model policy is shown in Figure 6.

Algorithm 1 Generating Asset Map

Require: an SDN controller API document doc, a permission
model policy defined by an network operator policy
Ensure: an SDN asset map Gepyire
function ASSETMAPGENERATION(doc, policy)
listg,,,[1 <0
Gentire < 9
listypisl(descapi, pathap;)] <Parser(doc)
for i < 0 to length(list,pis) do
(desc, path) < listqpisli]
prep <Preprocessor(desc)
(s, v, 0) «<SemanticRoleLaber(prep)
casset|] <—IntermedateProcessor(o)
Gup <DependencyAnalyzer(o, path, cysset)
listg. ,[i] < Gsup
end for
Gentire <—AssetMapGenerator(listc,,,, policy)
return Gepsire
end function

sub

o Example Case of Generating SDN Asset Map: The over-
all process of generating SDN asset map is formalized in
Algorithm 1 and Figure 7 depicts the real example process
of how an asset-linked list is generated from an API
description and the generated asset-linked list is merged
into SDN asset map by the operations of VOGUE mod-
ules employing NLP techniques. Specifically, Figure 7
shows how the description of the real ONOS controller
API, called getFlowRuleCount, is transferred to an entry
of an asset map. As shown in this figure and Algorithm 1,
the API Document Parser first takes an API document doc
and extracts the path path,,; and description descqp; of
each API from the doc. Each pair of desc,p; and pathgp;
is stored in the list structure /ist,p;s as an element. Then,
for each element in [ist,p;s, the preprocessor sanitizes
the description desc in a given element to make a simple
sentence prep. Next, the semantic role labeler classifies
prep into subject s, verb v, and object o. After this
process, the intermediate processor discovers candidate
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_ Path = org.onosproject.net.flow.FlowRuleService.getFlowRuleCount()

—— | [API Document Description = Returns the number of flow rules in the system.

Document

It read the number of flow_rule in the system

Semantic Role
Labeler

(S It) (V read) (O the number of flow_rule in the system)

Intermediate
processor

NN/ number IN/ of NN/ flow_rule /IN in NN/system

! | Dependency
ESES Analyzer
READ <id = org.onosprojectnet.flow.

b
= system FlowRuleService.getFlowRuleCount(

T {flow_rule] :
E= SDN Asset Map
SDN Asset Map Generator

Asset linked list
Fig. 7.

Real example process for generating an SDN asset map.

assets cqsser, and the dependency analyzer generates an
asset-linked list Ggyp that implies all of the assets and
their relations represented in an API description. And the
generated Gy, is appended to a list of asset-linked list
listg,,,. Finally, all of generated Gy in listg,, will
be merged into an SDN asset map Genrire and Gentire
will be pruned by a given policy by the SDN asset map
generator.

Algorithm 2 Constructing Permission Model
Require: an SDN asset map Gepsire, its leaf nodes Vieurs
Ensure: a permission model M
function MODELCONSTRUCTION(G ensires Vieafs)
M[(perm, path[])] < @
i <0
for v € Vipqrs do
perm, < v.name + v.tAgqction
pathy[] < v.tagpaths
Uparent < v.getParentNode()
while vp4rens # @ do
pernmy <= Uparens-name+ “_" +perm,
Uparent < Uparent -g€tParentNode()
end while
M]li] < (permy, pathy)
i+=1
end for
return M
end function

7) API-Permission Mapping Constructor: The overall
process of this module is formalized in Algorithm 2. This
module generates a permission model M by exploring an SDN
asset map Gepnrire Using a given set of its leaf nodes Vieufs.
For this, this module first creates permissions by concatenating
the node names from each leaf node to a root node and
action word tagged on the leaf node. Then it maps each
generated permission to the full path of the API tagged on
each leaf node. As a result, it generates a M which is a set
of API-permission mappings. These mappings clearly show
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what permission should be examined by VOGUE whenever
each SDN controller API is invoked by an SDN application.

D. VOGUE Dynamic Engine

The dynamic engine of VOGUE has responsibility for
verifying permissions of the SDN application. Implementing
verification logic into the SDN controller will ruin the porta-
bility of our system. Thus, we employ a hooking technique and
code injection technique [25] to minimize the dependency of
the controller implementations. This engine consists of four
modules and a detailed explanation for each module is as
follows.

1) API Hooker: The API hooker sniffs all SDN API invo-
cations from an SDN application and stops the API execution
before the API code is executed, whenever an SDN application
calls an API, for access control. To make VOGUE an easily
portable system for any SDN controller, access control must
be performed in an independent process without modifying
the controller source-code. However, it is not easy to stop
the execution of the API code and obtain the invoked API
information without directly changing the code of an SDN
controller in the completely separate process with an SDN
controller. To overcome this issue, in this module, we apply the
hooking technique [25]. This technique enables us to intercept
various features including function calls in a separate process.

For environments where the hooking technique is unavail-
able due to an anti-hooking technique being applied to the
system, VOGUE also supports access control via RPC, like
the Android security mechanism [26]. Because the shim layer
must be inserted into the SDN controller to allow VOGUE
to communicate with the SDN controller through the RPC,
it requires a little bit of modifications of the SDN controller
source code.

2) Permission Enforcer: The permission enforcer accepts
the information of the API invocation by the API hooker, and it
is activated whenever a network operator tries to un/install the
SDN application. It is responsible for granting or withdrawing
the permissions to an SDN application and enforces the
permission reviewing process to a network operator by parsing
a manifest file.

While the existing SDN permission system including
Security-Mode ONOS manages the permissions as an internal
resource of an SDN controller, this module of VOGUE handles
all of the permissions at the outside of an SDN controller
because it is completely separated from the implementations
of an SDN controller.

3) Permission Checker: The permission checker accepts
the API-permission mappings, the application-granted per-
missions, and invoked API information from the API
hooker. This module searches the necessary permissions
to access the invoked API by matching the invoked API
with API-permissions mappings. Based on the search results,
it makes a decision to deny or allow access to the invoked API.

4) Injector: The injector accepts a decision to deny or
allow from the permission checker. Based on this decision,
it injects the code that generates a security exception into an
invoked API entrance to prevent the API code from being
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executed when the decision is to deny using the code injection
technique. The reason for using this technique that is we
aim to decouple VOGUE completely from an SDN controller.
Previous efforts on an SDN permission system have a built in
code that generates a security exception, because the access
control mechanism is implemented within an SDN controller.
However, because we aim to enable access control without any
modification of the SDN controller code, we do not embed the
code that generates a security exception in an SDN controller.
Instead, we use a code injection technique to dynamically
insert the code that generates a security exception at an API
entry point, for access control.

IV. EVALUATION

To evaluate VOGUE, we first implement a prototype, and
we carefully check its completeness, soundness, and overhead
to prove the feasibility of our framework. Then, we show its
several use cases and security impact to SDN to demonstrate
the effectiveness of VOGUE.

For these evaluations, we choose the ONOS, Floodlight,
and POX as the target SDN controllers because they are
popular in these days. Among these SDN controllers, ONOS
and Floodlight controllers are Java-based SDN controller, and
POX is a Python-based SDN controller. Because POX is
not a Java-based controller, there is no JavaDoc style API
document. Therefore, in the case of POX controller, we asked
an SDN expert to convert the existing POX’s API descriptions
to Javadoc-style and used the received descriptions from him
for evaluations. In addition, since Python is currently not com-
patible with our hooking module implementation, we slightly
modified POX’s source code for RPC communication with
VOGUE.

Our evaluation is conducted on Ubuntu 14.04 laptop, and
its specification is Intel i5-6200 CPU, 4G RAM.

A. Prototype Implementation

Our prototype is now implemented in the Java language.
It can currently be easily applied to most Java-based SDN
controllers without any modifications. Furthermore, it can
also support non-Java-based SDN controllers if some manual
efforts such as converting an API description format to Javadoc
style are conducted.

In our prototype implementation, we employed a
Curator [27] to find a verb and an object sentence from a
description (i.e., semantic role labeling). In addition, we also
used this library for shallow parsing. For replacing words
in an object sentence with stem words, we used a WordNet
stemmer [22]. In the part of tagging the POS to an object
sentence and extracting nominal modifier relations between
noun words in an object sentence, we used the Stanford
dependency parser [24]. We used the JavaSnoop [25] to hook
API calls from SDN applications and to dynamically inject a
security exception code to an API entrance.

B. Completeness and Soundness

1) Completeness: To evaluate the completeness of VOGUE,
we extract each asset map from Floodlight [12], ONOS [11],
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.removeDevice>
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Fig. 8.

SDN asset map (ONOS case).

TABLE II
API COVERAGE OF VOGUE

Controller | # of total APIs | # of covered APIs | Coverage
ONOS 355 348 98%

Floodlight 198 186 94%
POX 14 14 100%

and POX [28] controllers using VOGUE. An example of an
asset map automatically generated by VOGUE from the ONOS
controller is depicted in Figure 8. As shown in the figure,
it is a tree data structure in which each node represents an
asset of an SDN controller. Each node has metadata that
contain information regarding which APIs can touch it. In an
asset map, if the API name and the information are tagged
as metadata at a node, it means that VOGUE completes the
processing of this API description. In contrast, if there are
SDN APIs that are not listed on an asset map, it means that
VOGUE fails in the processing of the APIs not listed on
an asset map. We extract tagged APIs on the nodes of each
extracted controller asset map, make a list, and compare it with
a list of each controller’s northbound-APIs. The overall results
are listed in Table II, and this result shows that VOGUE can
cover more than 94% of each controller’s APIs.

To examine why VOGUE fails to cover some API descrip-
tions (2%-6%), we have manually inspected failure cases. All
of them are cases in which the API description is incorrectly
written. For example, a Javadoc-style API description should
start with a verb, but there are cases in which an API descrip-
tion starts with a noun. In another example case, two words
that are connected by the conjunction “and” have different
parts of speech even though they must have the same POS.
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TABLE III
SOUNDNESS SURVEY RESULT

Question # of positive | # of negative Correctness
responses responses
Action word & 583 17 97.2%
resources
Correlations 574 23 95.7%

In addition, there are cases in which two identical words
appear in succession due to typos. Because VOGUE extracts
the assets that an API accesses from an API description, it is
of course impossible to correctly extract the assets if an API
description is incorrectly written.

2) Soundness: Because each permission and asset will be
varied on each network operator and there is no ground truth,
it is very hard to evaluate the soundness of VOGUE. Thus,
we actually contacted SDN experts to investigate whether
VOGUE successfully extracts assets and makes an asset map.
To do this, we provided two technical questions about our
framework to 20 SDN experts* and collected their responses.’

First, we showed API descriptions, classified action words,
and resource words extracted from each API description
by VOGUE to SDN experts and let them evaluate whether
VOGUE correctly classifies and extracts resource words
expressed in the API description. In addition, we showed an
API implementation code to the SDN experts and asked them
to evaluate whether extracted resources through VOGUE are
actually accessed by APIs. The overall results are summa-
rized in Table I11.° Around 97.2% of the responses indicated
VOGUE accurately extracts the resource words and classi-
fies actions into three action words. We also evaluated why
the remaining 2.8% were negative responses and found that
VOGUE misses some resources that are accessed by APIs.
This happens if the API descriptions do not include this
information. For example, changePortState, which is one of
the ONOS APIs, actually allows an application to access
device, port, and state resources in ONOS, but this information
is not described in its description. We believe this is a critical
error because a developer cannot know if this API can access
a state variable; thus, it should be rectified.

Second, we showed API descriptions of an SDN con-
troller and an asset map generated by VOGUE to the SDN
experts, and asked them to evaluate whether VOGUE precisely
analyzes the correlation of resources using the prepositions
presented in the API description. The survey result showed that
95.7% of the responses indicated VOGUE correctly extracts
the correlations of the resources. The negative response indi-
cates that although it seems that VOGUE correctly analyzes
the correlations, it is difficult to judge because results can vary
and are dependent on a subjective point of view. For example,
the resources mastership, role are recognized as two separate

4They have experiences of operating SDN networks or implementing SDN
applications at least more than a year.

5To reduce the overhead of each survey, we randomly select 30 APIs from
three controllers (ONOS, FloodLight, and POX).

OThe number of each positive and negative responses is the sum of
respondents for each APL.
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TABLE IV
THROUGHPUT OF VOGUE
Controller | Original Throughput | VOGUE Throughput
Type (flows/s) (flows/s) Overhead
ONOS 4364.66 1459.71 67%
Floodlight 32177.76 21029.41 35%
POX 5459.17 3111.73 43%

resources, but in our analysis, the mastership_role is a single
resource.

C. Evaluating VOGUE Overhead

To evaluate the overhead imposed on an SDN controller
when VOGUE performs access control, we measure the
throughput of the ONOS, Floodlight and POX controllers with
and without VOGUE. A cbench tool [29] is used for this
throughput measurement, and to measure the throughput in
the worst case, when access control is performed by applying
VOGUE to each controller. We force a check permission at a
point that receives a packet-in.

The throughput of the ONOS, Floodlight and POX con-
troller that was enabled using access control by VOGUE shows
33%, 65% and 57% compared with the original throughput,
respectively as shown in Table IV.

Next, as the second overhead evaluation, we compare the
performance of VOGUE with an existing SDN access control
system [9]. Because the Security-Mode ONOS source code is
now open to the public, and an access control mechanism
is properly implemented, we chose it as a target existing
SDN access control system to compare the performance with
VOGUE. The performance of the Security-Mode ONOS is
measured in the same environment where the performance
of VOGUE has been measured above, and the result of
the throughput is 1558.57 flows/s. As shown in Table IV,
the throughput of ONOS controller with VOGUE is similar
to Security-Mode ONOS, but it is slightly low (about 6%).
Since the permission checking mechanism of our system has
been designed similarly to Security-Mode ONOS, we confirm
that the additional overhead is caused by intercepting API
calls and injecting exception code from the external process
of SDN controller. From this, we notice that performing
the access control in the external process of SDN controller
incurs additional overhead, but the additional overhead is not
significant.

These results show that the overhead of VOGUE is not
low, but it is similar to the overhead of the existing SDN
control plane permission system (i.e., Security-Mode ONOS).
The main overhead of SDN control plane permission systems
including VOGUE stem from the checking if an application
has right permissions to access invoked API whenever the
SDN controller’s northbound API is called by an SDN appli-
cation, so it is inevitable. Please note that we have made an
effort to minimize the overhead of our system by applying a
caching mechanism preventing duplicate permission checking
and we have a plan to optimize VOGUE to improve the
performance.
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TABLE V
THE ACCESSIBLE DEVICE ASSET RELATED APIS OF ONOS WITH EACH PERMISSION TOKEN IN SM-ONOS AND VOGUE

ONOS Security-Mode ONOS VOGUE Accessible API
Asset permission token permission token
DEVICE WRITE DEVICE_WRITE DeviceAdminService.removeDevice(Deviceld)
- DEVICE_PORT_WRITE DeviceAdminService.changePortState(Deviceld, PortNumber, boolean)
DeviceService.isAvailable(Deviceld)
DeviceService.getDevices(Device. Type)
DeviceService.getDevices()
DEVICE_READ DeviceService.getDevice(Deviceld)
DeviceService.getAvailableDevices(Device. Type)
DeviceService.getAvailableDevices()
DeviceService.getPort(ConnectPoint)
DEVICE DEVICE_PORT_READ DeviceService.getPort(Deviceld, PortNumber)
DEVICE_READ DeviceService.getPorts(Deviceld)
DeviceService.getPortDeltaStatistics(Deviceld)
DEVICE PORT STATSTIC READ DeviceService.getDeltaStatisticsForPort(Deviceld, PortNumber)
- - - DeviceService.getPortStatistics(Deviceld)
DeviceService.getStatisticsForPort(Deviceld, PortNumber)
DeviceClockService.getTimestamp(Deviceld)
DEVICE_TIMESTAMP_READ DeviceClockService.isTimestampAvailable(Deviceld)
DEVICE_COUNT_READ DeviceService.getDeviceCount()
DEVICE_MASTERSHIP_ROLE_READ DeviceService.getRole(Deviceld)
D' Use Case 2017-04-22 J0:1%:03,560 | gxeee | 1 for wser kawef | enos-app-attack

To demonstrate the effectiveness of VOGUE, we now intro-
duce access control use cases of VOGUE by applying it to
ONOS, Floodlight, and POX controllers. Because Floodlight
and POX do not have an access control mechanism that is
fully implemented or open to the public, we present a use case
that can prove access control is completely performed using
VOGUE by showing simple scenario. On the other hand, in the
case of ONOS, there is an access control mechanism called
Security-Mode ONOS which is implemented as a subsystem
inside the ONOS controller. Therefore, we present a use case
based on the scenario presented in Section II-A3 to show that
the access control using VOGUE is more flexible and granular
than the Security-Mode ONOS.

1) ONOS case: Our brief attack scenario is as follows.
The network operator wants to grant a permission that can
change only the port state information in the application.
In the Security-Mode ONOS permission model, the application
needs a DEVICE_WRITE permission to access and change
the port state information. The network operator believes
the application will only change the port state information,
so the operator grants DEVICE_WRITE permission to the
application. However, the application erases the device infor-
mation from the controller using the granted DEVICE_WRITE
permission. The reason this attack scenario is possible is
that the permission model of the Security-Mode ONOS is
coarse-grained and fixed. Although the port is a sub-asset
of the device asset, to enable the application to access the
port asset, the application must be granted DEVICE_WRITE,
which is a permission that allows access to all sub-assets of
the device asset.

On the other hand, VOGUE can invalidate this attack
scenario because it can automatically generate a fine-grained
permission model based on the security view of a network
operator. In this attack scenario, security view of the network
operator is to make the application inaccessible to any other
sub-assets of the device asset except a port asset. If we extract

| 130 - arg.encsproicot ancs-app-attack - 1.5.0 | [org. onosproject. attock.
appoomponent{l20) ] The astivote method hos thrown an exoopticn
jova. lang.scourityesocption
ot org.onosprodjont . not . doevios dimpl DowiocHanogor. remowolovios (LeviooMona
ger . java: 246)
ot arg.onesprodjont . attack Spplamponcnt  attack (Applamponent . jova: T4}
ot arg.onosprodjont . attack Spplamponcnt aotivote (apploomponcnt. fars:50)

Fig. 9. Result of attack scenario using VOGUE in ONOS.

an asset map of ONOS using VOGUE, we can obtain informa-
tion about assets related to device asset, any relations between
these assets, and APIs that can touch each of these assets.
If the network operator establishes a permission model policy
based on the security view, VOGUE automatically generates a
corresponding permission model as shown in Table V. Specif-
ically, VOGUE generates a DEVICE_PORT_WRITE, which
is a permission that allows the application to only invoke APIs
that can manipulate port information as one of the permissions.
If the application is granted this DEVICE_PORT_WRITE
permission, it can only invoke the API that performs the write
action among the APIs tagged at the port asset in the asset map
and cannot invoke any other APIs. That is, VOGUE invalidates
the attack scenario that is valid for Security-Mode ONOS.

To demonstrate this, we conducted an experiment in which
we only grated the DEVICE_PORT_WRITE permission to a
test application that deletes the device information when it
is activated. The experimental result is shown in Figure 9.
As shown, an exception occurs whenever the test application
invokes an API that deletes the device information. This
experimental result is evidence that VOGUE automatically
generates a fine-grained permission model based on the
security-requirement of a network operator, thereby invalidat-
ing the attack scenario valid in the Security-Mode ONOS.

2) Floodlight and POX case: In the use cases for the
Floodlight and POX controllers, we show that VOGUE can
protect each controller from an attack introduced by a previous
work called Rosemary [5]. Rosemary has introduced a crash
attack in which a malicious application can shut down the
entire SDN controller process by just calling the API that
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TABLE VI

SUMMARY OF KNOWN ATTACK RESULTS
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Attack Name Description || POX VOGUE | Floodlight VOGUE | ONOS VOGUE

Flow rule modification’ [7] Modifying the installed flow rules in a (6] X (6] X (6] X
switch forcibly.

Flow table clearance! [7] Flushing the flow table of a switch (6] X O X (6] X
forcibly.

Event Listener unsubscription! [7] Removing the event listeners registered to N/AP N/AP (0] X N/A? N/A?
SDN controller forcibly.

Control message drop' [7] Withholding the received control message N/AC N/AC (0] X N/AC N/AC
(i.e. PACKET_IN) from other SDN appli-
cation in a service chain.

Application evction! [7] Unloading SDN applications running on N/A9 N/A9 N/A9 N/AT (6] X
an SDN controller forcibly.

System resource exhaustion® [5] Exhausting system memory of the SDN (6] (6] (6] (6] (6] (6]
controller hosting machine via infinite
memory allocation.

Flow Rule Floodingl [30], [31], [32] Enforcing a bunch of flow rules to a switch (6] X (6] X (6] X
infinitely.

Network-view manipulation! [5] Manipulating the network topology in- N/A® N/A® (6] X (6] X
formation stored in an SDN controller
forcibly.

Attack Success Rate 100% 25% | 100% 143% [ 100% 16.7%

T Attacks manipulating SDN resources via the northbound-APIs provided by an SDN controller.

2 Attack targeting non-SDN resources without abusing the northbound-APIs.
4Retrieving/fetching the object of listener is not available in ONOS.
bObserver pattern is not used to deliver event messages in POX.

“Service chaining mechanism is not employed in POX and ONOS.

dDynamic application loading/unloading is not available in POX and Floodlight.

terminates the controller process. This is one of the attacks that
a malicious application can use to harm the SDN controller.
This previous effort also has proved that a crash attack is
possible by demonstrating this attack on several controllers
including POX and Floodlight controllers. The crash attack is
possible because SDN applications run in the same process as
the SDN controller, rather than being executed in a separate
process. To protect the SDN controller against this attack,
Rosemary has proposed a new controller architecture to run
applications in a separated process from the controller. How-
ever, because it is difficult to change the architecture of the
existing SDN controllers, access control for the APIs that the
application calls is a realistic way to defend against such a
crash attack.

To show that VOGUE can defend against a crash attack,
we generate permission models of each POX and Floodlight
controller based on a fine-grained policy over all assets
using VOGUE. The permissions mapped to the API that
terminate the controller are POX_EXECUTE and FLOOD-
LIGHT _EXECUTE on VOGUE. We have created a malicious
application that calls the API to shut down each controller
at boot time, and we tried to run that without granting the
POX_EXECUTE and FLOODLIGHT_EXECUTE permission
respectively. As a result, when the malicious application
attempts to call an API that terminates a controller, as shown
in Figure 10 and 11, the API call is blocked and the controller
process is not terminated on both the POX and Floodlight
controller. This is evidence that VOGUE can completely
control the access to the API and can invalidate previously
known attacks.

€Global network-view is not maintained in POX.
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Fig. 10. Floodlight crash attack result with VOGUE.

Fig. 11. POX crash attack result with VOGUE.

E. Security Impact of VOGUE to SDN

To demonstrate further effectiveness of VOGUE, we evalu-
ate the security impact of VOGUE to SDN. For this evaluation,
we try to perform the known SDN attacks on each of POX,
Floodlight, and ONOS controllers and test if VOGUE can
defend against the attacks. To seek the known SDN attacks,
we have surveyed previous SDN attack papers [5], [7], [14],
[30]-[32], and as a result, we have obtained a list of known
SDN attacks by integrating the SDN attacks introduced in each
previous work. Since the purpose of VOGUE is to protect SDN
resources from malicious SDN application for securing SDN
control-plane, we have picked only SDN attacks that can be
launched by malicious SDN applications in SDN control-plane
among the SDN attacks in the list. The selected SDN attacks
and their descriptions are summarized in TableVI.
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For our experiments, we have created a malicious SDN
application for each controller that performs each attack
in Table VI sequentially. Note that, we exclude the attacks
which are unavailable in each controller from the attack list
of each malicious SDN application. Please refer to Table VI
for the list of unavailable attacks for each SDN controller and
the reason why they are unavailable. By using the created
malicious SDN applications, we have first tested the known
SDN attacks for each controller. Then, we have tested if
VOGUE can defend against possible SDN attacks at each
controller. In this test, we have generated the most fine-grained
permission model for each controller by applying VOGUE for
each of them, and let VOGUE performs access control with the
generated permission model. In addition, we have not granted
any permissions to the malicious SDN application.

The overall results of our experiments are summarized
in Table VI. As shown, VOGUE defend against most of
the known SDN attacks in our attack list, but it fails to
protect SDN controllers from the only one known SDN attack,
called system resource exhaustion attack. For this attack,
we have analyzed why VOGUE was unable to defend the
SDN controllers, and the analysis result is as follows. In case
of the system resource exhaustion attack, its attack target
is the resource of the host machine of SDN controller, not
an SDN resource. In addition, it just uses only a normal
native function (e.g., malloc) to allocate memory, not uses the
northbound-APIs at all. In contrast, VOGUE performs access
control for the northbound-APIs to protect SDN resources.
Thus, we conclude that the target and method of the attack
are beyond the scope of the protection supported by VOGUE,
and this is the reason why our system fails to defend against
the attack.

To summarize the overall results of our experiments,
the attack success rate for each controller applied VOGUE
is 25% for POX, 14.3% for Floodlight, and 16.7% for ONOS,
respectively. In average, the attack success rate of the SDN
controllers applied VOGUE is 17.6%. VOGUE missed only
one known SDN attacks in our attack list, but this attack
is beyond the scope of protection supported by the existing
SDN permission systems (i.e., Security-Mode ONOS [9] and
SDNShield [10]) as well as VOGUE. Since VOGUE can
protect SDN from most of the known SDN attacks that can
be launched by malicious SDN application in SDN control-
plane, and it can invalidate attack scenarios that are valid in the
existing SDN permission systems as shown in Section IV-D,
we conclude that VOGUE has a significant impact on improv-
ing the SDN control-plane security.

V. LIMITATIONS AND DISCUSSION

This paper has some limitations that will be improved later.
First, our prototype system mainly targets Javadoc style API
documents, so that its parsing module is only working well
with Javadoc style document. This issue can be resolved by
adding a parsing module for other target documents. Currently,
we design VOGUE as modular architecture, and thus attaching
additional modules (i.e., new parsing engines) is a simple job.
We have a plan to improve VOGUE to support other target
documents.
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Second, if SDN controller implementation is not well docu-
mented, the functionalities of VOGUE would be limited since
it relies on the API document provided by an SDN controller.
Even among the popular SDN controllers, there is a case
that their APIs are not well documented (e.g., Opendaylight
controller’ [20]). However, we believe that the vendors of the
SDN controllers will provide their high-quality API document
in the near future to encourage the open development of SDN
applications.

Third, if an SDN controller does not provide well-written
API information, it may be possible that our system misses
some resource access patterns. This will happen if a document
lacks in providing those usage cases, and we claim that in that
case, SDN application developers and attackers also miss those
cases. In addition, our system will be mainly used by SDN
network operators, and we believe that they will try to provide
enough information to our system to make their system secure.
Moreover, in our evaluation, we present that our system can
cover most popularly used SDN controllers (e.g., ONOS and
Floodlight) without missing critical resource access patterns.

Fourth, the performance may be another hurdle in employ-
ing our system. However, we claim that our initial design
focus is security, not performance. In addition, this per-
formance measurement has been conducted with our initial
prototype system. We are currently planning to improve this
system by adopting new technical architecture (e.g., distributed
processing).

VI. RELATED WORK
A. Security on Malicious SDN Applications

Our work is inspired by several efforts [5], [6], [9], [10],
[14] to demonstrate potential security problems with malicious
SDN applications and to mitigate these security problems.
Shin et al. demonstrated that the malicious SDN application
can manipulate the internal information of the controller,
and shut down the controller, and they proposed a sandbox
approach for securing the SDN controller [5]. Lee et al.
showed attack cases with malicious SDN application and
suggested security assessment framework to discover vulner-
abilities automatically [14].

On the other hand, there are efforts to mitigate the threat
from the malicious SDN application by applying the permis-
sion system to the SDN controller. Porras et al. suggested an
application role-based privilege separation approach to restrict
the abuse of application API usage [6]. Wen et al. pointed
out that the permission model of SE-Floodlight [6] is coarse-
grained, and proposed a model that combines policy- and
permission-based access control for a fine-grained permis-
sion model [10]. Yoon et al. proposed an approach simi-
lar to the Android permission model [26] for securing the
ONOS controller [9]. These previous efforts are valuable;
however, they have several deficiencies. Their permission
systems require a lot of manual works to build or update a
permission model, and they cannot be ported to other SDN
controllers because they are tightly coupled with a specific

TThe APIs of AD-SAL and MD-SAL that allow an SDN application to
access its core services of Opendaylight controller are not well documented.
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SDN controller implementation. Also, because their permis-
sion model is fixed, they cannot satisfy the different security
requirements of each network operators.

Kang et al. pointed out the deficiencies mentioned above
and proposed their conceptual ideas to solve them for the
first time [33]. This paper is the extension of the previous
work to shape the conceptual ideas concretely. Specifically,
unlike the previous study, this paper presents specific examples
of the deficiencies of the existing SDN permission systems,
concrete designs and implementation for the conceptual ideas,
and further evaluations.

B. Enhance Security Using NLP

This research is built on a large body of previous
works on enhancing security using NLP techniques [16], [17],
[34]-[37]. Most of these have been studied in the Android
field. Pandita et al. proposed a way to improve the security
of the Android permission system by lifting the fidelity of
the application description [16]. They used NLP techniques to
evaluate the fidelity of the application description by extracting
key words that are matched with the permission type from the
Android API documentation, extracting key words from the
application description, and comparing them. Qu et al. also
tried to enhance security by raising the fidelity of the Android
application description using the NLP technique, but they
additionally applied a machine learning technique to improve
the accuracy of extracting key words [36]. Zhang et al. sug-
gested a way to improve security by automatically generating
a security-centric application description using a kind of NLP
technique by analyzing the behavior of an application [37].
Gorla et al. discussed techniques that extract topics using
NLP technology from an application description and clustering
the application based on extracted topics to identify anomaly
applications [35]. Kong et al. analyzed the application reviews
registered in the Android app market using the NLP technique,
and based on this analysis, they analyzed the security-related
behaviors of the application [17]. All of these previous works
are valuable in terms of they graft the NLP technique onto
security.

Inspired by these previous studies, Kang et al. suggested the
conceptual idea to harmonize the NLP technique into security
to automatically generate SDN permission model [33]. Their
conceptual idea was to identify the assets and their relations of
an SDN controller by analyzing its API documentation with
NLP techniques and build a permission model for the SDN
controller based on the identified assets and their relations.
This paper is the extension of the previous study. Unlike the
previous work, this paper concretely shapes the conceptual
idea and formalizes the processes of SDN permission model
generation.

VII. CONCLUSION

Because the SDN controller is mission-critical software
that manages the entire network, several ideas have been
issued to make it secure and robust. While certain studies
attempt to apply permission-based access control to protect
SDN assets in the context of specific SDN controllers, they
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do not support flexible and automated access control for SDN
assets. Our work is a complementary study that attempts
to automate some of the manual efforts of prior works.
Specifically, VOGUE is the first attempt at automatically and
flexibly generating permission model from the API description
using NLP techniques. It is also the first study to separate
the permission system completely from the SDN controller to
facilitate its application for any controller without source-code
modification.
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